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MO PAU
1. Tinh cip thiét caa luan an

Mang tlly bién di dong hoat dong theo co ché ciia mang ngang hang, méi thiét bi trong mang
hoat dong khong phu thudc vao co sé ha tang, viéc thiét 1ap mot mang MANET kha dé dang va
linh hoat. O bét ki noi dau khi cac thiét bi lién két v6i nhau 13 cd thé tao nén mot mang tay bién di
dong. Vai nhimg dac diém trén, cong nghé mang MANET duoc tng dung ngdy mot nhiéu trong
cac linh vuc tir dan su dén quan sy nhu: hang khong, gido duc, y té, cu ho thién tai, tham hiém,
thé thao mao hiém, khu vuc chién tranh...

Trong luan an nay, nghién ciru sinh tap trung vao viéc nghién ciru giao thec AODV va
AOMDV va dé xuat cac giao thuc cai tién sir dung cdng nghé xac thuc an toan mang bang OTP
hoic co ché thdng ké dé nhan biét nut doc hai. Muc dich 12 ndng cao chit lwong dich vu cua hai
giao thirc dinh tuyén theo y&u cau trong trudng hop méi trudng mang xuit hién nit tin cong. Day
la mot chu dé can thiét, co y nghia khoa hoc va thuc tién trong viéc nang cao hiéu qua hoat dong
cho céc tng dung trén mang tuy bién khong day thé hé mai ndi chung va mang MANET noi
riéng.

2. Muc tiéu caa luan an

Phan tich tac hai cua hai hinh thac tan cong: 16 den, ngap lut. Tir d6 dé xuét giai phap cai
tién giao thirc AODV, AOMDYV nham ting cuong hiéu qua dinh tuyén trong truong hop bi tan
cdng mang.

3. Poi twong pham vi nghién cieu
a) Béi twong: MANET, OTP, QoS, dinh tuyén mang, an toan mang.
b) Pham vi: Dich vu dinh tuyén tai ting mang caa mé hinh OSl.
4.  Phwong phap nghién ciru
Luan &n str dung hai phuong phép chinh 14 nghién ctu ly thuyét va mé phong.
5. Bécuc Luan an
Ngoai phan mo dau va két luan, noi dung luan an dugc chia thanh 3 chuong chinh,
6. Dodng gop
Luan &n ¢ hai dong gop chinh gém c6:

- P& xuét giai phap BDA dua trén phuong phap thong k& nham phat hién va ngin ngira nit
15 den tan cong, cai tién giao thirc AODV truyén thdng thanh giao thie BDAODV c¢6 co ché an
toan.

- Ap dung phuong phap OTP dé xuét hai giao thuc cai tién: giao thic cai tién AOMDV-
OAM nham giam thiéu tac hai khi mang bi tan céng bai hinh thic ngap lut goi RREQ. Giao
thize AODVMO dugc cai tién tir AODV bd sung co ché cép khoa dé tao OTP cho cac nt trén
mang MANET s dung tac ti di dong.



Chuwong 1.
VAN PE AN TOAN TRONG GIAO THUC PINH TUYEN
TREN MANG MANET

Churong ndy trinh bay tong quan vé mang khdng day, ddic diém cia mang tly bién di déng,
giao thize dinh tuyén theo yéu cau, vdan dé an toan trong giao thize dinh tuyén, céc cong trinh da
cong bé trong va ngoai miréc ¢6 lién quan téi an toan dinh tuyén trong mang MANET. Ngoai ra,
chirong ciing mé ta chi tiét hai hinh thai tdn cong ngdp lut va |6 den, két qua md phong trén
NS2 cho thdy hiéu ndang mang bi anh hirong ndng né va can dé xudt cac giai phap khdc phuc.

1.1. Mang khong day
1.1.1. M6 hinh mang khong day

Mang khong day duoc dua vao sir dung trong doi séng tir nhiéu nam vé trude tuy nhién
trong khoang thoi gian gan day thi hoat dong nghién ciru va phat trién trg nén cap thiét do su
buing nd cac thiét bi di dong nhu dién thoai thdng minh, may tinh bang, dong ho théng minh...

Mang cuc b khéng day c6 md hinh mang co ban tly thudc vao dic diém té chirc va vi tri
ng dung bao gom: M6 hinh mang doc lap (IBSS), mé hinh mang co sé (BSS) va mé hinh
mang ma rong (ESS).

1.1.2. Magng tuy bién di dgng MANET

Mang ty bién di dong (MANET) la mét tap hop cac nit di dong cd thé truyén tai di lidu
vé6i nhau bang cac lién két khdng day. Tuy thudc vao loai mang ad-hoc di dong, cé thé c6 quyén
truy cap vao cac nat trong hé thong mang. Trong mét sé truong hop, mang ad-hoc cé thé dugc
sir dung trong hop tac kinh doanh dé chia sé thong tin trong cudc hop, tham hoa khan cip nhu
bdo, dong dat hoic 1ii lut. Trong mdi truong ndy, mot tuyén gitra hai ndt hoic may cha cé thé
bao gém cac ching di qua mot hodc nhiéu nat trong MANET. Van dé thiét yéu trong mang ad-
hoc di dong 1a tim, duy tri cac tuyén vi tinh di dong cua nat c6 thé giy ra thay di cau trac lién
két va bao mat trong chia sé di liéu giira cac nut.

1.2. Pinh tuyén trén mang MANET
1.2.1.  Phan logi giao thizc dinh tuyén

Nhiéu nhém nghién cau trong thoi gian gan day da dé xuat cac tiéu chi khac nhau dé phan
loai giao thire dinh tuyén trén trén mang ty bién di dong. Thiz nhat, dua vao co ché kham phé
tuyén, ta c6 thé phan céc giao thirc thanh ba nhém 1a: Binh tuyén chu dong; dinh tuyén phan
mg; va dinh tuyén lai. Thiz hai, dwa vao hinh thai hoat dong ta c6 thé chia thanh hai nhom 1a:
Dinh tuyén phang; va dinh tuyén phan cip. Thiz ba, dua vao hinh thirc dinh tuyén dit ligu ta c6
thé chia thanh hai nhom 1a: Dinh tuyén don duong; va dinh tuyén da duong. Ngoai ra, tiéu chi
phan loai dwa vao vi tri dia Iy ciing dwoc quan tdm, ta c6 giao thirc dinh tuyén thuong va dinh
tuyén dua trén vj tri.

1.2.2. Giao thee dinh tuyén theo yéu cau
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Do mdi trudng di ddng nén giao thuc dinh tuyén theo yéu cau (AODV) rét phii hop dé hoat
dong trén moi truong mang MANET. Giao thic AODV duy tri bang dinh tuyén dé luu trix
thong tin dinh tuyén ching tiép theo cho céc niit dich.

a, Cdu tric géi tin diéu khién
Giao thuc AODV thudc nhom giao thie dinh tuyén theo yéu ciu, st dung thdng sé HC dé

tinh chi phi. AODV kham phé tuyén nho goi yéu cau RREQ, théng qua goi tra 16i RREP Xac
dinh tuyén, str dung g6i HELLO duy tri tuyén va cap nhat tuyén bang géi RERR.

— RREQ —=— Dropped-*> RREPO
Hinh 1.8. Mb ta co ché kham pha tuyén cia giao thirce AODV

1.2.3. Giao thirc AOMDV

Giao thire dinh tuyén da duong theo yéu cau (AOMDV) duoc cai tién trén y tuong cua giao
thiec AODV.

— RREQ -> RREP O Nt Ving phét séng

Hinh 1.9. Kham pha tuyén véi giao thirc AOMDV

1.3.  An toan dinh tuyén trén MANET



1.3.1. Mgt sé hinh thec tén cong mang

Céc nhuoc diém cia AODV tro thanh 16 hong dé tién hanh tan cong tir chdi dich vu (DoS),
tiéu biéu 1a: Blackhole, Sinkhole, Grayhole, Wormhole, Flooding va Whirlwind, chi tiét trong
Bang 1.2.

1.3.2. Tdn cong 16 den
a) Hoat dong cua tan cong 15 den

Tan cong 15 den thuoc nhém tan céng pha hoai, c6 thé thuc hién ca nhan hoic theo tap
thé, truong hop nay dugc goi 1a cong tac tan cong. Pé tan cong 16 den, niit doc hai thuc hién
nhu sau: Dau tién 1a ty quang c&o cho cac nat trong hé thng rang ban than nat doc hai c6 tuyén
dudng dén dich véi chi phi tét nhat. Didu nay 1a cho cac nit binh thudng bi danh lira va chuyén
huéng dén dich théng qua nut doc hai. Cubi cung 1a pha hoai goi tin, nat doc hai mdi khi nhan
dugc gai tin tir ngudn chuyén dén, né thyuc hién thao tac huy géi. Vi vay, hinh thiic tin cong nay
dugc goi 1a hinh thic tan cdng pha hoai. Trong cong tac tan cong 16 den, goi dit liéu duoc
chuyén tiép dén nat thir hai, va bi huy tai nit nay nham tranh bi phat hién. Biéu nay 1am cho cac
ludng UDP bi huy, ludng TCP thi bi gian doan vi khéng nhan duoc tinh hiéu ACK tir dich.

9 10
— RREQ —— Huy -+ RREP-> FRREP

Hinh 1.10. M6 ta tin cong 16 den giao thirc AODV
b) Anh huong caa tan céng 16 den dén hiéu nang mang

Luan an s dung NS-2.35 dé md phong tan cong 16 den trong giao thuc AODV va
AOMDYV, so sanh giira hai giao thirc vé s6 goi tin bi mat, do tré trung binh cua goi tin, ti 1¢ goi

tin phat tan thanh cong.
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Hinh 1.11. Ti 1¢ g6i tin phan phéat thanh cong khi c6 tin cong 16 den

1.3.3.  Tdn cong ngdp lut
a) Hoat dong tan cdng ngap lut

T4n cdng ngap lut I hinh thirc tin cong tir chdi dich vu, rat dé thyc hién va gay anh huong
nang toi hidu nang mang Vi tao ra bao quang ba trén mang. Trong hinh thiic tan cong nay, nat
doc hai hoat dong gan nhu twong tu nhu nit binh thuong, diém khac nat 1a chdng phéat goi tin voi
tan suat cao vao mang gay chiém dung bang thong, chiém dung tai nguyén mang. C6 3 hinh thirc
tan cong ngap lut: ngap lut g6i RREQ, DATA va HELLO.

b) Anh huéng cia tan ¢ong ngap lut t6i hiéu ning mang

Str dung hé mod phong NS-2.35 dé mo phong tan cong ngap lut trong giao thaec AODV,
AOMDV luin &n so sanh gitta vé do tré trung binh, ti 1& g6i tin giri thanh cong, phu tai dinh
tuyén.
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Hinh 1.15. Ti 1& g6i tin phan phat thanh cong khi cé tan cong ngap lut
1.4.  Tong quan vé céc giai phap an toan
a) Trong nudc

Hién tai, mot s6 hudng nghién cau vé an toan dinh tuyén trén mang MANET ciing dang
dugc cac nhém nghién ctu tap trung. Nhom tac gia da dé xuat giai phap phat hién va ngan chin



tan cong ngap lut trén giao thire dinh tuyén theo yéu cau. Ngoai ra, tic gia da dé xuit co ché
DCMM véi giai phap TAM nham muc dich nang cao an toan trong dinh tuyén.

b) Ngoai nuoc

Trong nhitng nim gan déy, nhiéu nha nghién ctru di nghién ciru vé bao mat dudng truyén
khoi cac loai tan cong khéac nhau va cong bd cac giai phap cua ho. Céac cudc tan cong bao mat
d6i véi mang ad-hoc di dong dugc phan thanh hai loai: tan cong thu dong va tan céng chii dong.

1.5. Tiéu két chwong 1

Chuong nay luan an da trinh bay tong quan vé mang khong day, mang tuy bién di dong,
van dé an toan trén mang tuy bién di dong. Ngoai ra, chuong ciing mé ta chi tiét mot sé hinh
thuc tin cong mang, phan loai dwgc céc hinh thic tan cong nguy hiém tai ting mang cua
MANET. Hai hanh vi tin coéng: ngap lut va 16 den duoc trinh bay day du, rd rang. Sir dung
NS2, két qua md phong cho thay cac thdng sé vé g6i tin phan phat thanh cong, d6 tré trung
binh, s gdi tin bi mat ... déu bi anh huong nghiém trong c6 thé dan suy giam hiéu ning
hoic tac nghén hé thong.
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Chwong 2.

PE XUAT GIAO THU'C PINH TUYEN AN TOAN TREN MANG MANET SU DUNG
PHUONG PHAP THONG KE

Chuong nday dé xudt gidi phap BDA dwa trén Iy thuyét thong ké va giao thic an toan
BDAODYV truéc hinh thizc tan cong 16 den. Giai phap nay sir dung mét gid tri nguéng can bang,
dwoc tinh diea trén ly thuyét thong ké, dé lam ngwéng phéat hién tan cong 16 den. Ngodi ra,
chirong ciing da danh gid hiéu qua cua cac giao thic an toan trén NS2 trueéc hinh thire tan cong
16 den.

2.1. Giéi thigu

Mot trong cac thach thac ma mang Mobile Ad Hoc Networks (MANET) phai dbi mat 1a
hanh vi tan cong 15 den. Pay 1a hinh thic tan cong pha hoai, gay hai rat ning né dén hiéu ning
mang mot khi thuc hién thanh cong. Bing cach tra 1oi tuyén véi gia tri HC= 1 va SN 16n nhit,
nat doc hai da danh lira nGt nguon rang ban than né cé tuyén duong di dén nut dich vai chi phi
t6t nhét va “twoi” nhat. Két qua 1a tat ca cac goi dir liéu bi cubn vao nat doc hai va mat tich ma
khong thé tim dén duogc nut dich.

2.2. Mét s6 nghién ciru lién quan
Hortelano va cong su da xay dung co ché giam sat cho VANETS.

Cai va cong sy da dé xuat mot giai phap dia trén con dudng dé phét hién cudc tan cong 16
xam va 16 den.

Daeinabi va cong su da phat trién mot thuat todn dua trén viéc giam sét xe trong mang.
2.3. Giao thitc an toan BDAODV
2.3.1. Gidi phap BDA

Giao thuc AODV sur dung hai tham s6 SN va HC trong goéi RREP dé thiét lap tuyén.
Tuyén duoc chon gui goi tin s& c6 gid tri SN rat Ion (tuyén tuoi nhat) va HC nho nhat (chi phi
t6t nhat). Can ctr vao ddc diém nay, nit 15 den khi nhan goi yéu cau tuyén ngay lap tac gui goi
tra loi tuyén thong bao n6 cé tuyén tét nhat (HC nho nhat, thong thuong = 1) va tuoi nhat (voi
SN rét cao). Khi nhan duoc goi RRRP, nlt ngudn thiét 1ap tuyén qua ndt 15 den va giri goi tin
dén ching, tat ca cac goi tin s& bi ndt 16 den huy khi nhan duoc.

Thuat toan 2.1 cho phép tinh gia tri chi muc can bang, gi tri nay dwoc st dung dé xac

dinh mét nat 1a doc hai hodc binh thuong. BI duoc tinh dua trén Iy thuyét thong ké nhu 1a mot
gié tri ngudng dong nham phéat hién tin cong 15 den.

Thuat toan 2.1: Thuat toan tinh gia tri chi muc can bang

Input: L 1a danh sach gié tri SN cua tat ca cac nat trong mang
Ouput: Gi4 tri bi 1a chi muc can bing
Function getindexBalance(L);

Begin
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/1 n 1a s6 lwong nit trong mang van > 1
if n=1 then Return L[1];

n L .
avg < Ziz 1] "=nl L

/ITinh trung binh mau, n 1a s lwong nat trong mang

n 1 2 ,
sd \/Z (li=avg) b dé lach chuan
k=1 n—-1

avg
sd+1

bi « 2 * avg * /ITinh chi muc can bang
Return bi;

End;

Thuat toén 2.2 cho phép kiém tra an toan, mot nat tra 1oi tuyén véi gia tri SN 16n hon
ngudng cho phép sé duoc xac dinh 14 niat doc hai va bi ¢o 1ap ngay khi tin céng. Thuat toan nay
thuc thi mdi khi nat nhan duge géi RREP dé kiém tra an toan.

Thuat toan 2.2: Kiém tra an toan

Input: G6i RREP
Ouput: True néu nut dich 14 binh thudng; nguoc lai, tra vé False
Function checkSecurity(RREP, L);
Begin
dst < getIDDestinationNode();
//Pia chi cua nut dich gui goi RREP
if NDP + NQP > NPP then return True;
bi < getindexBalance(RREP, L);
if (bi > RREP.SN) then
Return True
Else
Return False;

End;

2.3.2. Giao thi#c BDAODV



Lu4n 4n d& xuét giao thic BDAODV bang cach cai tién giao thac AODV st dung giai
phap BDA. Thuat toan khdam pha tuyén cua giao thitc BDAODV duoc phét trién tir AODV.
Tuong tu nhu giai phap SBAODV, céc nut ghi lai s6 luong goi yéu cau dinh tuyén (NQP), s6
g6i tra loi tuyén (NPP) va sb goi dir licu (NDP). Néu NDP + NQP > NPP thi n(t guri mot nit
dang tin cay bai vi n(t 16 den co dac diém chi giri goi tin tra loi tuyén ma khdng gii géi yéu cau
tuyén, goi dit lidu ciing bi nat 16 den hay ma khong chuyén tiép. Nhu vay nit 15 den thuong cé
sb goi tra loi tuyén 16n hon tong goi yéu cau tuyén va goi dir lidu, néu mot nat co dic diém cua
16 den s& bi phét hién va ngan chan.

a) Thudt toan yéu cau tuyeén:

Pé kham tuyén dén nut dich nit ngudn khoi tao g6i RREQ va quang ba dén tat ca nit
lang giéng cuia , géi RREQ duoc xir ly tai nhiéu nit trung gian truéc khi dén dich.

Quang ba goéi RREQ dé tim
duoc di

Nt nguon
(Ns)

Ni nhan goi RREQ tir nut
lien trudc (N;);

Pa nhan g6i RREQ

| |
| Thu thap gia tri SN cta ndt ngudn I
| nhu Thuat toan 1, :
|

| |

NQP[N;J++; BDA

= Luu broadcast_id va src_add vao b
S nhé Cache, luu duong di vé nguon;
2 l
g
2
3 Day la nut dich C6 tuyen dén
dich
v
Xoa Khai tao

. Quang ba goi
» Két thuc RREQ

Hinh 2.2. Thuat toan yéu cau tuyén ciia giao thic cai tién BDAODV

b) Thugt todn tra loi tuyén: Khi nhan duge théng diép RREQ nut dich tra loi g6i RREP
chira thong tin duong di vé ngudn dua vao thong tin duong di nguge da duge luu trude do. Qua
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trinh xt Iy g6i RREP dugc thuc hién nhu giao thirc géc AODV. Biém khéc biét 13 mai khi nhan
dugc g6i RREP, n(t trung gian sir dung Thuat toan dé kiém tra an toan goi tin dinh tuyén trudc
khi chuyén tiép g6i RREP vé ngudn.

=
Q
2
2 Guri goi tra loi RREP
src = dia chi cua nut (Np) or nat trung
gian (Ni) c6 chua duong toi dich

g
I v
> Ni nhan goi RREP packet tir ndt lang
= gieng (Nj);
R S —— |

: Kiém tra an toan (RREP, L); NPP[N/]++; I

I |

| v BDA |

: yes no |

I |

I |

| |

: NGt nguédn an toan; Bi tAn cong; |

| Nhan RREP; Hiy RREP; T

| )

Kiem tra nat Tim duong toi Ns trong
nguon bang dinh tuyen
yes
yes Thém tuyén t6i Np;
Puang t6i Ns?  RREP.HC++;
Guri g6i RREP tré lai nit
nguon Ns;
Huy g6i RREP;
Kham khé tuyén that bai;
__________________ R B R e
c Nhén goi RREP;
S . Cap nhat duong téi Np hoic
22 cap nhat entry vao bang dinh
325 e tuyen;
v

Hinh 2.3. Thuit toan tra loi tuyén cia giao thirc an toan BDAODV

Nhu vay giao thic méi cai tién duoc bd sung giai phap an toan BDA di duoc trinh bay rd
rang & trén, phan tiép theo tac gia tién hanh md phong, so sanh giao thic BDAODV va
SBAODV, AODV.

2.4. Giao thic SBAODV va RAODV

2.4.1. Giao thiac SBAODV
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Trong giao thirc SBAODV, mdi nit trong mang duy tri mot bang dong, duoc st dung dé luu
trir dinh dang cua mdi nat. Thong tin caa cac trudng gom: sé luong géi DATA, RREQ, RREP
nhan dugc nham danh gia do tin cay cua nat giri goi. Khi mét ndt hop 1é nhan gai tin, né sé kiém
tra goi tin va ting sb lugng cac truong twong Gng & trong bang dong. Néu géi tin nhan duoc 1a
RREQ, nt s& kiém tra trong bang dong theo cdng thirc bén duéi. Theo gia tri dugc luu trong
bang dong nay, nit nhan s& quyét dinh nat giri ¢ an toan hay khong.

2.4.2. Giao thiac RAODV

Giao thac RAODV duoc cai tién tir giao thic AODV. Pau tién, gia tri r duoc thiét 1ap 12 0.5
cho tat ca cac nat trong mang. Khi mot nat mudn gui goi tin téi nat khac, no gii goi yéu cau
tuyén RREQ dé tim dwong. Khi nit nhan g6i RREP, gia tri r ciing duoc kiém tra cling vai SN.
Néu gi4 tri gan 0, c6 thé xac dinh nat d6 1a doc hai. Néu gia tri r 16n hon nhiéu 0.5, tuyén duong
s& duoc Xac 1ap va goi tin s& dugc gui tra. Néu r bé hon hoic bang 0.5, nut doc hai duoc xac dinh
bang cach gui mot g6i RREQ gia. Bai vi nat doc hai ludn ludn guri goi tra loi RREP gia nén sé bj
phét hién. Khi tuyén duoc xéac 1ap, néu cac goi thanh cong gui t6i dich, cong thirc dugc sir dung
trong thuat toan s& duoc ra gié tri bang hoac 16n hon gia tri truéc cua r néu khong noé sé cho gia
tri bé hon r. Gia tri r bé nhat 1a 0 va I6n nhat 1a 1. Néu gié tri r I6n hon 1 thi s& cai dat bang 1.
Néu r giam bé hon 0 s& duoc cai bang 0.

2.5. Panh gia két qua bang md phéng

Str dung NS-2.35, t&c gia danh gia giao thic AODV, SBAODV, BDAODV va so sanh
hiéu nang cac giao thirc trén trong moi truong ndt tan céng hoat dong bang ti 18 gi tin giri thanh
cdng, d tré trung binh, va phu tai dinh tuyén.
Két qua md phong

Sau khi thuc hién 90 kich ban mé phong véi 3 giao thuc trén 5 t6-pd mang di dong ngau

nhién, véi van téc téi da khac nhau, s lwong nat doc hai khac nhau, két qua duoc thdng ké
trong Bang 2.3 bao gém gia tri trung binh va do léch chuan.

Bang 2.3. Tong hep két qua md phéng

Average
PDR RL ETE
MN | BDAODV | SBAODV | AODV | BDAODV | SBAODV | AODV | BDAODV | SBAODV | AODV
1 79.37 48.64 4.86 2.09 3.92 17.24 286.52 48259 | 151.81
2 78.53 50.72 3.66 2.20 3.80 19.06 276.19 537.72 | 119.28
3 78.82 53.41 3.70 2.29 3.71 17.82 280.86 534.88 | 86.83
4 76.82 51.33 2.87 2.25 4.14 14.45 267.73 486.86 | 168.06

Standard deviation values
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8.15 3.21 0.36 0.47 0.90 2.58 21.82 159.02 | 52.38
4.82 1.52 0.14 0.48 0.76 1.87 58.66 241.13 | 88.80
10.96 1.35 0.24 0.70 0.60 1.75 68.75 96.60 48.22
8.99 6.73 0.28 0.49 1.43 2.37 26.73 79.89 6.03

a) Ty Ié gu goi tin thanh cong. Biéu do ty I¢ phan phét goi tin thanh cong trong hinh 2.4
cho thdy tan cong 16 den da anh huong dén hiéu qua dinh tuyén cua hai giao thac AODV va
SBAODV. Sau 500 gidy md phong trong kich ban mang bi tin cong sir dung 1 nut doc hai, ty 18
phan phdi goi tin thanh cong cua giao thac AODV la 4,86%, SBAODV la 48,64% va
BDAODV la 79,37%, d6 léch chuan lan luot Ia 0,36%, 3,21% va 8,15%.

)

BDAQDV %= SBAODV O~  AQDV “-m-<

£

o

Ers]

L} N .-

e — _—

[ . | e

-0 e ——— = _._ o °

&

c

= 40 7

0

o

,% 30 -

a

a8 T
0+ o 7

AR S e preeomeee bt Sl L

2.5
56 Iuwgng nit ddc hai

Hinh 2.4. Ty I¢ gt goi tin thanh cong

b) Phy tdi dinh tuyén. Biéu db trong hinh 2.5 cho thiy phu tai dinh tuyén (RL) cua giao

thirc BDAODV thip hon hai giao thirc con lai trong kich ban tin cong 16 den.

Phu tai dink tuyén (plt)

BDAODV —%— SBAODV =O—  AODV “-M-~
T T T
--------------- s :
o . J-
i i i
2.5 3 3.5 4

S8 lwgng nat déc hai
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Hinh 2.5. Phu tai dinh tuyén

¢) Thai gian tré trung binh. Trong kich ban mang bi tin cong I6 den, thoi gian tré trung
binh dé dinh tuyén thanh cong goi dir liéu dén dich cia AODV la 151,81ms, SBAODV la
482,59ms va BDAODV la 286,52ms vai 1 nat doc hai, do léch chuan lan luot 1a 52,38ms,
159,02ms va 21,82ms. Khi bi 4 nit doc hai, do tré dau cudi cia AODV la 168,06ms, SBAODV
1a 486,86ms va BDAODV la 267,73ms, d6 léch chuan lan luot 12 6,03ms, 79.89ms va 26,73ms.
Két qua nay cho thay co ché an toan cua giao thirc BDAODV da anh huong dén do tré trung cia
giao thirc géc.

BDAODV M-~ SBAODV H—DO—  AQDV “-m-4

800
T + I I :
700 - : |
T
600 - { | |
3 R et et T
£ SDDHT_ - ] l — =
g [
T 400 | | |
g | I
@ 3004 i
: T I
200 ] _
i -4
| .
---------------- [}
100 ‘ ---------------- ¥ |
‘ 4
1 1.5 2 2.5 3 3 !

S Irrgng nit ddc hai

Hinh 2.6. Thai gian tré trung binh

Nhu vay két qua md phong cho thiy giao thic mgi BDAODV dura trén phwong phap thong
ké da phat hién va ngan chan ndt tin cong 16 den kha hiéu qua. Co ché cua giao thirc cai tién da
phat hién duoc gdi tin gia mao dugc phat tir nat doc hai bang cach so sanh gia tri SN véi
ngudng B, gi tin s& bi huy ngay khi SN 16n hon BI diéu nay dam bao muic an toan cao vi gia
trj BI thuong xuyén duoc cip nhat va rat kho dé tim ra gia tri Bl. Gia tri SN cua nat doc hai
cling duoc dua vao tinh toan trong B, tuy nhién vi sé luong nut doc hai it hon nhiéu so véi cac
n(t an toan nén véi phuong phap thong ké gia tri ngudng khdng bi anh huéng. Hon nira, trong
mai truong mang néu cang ¢ nhidu nit mang tham gia thi BI cang chinh x4c diéu nay cho thay
giai phap phu hop véi céc tng dung str dung mang méy tinh 1am co s& ha ting van hanh. Trén
thuc té, nat doc hai tham nhap vao mang khong dé do cac hé thong mang déu c6 nhiéu 16p bao
vé Vi vay sb luong gié tri SN nat 16 den dua vao tinh toan it dan t6i ngudng duge dam bao. Néu
nat doc hai cai dat SN thap thi nGt ngudn cé thé s& khdng chon tuyén qua nat 15 den ma chon
qua ndt an toan dan tgi nat doc hai ty bi loai bo.

2.6. So sanh BDAODV va mét sb nghién cieu lién quan

Bang 2.4 So sanh giao thiec BDAODYV va cac giao thic lién quan

Giao thic
TT Pic diém

idsAODV | SBAODV | RAODV | BDAODV
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1 | Loai bo goi dau tién .

2 | Str dung ngudng dong . .
3 | Su dung BlackList o

4 | Sir dung phuong phap thong ké .
5 | Str dung moi nhir .

Giao thirc idsSAODV str dung phuong phap loai bo géi tin dau tién dé tranh tan cong 16 den,
phuong nay don gian, chi han ché tan cong 16 den, nhung d& bi sai 1am do khéng phai lic nao
goi tra loi dau tién nhan duoc ciing dén tir nut doc hai. Giao thuc SBAODV dua vao viéc dém
s6 luong g6i RREQ, RREP, DATA va gia tri SN dé phét hién tin cong 15 den, nut doc hai duoc
dua vao BlackList d& nhan biét doc hai, diéu nay dé dan dén sai 1am lién tuc mot khi ndt binh
thuong duoc xac nhan 1a doc hai. Ngoai ra, viéc xac dinh gia tri DSN, SSN 14 bao nhiéu dé giai
phap hoat dong hiéu qua van 1a mot han ché. Giao thac RAODV str dung ngudng dé phat hién
tan cong, trudng hop ngudng nay bi phat hién thi giai phap nay khdng con hiéu qua.

2.7. Tiéu két chwong 2

Chuong nay da dé xuit giai phap BDA dua trén ly thuyét thong ké va giao thic cai tién
BDAODV an ninh truée hinh thirc tan ¢éng 16 den. Giai phap nay sir dung mét gia tri ngudng
can bang, duoc tinh dya trén ly thuyét thong ké, dé lam ngudng phét hién tan cong 15 den.
Ngoai ra, chuong ciing da dénh gia hiéu qua cua cac giao thuc cai tién trén NS2 trudc hinh thic
tan cong 16 den. Két qua md phong cho thiy hiéu ning cua giao thicc BDAODV rit tét trong
mdi truong mang bi tin c¢ong 16 den, tdt hon rat nhiéu so vai giai phap SBAODV. Sau thai gian
md phong 1a 500 gidy vai kich ban mang bi tan cdng sir dung nit doc hai, ty 1& phan phdi géi tin
thanh cong cua giao thirc BDAODV la 79,37% t6t hon nhiéu véi giao thic gbc AODV va giao
thtrc cai tién SBAODV.

Néu cai dat 4 nat doc hai dé tan cong, ty 18 phan phdi goi cua giao thire BDAODV van duy
tri mic tot hon nhiéu véi cac giao thirc con lai. Két qua nghién ciu ciia chuong duoc tac gia
dang trén tap chi Journal of Communications—Q3, thuéc danh muc Scopus véi tén bai bao la
“BDAODV: A Security Routing Protocol to detect the Black hole Attacks in Mobile Ad Hoc

Networks”.
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Chuwong 3.

PE XUAT GIAO THUC PINH TUYEN AN TOAN TREN MANG MANET SU DUNG
CO CHE XAC THUC OTP DUA TREN TAC TU DI PONG

Chuirong ndy dé xudt gidgi phap an toan si dung co ché xac thue OTP, co ché khéi tao OTP
trén nén tang tac tix di dong va thudt toan kham pha tuyén cdi tién sir dung co ché xac thuc
OTP, md td co ché an toan AOMDV-OAM va AODVMO, phan tich khd ndng an toan cua
AODVMO trwéc mét sé hanh vi tan cong trén mang MANET. Ngodi ra, chirong ciing da danh
gié& hiéu qua cia cac giao thic an toan frén NS2 truéc hinh thire tan cong ngdp lut va 16 den.

3.1. Giéi thigu

3.2. Co ché xac thuc OTP
Qua trinh xac thyc mat khau dung mét 1an sé& qua cac budc nhu sau:
Budc 1: Hai nat Nj va N; sir dung mot mam khoa W va chia sé cho nhau.
Buéc 2: NGt Ni tao va luu cac OTP tir 1 ¢én MAX.
Budéc 3: NGt N;j tao va luu cac khoa kiém tra CK tir 0 dén MAX-1.

3.3 Giao thiic an toan sir dung co ché xac thuc mat khau mot lan

Luan an dé xuit giao thirc moi AOMDV-OAM c6 b sung co ché xac thuc dya trén ¥ tuong
cua H(AODV).

G6i RREQ G6i RREP
OTP(128 bit) OTP(128 bit)
a) G6i H(RREQ) b) G6i H(RREP)

Hinh 3.2. Ciu tric g6i tin diéu khién cia giao thirc cai tién AOMDV-OAM

3.3.1. Giao thac cdi tien AOMDV-OAM

Qué trinh tim dudng cua giao thic AOMDV-OAM dugc mé ta nhu Hinh 3.4. NGt ngudn Ns
khi can truyén thdng t6i nit dich Np s& thuc hién qua trinh khdm khé tuyén. Géi yéu cau tuyén c6
kém thudc tinh OTP dugc nit ngudn gui t6i cac ndt 1an can, néu trong bang dinh tuyén caa nat
1an can chura co tuyén t6i nit dich thi cac niit nay tiép tuc guri goi yéu cau tuyén téi cac nit khéc
trong mang, qua trinh dugc I3p lai cho téi khi nit dich nhan dwoc g6i yéu cau tuyén. Céc nat khi
nhan goi tin déu tién hanh kiém tra OTP, chi khi dang OTP thi géi tin méi dugc truyén tiép
nguoc lai géi s& bi huy. Nt dich s& nhan thém tuyén phu ngoai tuyén chinh cé chi phi tbt nhat dé
thuc hién gui goi phan hdi tuyén truéc khi xac lap duong truyén va luu lai.

3.3.2. Pdnh gia két qua md phéng

Kich ban md phong c6 sé nat tham gia md phong la 50 ndt, cac ndt ¢d dinh trong topd
mang ludi (Grid) va di chuyén ngau nhién (Random Waypoint), thoi gian md phong la 500s.
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Déi voi topd mang luai, dién tich md phong 1a 2000m x 2000m, nut dau tién nam & vi tri 250m
X 250m, mdi nat cach nhau 150m, nat doc hai nam & vi tri trung tam (1000m x 1000m). V&i md
hinh di dong, dién tich md phong 1a 1000m x 1000m, nut doc hai nam & vj tri trung tam (500m
X 500m), toc do di chuyén tdi thiéu caa nit 12 1 m/s va téi da 1a 20 m/s. Trong mdi kich ban md
phong, 20 ngudn truyén dit lidu voi toe do bit khong d6i (CBR). Mai ngudn truyén goi dit liéu
512 byte voi toc do 4 goi/gidy. Nguon dau tién phét dir liu tai thoi diém 0, cac ngudn sau
truyén dir liéu cach nhau 10 gidy. Nt doc hai nam ¢ vi tri trung tm (500m x 500m) va phét tan
tran ngap goi yéu cau tuyén RREQ dén tat ca cac ndt trong mang, tan suat tan céng g6i RREQ
lan luot 14 20 va 50 g6i mdi gidy. Luan an danh gia hai giao thic AOMDV, AOMDV-OAM va
so sanh hiéu ning cua ching khi cé va khdng cé cac cudc tin cong ngap lut g6i RREQ vé ty Ié
phan phat goi thanh cong, do tré trung binh va phu tai dinh tuyén. Véi 36 kich ban mé phong,
luan 4n dénh gia anh huong dén hiéu ning cua hai giao thic AOMDV va AOMDV-OAM trong
cac diéu kién khac nhau bao gom téc d6 di dong cua nut, tan suat tin cdng ngap lut va to-pd

mang.
Tham s6 Gia tri
Thoi gian mo phong 500 giay
Sb nat 50 nt
S6 nat tin cong 1 node
Giao thuc dinh tuyén AOMDV, AOMDV-OAM
Tan suét tan cong 20 va 50 g6i mdi gidy
Topo mang Grid va RWP
Loai ngudn phét CBR
S6 luogng ngudn phat 20
Kich thuéc goi 512 bytes

Bing 3.1 Chi tiét tham s6 md phéng

AOMDV (0pkt/s) AOMDY (20pkt/s) EERER AOMDY (50pkt/s) 559
AOMDV-OAM (0pki/s) B55A1  AOMDV-OAM (20pkt/s) NENEE  AOMDY-OAM (50pki/s) (ZZ2
100 — = T ¥ v 7
- 9 /) /) )
s 9 % 4
& wl 7 4% By i
5
2 /] 7 7 7
2 70 : YA : : -
- / 7 / /
-
2wl Z / a1
9 4 / /
50
200 300 400

Simulation times (5)

a) Ti 1é phan phét gdi tin thanh céng
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Ty 1é gui géi tin thanh cong cia AOMDV giam dan theo thoi gian md phong va tan suat tin
cong, trong khi giao thuc an ninh AOMDV-OAM hoat dong hi¢u qua. Sau 500s mod phong véi
tan suat tan cong la 20pkt/s, ty 1& giri goi tin thanh cong ciaa AOMDV-OAM tuong Gng Voi t6-po
mang Grid va RWP dat 99.58% va 72.44%, d6 léch chuan 1a 2.43%. Khi bi nut doc hai tan cong
VGi tan suat 50pkt/s thi ty 1& giri goi tin thanh cong cia AOMDV-OAM dat 99.32% va 72.55%,
do léch chuan 1a 3.87%. Nhu vay, giao thic an ninh AOMDV-OAM c6 hiéu qua rat tét trude
hinh thirc tan céng ngap lut.

AOMDV (Opkt/s) 1 AOMDV (20pkt/s) AOMDV (S0pkt/s) 559
AOMDV-0AM (Opkt/s) B2 AQMDV-OAM (20pki/s) NEEEN  AOMDV-OAM (S0pkt/s) ZZ2
7 T T T T
N
6 S . o Q -
N N -
o N
wsl N . N ]
z N N
[+
=4 L \ . . LAY a
- BN N N
NN N N
N N
0 : N e N N, N
300 400
Simulation times (s)

b) D9 tré trung binh

Tan cong ngap lut da 1am ting thoi gian tré trung binh dé dinh tuyén thanh cong mot goi dir
liéu dén dich cua giao thtxt AOMDYV. Nhung nho vao co ché an ninh, giao thec AOMDV-OAM
da cai thién thoi gian tré trung binh Ién rat tét. Sau 500s md phong véi niit doc hai tin cong voi
tan suat 20pkt/s, thoi gian tré trung binh cia AOMDV-OAM 12 0.068s va 0.075s tuong tng t6-pd
mang hinh Grid va RWP, d6 léch chuan 13 0.21s. Trudng hop nut doc hai tan cong véi tan suit
50pkt/s thi thoi gian tré trung binh cia AOMDV-OAM dat 0.074s 1én 0.069s, d6 léch chuan la
0.01s.

AOMDV (0pkt/s) T AOMDV (20pkt/s) EEEER AOMDV (50pkt/s) (551
AOMDV-0AM (Dpkt/s) B2 AOMDV-0AM (20pkt/s) NENEE  AOMDV-0AM (S0pkt/s) ZZ2
110 . . T T

90
80 -
0~
60
30—
40 —

Routing load (pkt)

-

VSIS SIS SIS LIS LTS

20

A
L]

-

N
N

300 400 500
Simulation times (s)



18

¢) Phuy tai dinh tuyén

Tan cong ngap lut da lam ting phu tai dinh tuyén cia AOMDV theo tan suat tan céng. Trong
khi giao thirc AOMDV-OAM c6 hiéu qua an ninh tot nén da giam thiéu phu tai dinh tuyén
mang. Sau 500s md phong véi tan suat tin cong la 20pkt/s va t6-pd mang Grid va RWP, phuy tai
dinh tuyén ciaa AOMDV-OAM 1a 1.95pkt va 2.45pkt, d6 léch chuan 1a 0.24pkt. Khi nat doc hai
tan cdng vai tan suat 50pkt/s thi phy tai dinh tuyén cia AOMDV-OAM la 2.43pkt va 3.08pkt,
dd léch chuan 1a 0.34pkt.

AOMDV (Opkt/s) C—3 AOMDV (20pkt/s) EEEER AOMDV (50pkt/s) =9
AOMDV-0AM (Opkt/s) EEEAl  AOMDV-OAM (20pkt/s) NEEEE  AOMDV-0AM (50pkt/s) ZZA
80 T T T T
71 R 7] RS 7 x w7
=70k R 11 | v .
> / b K k5]
= i kY i ”
e 7 a 7N |
=60 VA B : K o .
o < I | 0
b x| x]
g 7 ERY K £
g 50 YA b . K / KX / B
= e B k3
D / b / K5 R
A 1 % K %
YT 7l 7N o ]
L [
3 B % %
S | 7B | _
/] e 5
K5 k3 7
| B V| B
20 d .

200 300 400
Simulation times (s)

a) Ti I€ phan phat gai tin thanh cong

AOMDV (0pkt/s) — AOMDV (20pkt/s) EEEER AOMDV (50pkt/s) =X
AOMDV-0OAM (Opkt/s) BB AQOMDV-0AM (20pkt/s) HEEEE  AOMDV-OAM (50pkt/s) LZZA4
8 T T T T
7 .
@ = 1 . 4
Es - N ; § 4
5 N N
= 4 N N N i
5 e N N .
23t ! s N N N ]
=
=9 - si \\ . \\. : INE _
i N N | N ]
1 s \ \
1]
300 400

Simulation times (s)

b) Do tré trung binh
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AOMDV (0pkt/s) C—3 AOMDV (20pkt/s) EEEER AOMDV (50pkt/s) =
AOMDV-0AM (Opkt/s) BEE2E  AOMDV-OAM (20pkt/s) HEEEE  AOMDY-0AM (Sopkt/s) ZZA

160 : :

120 .

_
o
=}

T
|

80 —

60 —

Routing load (pkt)

S A

ELES

20 —

Simulation times (s)

¢) Phu tai dinh tuyén

Nhu vay, giao thuc cai tién AOMDV-OAM d4 ngin chin dugc nit doc hai s dung hinh
thirc tan cdng ngap lut goi gia mao yéu cau tuyén RREQ. Trong ca qua trinh thiét lap tuyén, goi
yéu cau va tra 10i tuyén khi gui gitta cac nut déu duoc xéc thuc bang OTP nhd vay cac nit an
toan s& huy bo goi gia mao nhd d6 phong tranh tic nghén, ting hiéu ning mang. Tuy nhién,
cling vi cai dat thém co ché kiém tra goi tin ma hao phi vé 6 tré trung binh tang. Diém han ché
ctia co ché an toan AOMDV-OAM la quéa trinh cip OTP duoc thyc hién thii cong, gay khé khin
mot khi OTP duoc str dung hét. Phan tiép theo, luan 4n trinh bay co ché cap khoa dé tao OTP
nham giai quyét han ché cua giai phap dé xuat nay.

3.4. Giao thitc an toan cai tién AODVMO

Phan nay trinh bay co ché khoi tao OTP trén nén tang tac tur di dong (Mobile Agent - MA)
va giao thirc AODVMO sir dung co ché xac thuc OTP.

3.4.1. Co ché khgitgo OTP

Giai doan khoi tao OTP phai hoan thanh trudc khi cac nat tham gia vao qua trinh khdm pha
tuyén. Nhu d3 trinh bay trong phan gigi thiéu, dic tinh cia mang MANET 4 tit ca cac nat di
chuyén ngau nhién, mi nat cé thé 1a lang giéng cua bat ky nat khéc. Vi vay, mdi ndt phai c6
OTP véi n-1 nat khéac.

a) Pé xuat mgt sé tac tir mai

Dé khoi tao OTP, luan &n dé xuat mot sb tac tar méi ¢6 tinh xtr ly, théng minh va kha ning
di dong theo hai hinh thirc quang ba (broadcast) va don hudng (unicast).
b) Thudt toan khai tao OTP cho cac nut

Gia str td-pd mang c6 n nat, mot nGt mang tin cay tén 1a Note duoc sir dung dé quan ly
khéa cong khai va lich sir cap OTP, Note khong tham gia vao viéc dinh tuyén di liéu dé dam
bao an toan.

Budéc 1: Khoi tao OTP

Budc 2: Luu OTP, CK va xac nhan thanh céng
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Budc 3: Y8u cau cap nhat lai OTP
3.4.2. Thugt toan khdm pha tuyén an toan
a) Thudt todn quang ba goi yéu cau tuyén ORQ

Khi cac nat trung gian nhan dwoc géi yéu cau tuyén thi khdng kiém tra OTP va thyc hién
giri tiép goi tin toi nat 1an can néu khong co tuyén téi dich. Khi nat dich nhan dugc goi tin s&
kiém tra OTP bang cach bam gia tri OTP lién k& trudc, néu hai gia tri trung nhau ching minh
nat nguon 1a an toan va tién hanh gui goi phan hoi.

) Bit dau
Z -

c
<©

By Khoi tao va quang ba goi ORQ;

_5 ORQOTPF =OTRS®;,

N1 4

l R

Ni nhan dwoc gdéi ORQ;
Thém tuyé&n vé NS hodc cap nhat Xuat hign tin cong;

lai tuyén ctt néu tuyén mai co Huy goi ORQ;

chi phi t6t hon

OTP cta Ns la
hop 1€?

Nut trung gian / dich (Ni)

Ni ¢6 tuyén du

/ Gui g6i ORP vé ngudn
twoi dén dich?

\ 4
ORQHC+; ———»  Kétthic |e—
Quang ba gdi ORQ;

Hinh 3.10. Thuat toan yéu ciu tuyén

KKhi cac nit trung gian nhan duoc géi yéu cau tuyén thi khong kiém tra OTP va thuc hién
gui tiep goi tin toi nat 1an can néu khdéng cQ tuyen toi dich. Khi nat dich nhén duoc goi tin s&
kiém tra OTP bang cach bam gia tri OTP lién ké trudc, néu hai gié tri trung nhau chirng minh



21
nit ngudn 12 an toan va tién hanh giri goi phan hoi. Nguoc lai, hai gia tri OTP khac nhau thi nit
gui bi coi la nat tan céng gai tin bi hay.
b) Thugt toan guri goi tra loi tuyén ORP

[ Bit dau j

ORP.OTPF = OTPP™;

z

< v

o

= Khoi tao va gt géi ORP;
=]

p4

Ni nhan dugc goéi ORP;
Njla nat da gui hodc chuyén tiép ORP;

Xuat hién tin cong;
Hiiy g6i ORP;

W

Nt trung gian / nguon (Ni)

OTP hop 162

Thém tuyén vé Nb hodc cap nhat
lai tuyén cti néu tuyén mai ¢ chi
phi tot hon

v

Huy goi ORP

not found

Ni la nat
nguodn?

nk = Entry.NH;
ORPOTPF =OTP'"; ORP.HC++;
Chuyén tiép goi ORP dén nut ké
ti€p 13 Nuig

Gutri goi dix liéu dang cho
trong hang doi

\4
( Két thac )

Hinh 3.11. Thut toan tra loi tuyén

3.4.3. Két qua mo phéng trén NS2

Luan an sir dung NS-2.35 [78] dé d4nh gia han ché va hiéu qua an toan cua giai phap dé
Xuat, chi tiét thong sb trong Bang 3.5.
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Bang 3.5. Chi tiét thong s6 mo phéng

Tham s Thiét 1ap

Pham vi md phong 1000 x 1000 (m?)
Thoi gian md phong 3000 (s)

S6 luong nut 50

Ban kinh phat séng 250 (m)

M6 hinh di dong RWP

Van tc 1..10 m/s

Giao thtrc van chuyén UDP

Giao thire dinh tuyén AODV, AODVMO
S két ndi UDP 20

Loai ngudn phat CBR

Téc @6 giri goi tin 2 goilgiay

Kich thuéc goi 512 bytes

Hang doi FIFO (DropTail)
S nguyén té (p, q) 29, 31

Pau tién, Luan an danh gia s6 luong goi tin OTPP, CKP, OTPR, CKR va OTPU hao phi
cho viéc cip khoa tao OTP. Véi hiang sé MAX = 50 hozc 100 twong (g mdi ndt tao ra 50 hoic
100 OTP khi nhan dugc khoa. Két qua md phong cho thiy rang sé goi tin hao phi dé khoi tao
OTP phuy thugc vao tham s MAX. Véi MAX = 50 thi sé luong géi hao phi la 1,058,392.0 g6i
cao hon 11,473.0 goi so v6i MAX = 100. Nguyén nhan 1 do khi thiét 1ap MAX = 50 thi c4c nit
yéu cau cap lai OTP nhiéu hon so véi MAX = 100 nén sb géi tin hao phi cao hon.

MAX=50 T  MAX=100 522
1.07x108 . T T T T T T
1.06x10° : . : . : ! . : ; R
2 105

packet)

-

L
L
L
LA
L
L
L
L
L
L
L
L

1.04x108

-

L)
-

10308 -
10208

L)
L)

[
s

-
L)

1.01x108

-

S
.

e N R
S
-

-

Goi tin hao ph

Ko
b

bl

2000 2100 2200 2300 2400 2500 2600 2700 2800 2900 3000

Thoi gian mo phong (sec)

Hinh 3.16. Hao phi cap OTP
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AOQDY AQDVMO EEEFA

T T T T T T T T
2100 2200 2300 2400 2500 2600 2700 2800 2000 3000
a) Binh thwing Thri

100 T T
o0 | i
80 -
70
60 -
50

PDR (%)

gian md phong (sec)
AQDV 1  AODVMO EX=ER

100 T T T T T T

80 -
60 [~
40 —
20 -

o

OO

DOOOOO
a8,8,

faletelalalelalelels
OO0

O

.

ke
ke
ol
ke
Ke
ke
ke

’Q

.
¢0

4+
OO
L)

PDR (%)
AN IOC K K]

-
4+
)

e
0
0

A‘A

-

‘0
L0
)
Q’Q

W,
‘L

x
%S

)
)

2100 2200 2300 2400 2500 2600 2700 2800 2000 3000
b) Bi tan céng

-
TR

Thoi gian mo phong (sec)
Hinh 3.17. Ty Ié gwi gbi tin thanh cong
ACDV C— ACQDVMO EESE
0.2

il nninnn

2100 2200 2300 2400 2500 2600 2700 2800 2900 3000

ART (sec)

[

a) L - .
Thoi gian moé phong (sec)
. AODV 1 AODVMO EZ==d
o _4
= ir T ! . ! T ! ! ! ! ! ]
= L32C o 2] 7
- L o
—] 2 - o [ ]
o 1.5 s [ -
= i
2100 2200 2300 2400 2500 2600 2700 2800 2900 3000
b)

Thoi gian mo phong (sec)
AQDV C—  AODVMO s

S W

2100 2200 2300 2400 2500 2600 2700 2800 2900 3000

2 T ! ! ! '

-
4]
I

=
I
TR

ETE (sec)

Thoi gian mo phong (sec)
Hinh 3.18. ART, ARL vaETE

3.5. Tiéu két chwong 3

Chuong nay da dé xuét giai phap an toan tuyén sir dung co ché xac thuc OTP, co ché khoi
tao OTP trén nén tang tac tir di dong va thuat toan kham pha tuyén cai tién str dung co ché xac
thuc OTP, md ta co ché an toan dinh tuyén AOMDV-OAM va AODVMO, phan tich kha ning
phong chéng cia AODVMO trudc mdt s6 hanh vi tin cong trén mang MANET. Két qua nghién
cttu vé AOMDV-OAM dugc ding trén tap chi Journal of Communications — Q3, thudc danh
muc Scopus Vai tén bai bao 1a “"AOMDV-OAM: A Security Routing Protocol using OAM on
Mobile Ad Hoc Network™.

Két qua nghién ctu giao thic dé xuit AODVMO dugc ding trén tap chi qudc té
International Journal of Computer Networks Communications — Q4, thuéc danh muc Scopus
véi tén bai bao la “AODVMO: A security routing protocol using One-time Password

Authentication Mechanism based on Mobile Agent”.
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KET LUAN

Luan an da dé xuat duoc hai giai phap vé cai tién giao thirc dé déng gop cho hudng nghién
ctru an toan giao thire dinh tuyén trong mang MANET gom:

1. Giai phap BDA duya trén ly thuyét thong ké va giao thirc an toan BDAODV phat hién,
ngan chin tan cong 16 den. Giai phap nay sir dung mét gia tri ngudng can bang, duoc tinh dua
trén ly thuyét thong ké, dé phat hién tan cong 16 den. Mot ndt tra 1oi tuyén véi gia tri SN Ién
hon ngudng cho phép s& duge xac dinh 1a nit doc hai va bi cd 1ap ngay khi tan cong.

2. Giai phap &p dung OTP gom hai giao thic cai tién:

Giao thuc cai tién AOMDV-OAM sir dung OTP ¢6 kha ning phat hién va loai bo tin cong
ngap lut hiéu qua. Nho co ché an toan dwoc bd sung nham xéc thyuc goi tin, cac nat an toan c6
thé huy goi gia mao yéu cau tuyén RREQ phat tir nat doc hai tir d6 ting cudng hiéu sut mang,
chat lwong truyén tin.

Giao thirc cai tién AODVMO khai tao OTP trén nén tang tac tur di dong va thuat toan kham
pha tuyén cai tién sir dung co ché xéac thuc OTP. Co ché khai tao OTP trén nén tang tac tur di
dong, két hop chir ky s6 ¢6 nhiéu wu diém so vai mot sé nghién ciru da cong bo.

Hudéng nghién ciu tiép theo cua tac gia s& tap trung vao dé xuat cac giai phap méi phi hop,
toan dién hon nham han ché tac hai nat doc hai tin cong theo hinh thirc khac nhu: 16 xam, 13
sau, ngap lut goi data .... Ngoai ra, ké thira giao thuc cai tién dé xuat AODVMO téc gia s& khic
phuc cé&c han ché da duoc néu nham bao vé dir liéu OTP luu trit va giam chi phi vé do tré trung
binh khi cai thém co ché an toan dix liéu trong thoi gian téi.



