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MO DAU

Tai Viét Nam, di cung vdi vige dan sb tang thi nhu cau veé viéc st dung cong
nghé thong minh tang dan, vi vay céac dich vy, tién ich ciing ting theo. Trong khi do,
ha ting mang khong thé theo kip nhu ciu ndy, tir d6 dan dén yéu cau xay dung hé
thng xir Iy ludng dit liéu c6 tinh linh dong (kha ning co din) trong cac dé tai lién
quan dén linh vuc Internet of Things (IoTs).

O dé tai nay, hudng nghién ciru 13 khao sat cac phwong phap xir Iy ludng dit liéu
cho cac ung dung IoT trén dién toan dam may va nghién ctru mé hinh st dung céc
thuat toan nén bao gém la Deflate, LZMA, LZ4, va Bzip2 dé toi vu vé sur dung ha
tang mang, tai nguyén tinh toan va luu tri.

Khéa luan duge bd cuc nhu sau:

e Chuong 1: Tong quan vé Iy thuyét va cac nghién ctru lién quan phuong phap
xur 1y ludng dir lidu. Tir d6, xac dinh van dé can giai quyét.

e Chuong 2: Nghién ctru vé cac phuong phap xt 1y ludng dir liéu va dé xuat mo
hinh ludng dir liéu cho céac hé thong IoT.

e Chuong 3: Lua chon dit liéu dau vao va cac két qua da dat dugc.

e Chuong 4: Két luan va céac kién nghi.
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CHUONG 1: TONG QUAN LY THUYET
1.1 Sw cén thiét tién hanh nghién ciru

Sy tang 1én ca vé tinh kha dung va s6 luong cua cac thiét bi cam bién, cac thiét
bi di dong, va cac thiét bi théng minh d3 dan t&i sy bung nd vé khéi luong, ching loai
va téc do san sinh dit liéu ciing nhu nhu cau phén tich khéi dir liéu khéng 16 nay &
céc murc do nhat dinh. Mat khac, boi vi xa hoi dang tré nén ngay cang két ndi, nhiing
t6 chirc khac nhau ciing dang san sinh ra nhitng khdi luong dit liéu khong 16 twong
g tir cac hoat dong diéu phdi kinh doanh hang ngay, tir viéc theo ddi cac hoat dong
khach hang, tir cac thiét bi deo tay hd trg nguoi dung, tir cac tng dung tai chinh ké
toan hay tir cac thi nghiém khoa hoc doi hoi ngudn tai nguyén trang bi 16n. Luong dit
liéu 16n nay duogc goi chung la Big Data béi vi nhitng thach thirc né tao ra cho cac co
s& ha tﬁng dién toan hién tai ca vé mat truyén tai, luu trir, va xu ly dir liéu.

Trén thuc té, mot phan 16n luong dir lidu nay s& mang lai luong thong tin co
nhiéu gia tri nhat chi khi né dugc phan tich cang nhanh cang t6t ngay sau khi dugc
tao ra. V&i mot vai ngit canh ung dung dang ndi 1én trong nhimg nam gan day nhu
thanh phé thong minh, giam sat hoat dong cua cac co sé ha téng 16m, hay Internet cua
van vat (IoT), nhiing ludng dit liéu lién tuc ndy phai dugce xu 1y véi do tré rat nho.
Trong mot s6 linh vuc, tdn tai nhu cau xur Iy 1u6ng dr li¢u (data stream processing)
dé phat hién ra cac mau can tim, xac dinh cac 18i c6 thé gap phai hoac 1a thu duoc
nhirng thong tin chi tiét va nang cao vé ddi tugng dang theo dbi.

Dé c6 thé dat duoc muc tiéu nady mot trong s6 cac giai phap tiém ning do6 1a sir
dung nhirng vu diém cua dién toan dam may nhu tinh kinh té cua dau tu ha tﬁng, tinh
co din cua tai nguyén hay giam tai va tiét kiém bang thong. Dé tai nay khao sat cac
phuong phap xtr Iy ludng dir liéu trén dién toan ddm may va nghién ciru md hinh st
dung céc thuat toan nén dé téi vu vé sir dung ha ting mang, tai nguyén tinh toan va
luwu trit. Bén canh d6, két qua nghién ciru cua dé tai co tiém ning dwa vao st dung
truc tiép cho cac du an IoT dang trién khai tai Viét Nam nhu nha thong minh, ndng
nghiép thong minh gitp tdng cuong hi¢u nang xtr Iy va phan tich dir liéu ctua cac hé

thong nay.
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1.2 Co 56 Iy thuyét
1.2.1 Hé thong IoT

Khai niém "Internet of Things" (IoT) 14 su két hop cia hai yéu to: "Internet" va
"Things," mang ¥ nghia tao ra mot mang két ndi gitta cac vat dugce dinh danh va kha
ning giao tiép thong qua cac giao thirc chuan [1]. Mot cach don gian, IoT dai dién
cho sy giao thoa giita c4c thiét bj thong minh va kha ning xtr Iy thong tin ma chung
tao ra. Cong nghé nay cho phép cac hé thdng vat Iy co kha ning quan sat, nghe, xir Iy
thong tin, va thuc hién cac hoat dong twong ty nhu con ngudi thong qua viéce trao doi
thong tin gitta cac thanh phan trong hé théng. Diéu nay giup chuyén d6i cac hé théng
tu dong truyén théng thanh cac hé thdng thong minh, moé phong cach con ngudi hoat
dong. IoT tao nén su két hop va tuong tac cua nhiéu cong ngh¢, vi du nhu hé théng
nhing, cong nghé truyén thong, mang cam bién, va nhiéu cong nghé khac ... Hinh 1-
1 trinh bay cac mg dung ciia IoT trong cac linh vuc khac nhau, véi mdi linh vie déu
¢6 nhimg dic diém riéng, trong d6 sy trao doi thong tin truc tiép gitra cac thiét bi
dong mot vai tro quan trong.
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Hinh 0-1: Cdc linh viee dp dung cong nghé loT
bé mdt h¢ thong IoT c6 thé hoat dong, cot 161 ciia nd nam trong kién tric ma
noé ap dung. Pay chinh 1a Iy do ma [oT c6 thé dugc hieéu nhu mot gidi phap, bao gom

cic budc cu thé dé thyuc hién y tuong cua hé théng. Tuy nhién, cho dén thoi diém
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hién tai, van chua ton tai mot kién trac ToT chung ma cé thé ap dung cho moi linh
vuc, va cac giai phap hién c6 chi & mirc do nghién ctru. Do do6, giai phdp nay thuong
dugce goi 1a "Internet of Things reference architecture." hay mé hinh tham chiéu
Trong hang loat cic md hinh dé xuit, mé hinh ba 16p dugc coi 1a kién trac truyén
thdng [2]-[4]. Tir md hinh nay, cac bién thé da duoc phat trién dé phu hop vai timg
linh vuc cu thé.

Kién triic truyén thong

Theo cac nghién ctru trong [2]-[4], kién trac IoT truyén thong s& bao gom ba
16p, Hinh 1-2:

Hinh 0-2: Kién triic IoT truyén thong

The perception layer 13 ting twong tac voi moi truong vat 1y dé thu thap cac
thong tin vat 1y thong qua cac cam bién va tac dong thong qua cac co cau chap hanh.
Céc chuan "plug-and-play" duoc wu tién str dung cho cac vat voi cac yéu cau thiét
ké khac nhau [4]. Tang nhan thirc s& s6 hoa va giri dit liéu qua cac kénh bao mat cho
c4c tang phia trén.

The network layer hoat dong nhu nhitng chiéc cau két ndi cac thiét bi thong
minh & tang perception layer va cac may chil server ¢ tang application layer. Do céac
thiét bi ¢ tang Things sir dung rat nhiéu giao thirc khic nhau, ting nay nhu mot cong
cu loc dé chuan hoéa cho cac giao tiép & tang trén.

The application layer c6 nhiém vy cung cap cho ngudi ding nhiing chirc ning
cu thé. Vi vay nhi¢m vy cua t?mg nay s€ phu thudc vao muc dich ma giai phap loT
dugc 4p dung, vi du nhu nha thong minh, thanh phé thong minh, ...

Kién triic tham khdo

Kién triic truyén thong chi mang y nghia nghién ctru, trong cac img dung sé st

dung kién triic IoT tham khao:
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Cellular, WiFi,
Mobile, DSL, Fibre

Gateway

Thread, Bluetooth, Zigbee,
RGID, NFC, etc

Things

Sensors, actuators, loT enabled
devices, mesh networks

Hinh 0-3: Kién triic IoT tham khdo

Tang Things: Theo Hinh 1-3, cic mach do Sensors hodc cac co cdu chap hanh
Actuators s& tuong tac vi moi trudng vat 1y va tao ra dir liéu dé giri 1én phia Gateway
thong qua céc giao thirc thong dung nhu Bluetooth, Zigbee,. . . Cac thiét bj nay da
phan 14 nhé gon véi sitc manh tinh todn khong qua 16n vi myc tiéu cia céc thiét bi 1a
(1) dbi voi mach do Sensor 14 thu thap dir liéu thong qua va giri cac thong tin d6 cho
céc tang phia trén xir 1y, (2) d6i voi mach co cAu chap hanh Actuator 14 nhan 1énh
diéu khién hodc cac process value twong Gng tir cic tang phia trén (thudng la
Gateway) va thuc hién yéu cau do.

Vi du trong cac trng dung toa nha thong minh, cac mach do sau khi thu thap div
lidu s& guri vé phia nguoi dung dé theo ddi hoic dé nguoi dung ra cac quyét dinh didu
khién. Gia st trong truong hop nhiét do cin phong ting qua cao so v4i ngudng da
duoc thiét 1ap, dudi tac dong clia co cAu chap hanh, mdy sudi (heater) c6 thé duoc
tat di. Vi str dung mot lwong 16n cac mach do va co cdu chap hanh nay, nguoi ding
o thé tuong tac nhiéu hon véi chinh cdn nha ciia minh, tham tri tir cac khoang cach
céc xa. Diéu nay co thé din dén nang cao do thoai mai va giam ning luong tiéu thy
cua ca toa nha.

Tang Gateway 13 mot ting vo cing quan trong trong kién trac ciia mot hé thong
IoT, vi khac véi cac ing dung web hay mobile, cac du an IoT phai tinh dén van dé
xur ly dir li¢u thoi gian thyce, dac biét la ra quyét dinh thoi gian thuc. Thoi gian thuc
c6 thé hiéu 1a d6 tré it nhat. Vi vay can mot thiét bi co kha niang xur Iy dir liéu thoi
gian thuc, ddm bao do tré it nhat ma lai khong nam qué xa so vOi cac thiét bi tﬁng

Things, do 1a 1y tﬁng nay duoc sinh ra. V& mit sttc manh tinh toan, cac thiét bi cua
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tang ndy c6 strc manh tinh toan 16n hon cac thiét bi ting Things nhung nhé hon cac
thiét bi tang Cloud. Nhiém vu cua Gateway thong thudng gdm:
e Xirly, loai bo bt cac dir liéu 16i ma cac thiét bi tang Things gui 1én,
e Luu trir dit liéu tam thoi trong truong hop Web Server bi mét két ndi,
e Ra quyét dinh trong cac trudng hop can cé nhiing tac dong lai vé moi truong
vat ly bi géi han thoi han (soft/ hard time-bound).

Tang Cloud 13 ting c6 stirc manh tinh to4n manh nhét trong kién trac cua mot
hé théng [oT. Vi sttc manh tinh toAn manh mé, céc thiét bi téng Cloud c6 thé xir ly
mot luong 16n dir liéu. Thong thuong, tﬁng Cloud duogc str dung dé luu trit dit liéu
lau dai, xur 1y dir liéu 16n, dua ra céac quyét dinh dua trén dit liéu 16n d6. Vi dy, trong
cac tng dung y té, cac thiét bi tang Things s& giri dit liéu vé tinh trang strc khoe cla
bénh nhan 1én tang Cloud, ting Cloud s& luu trir di liéu ndy va dua ra cac quyét dinh
dua trén dir liéu 16n d6. Cac quyét dinh nay c6 thé 1a dua ra 161 khuyén cho bénh
nhan, hoac dua ra cac quyét dinh vé viéc diéu khién cac thiét bi tﬁng Things. Vi du,
néu tinh trang sirc khoe cia bénh nhan khong tét, tang Cloud s& dua ra 10i khuyén
cho bénh nhan nén nghi ngoi, hoic dua ra quyét dinh diéu khién cac thiét bi tang
Things nhu may do huyét ap, may do duong huyét, may do nhip tim, . . . dé do lai
céc chi s6 nay.

M®6 hinh dién todn dam mdy

Trong kién trac truyén thong, cac dir liéu duoc tao ra tir cac thiét bi ¢ ting dudi
duogc truyén 1én dam may dé xtr 1y tip trung. Khi cac dich vu cia ddm may duoc cung
cap bai bén tht ba 13 cac tap doan cong nghé 16n nhu Amazon hay Google thi mo
hinh nay con dugc goi 1a dién toan dam may (Cloud Computing). Y tudng ctia mo
hinh nay 1a ngudi phat trién c6 thé tap trung vao phat trién cac tinh ning cua dy an
va viéc quan 1y ha tang noi du 4n duoc trién khai s& dugce lo lidu boi cac tap doan
cong nghé 16n nhu Microsoft Azure! hay Amazon AWS?2. Nhimng wu diém ciia mo
hinh nay mang lai bao gdm tinh kinh té cia dau tu ha ting, tinh co dan cua tai nguyén
st dung, va sy giam tai, tiét kiém bang thong. Trong do, tinh nang co dan la dac biét
quan trong d6i v6i cac nha cung cap dich vu mé hinh nay [5]-[7]. Theo [8], tinh ning
co din duoc dinh nghia 1a kha nang c6 thé thém hodc bét tai nguyén mot cach ty dong

va nhanh chong dé dap tmg nhu ciu thay ddi cta tai theo cach t6i vu nhat. Nghién

! http://www.windowsazure.com/
2 https://aws.amazon.com/
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ctru da dua ra cong thic co dan nhu trong Hinh 1-4 bao gdm ba khia canh 14 su ting
giam (scalability), su tu dong (automation) va tdi wu (optimization). Nhu vay, mot
mg dung ¢ kha ning co din 14 ing dung d6 sir dung it tai nguyén nhét dé co thé dap

ung nhu cau cua tai.

Elasticity = scalability + automation +optimization

T

auto-scaling

Hinh 0-4: Bjnh nghia vé tinh nang co dén cia dién toan dam may

Pé hiéu rd hon vé tinh nang co dan, can phai phan biét rd v6i hai khai niém lién
quan, d6 1a su ting giam (scalability) va sy hiéu qua (efficiency). Khai niém thtr nhat
1a diéu kién can dé dat duoc su co dan, 1a tinh nang cua h¢ théng st dung thém hoac
giam tai nguyén phu thudc vao yéu ciu phia tai tir phia nguoi dung. Tuy nhién, tinh
nang nay khong lién quan truc tiép dén su hiéu qua ma tai nguyén sir dung c6 thé dap
mg nhu cau sir dung, ttrc 1a tinh t6i wu tai nguyén st dung. Trong khi d6, khai niém
thi hai c6 thé hiéu 1a diéu kién di cua tinh co dén, vi khai niém ndy mang y nghia tai
nguyén dugc str dung hoan toan (mg voi nhu cau st dung. Nhung c6 mot diém khac
biét 13 sy hiéu qua khong chi nam & viéc sir dung tai nguyén ma con mo rong & cic
khia canh khac nhu cach dy an dugc trién khai hay giao tiép gitta cac thanh phan cia
tai nguyén.

Vé mit ly thuyét, co dén co thé duoc thuc hién theo hai cach 1a (1) theo chiéu
ngang, tuc la thém hodc bdt tai nguyén tuong tu nhu tai nguyén dang c6 va (2) theo
chiéu doc, tirc m& rong hodc giam bat tinh nang cua tai nguyén dang co thé. Theo
mot cach d& hiéu hon, dién toan dam may la cac server c6 sitc manh tinh toan 16n.
Khi co din theo chiéu ngang c6 nghia 14 thém céc server ¢ syc manh tinh toan tuong
tu nhu server dang st dung va theo chiéu doc 1a su tang, giam cac tinh nang, dac diém
nhu stcc manh CPU, bd nhd RAM, hay bang thong mang. Cac gidi phap duoc nghién
clru va trién khai trong thuc té thi duoc phan loai dua trén nhiéu dic diém khac nhau
nhu trong Hinh 1-5. Pang chua y trong viéc phan loai cac giai phap nay la phan loai
theo ché do hay chinh sach (policy). Vi co ché diéu khién bang tay, ngudi dung phai
chiu trach nhiém cho viéc quan sat nhu cau cta tai va ting giam tai nguyén tuong tng
thong qua cac cai dit trong giao dién cung cap béi cac nha cung cap. Nguoc lai, trong
co ché ty dong, nha cung cap kiém soat viéc co din nay thong qua cac thao thuin

trong Service Level Agreement. Cac hang dong co din trong co ché nay c6 thé 1a bi
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dong khi dya trén cac thong tin veé tai nguyén nhu CPU, RAM hodc chu dong, du
doan trude bang cac giai thuat Heuristics hodc ki thuat phan tich.

béi véi cac ung dung str dung dit licu luéng, viéc tdn dung mo hinh dién toan
dam may 1a can thiét dé giai quyét cac yéu cau dic ra vé viéc xur 1y thoi gian va st
dung tdi wu tai nguyén. Viéc co din cac tng dung nay van thudc mot theo hai cach
theo chiéu ngang va chiéu doc. Tuy vay, cho dén hién nay, dé c6 thé cung cép mot
giai phap toan dién cho cac tng dung nay van can thém thoi gian nghién ciru va thuc

nghiém dé ching minh tinh hi¢u qua.

Infrastructure
—= Scope '_E: Applications/Platform

. Manual
L= Polic -—| i
y Automatic Reactive

Predictive

Elasticity — —» Performance
— |ncrease infrastructure capacity
—= Cost

—= Energy

—= Purpose =—

—= Replication
—» Method —+ Redimensioning
L= Migration

Hinh 0-5: Cdc phicong phdp co dén ciia dién todn dém mdy

Tuy vay, mo hinh dién toan dam may c6 nhuoc diém 1a do tré cao truyén thong
giira cac thiét bi tang dudi va ddm may, tbc do tinh toan thap va thiéu linh hoat trong
cac hé théng yéu cau thoi gian thuc va tng dung c6 tinh linh hoat cao. Cac nghién
clru gan day da dé xuat cac kién triic méi dé giai quyét cac nhuoc diém nay, do 1a
dién toan bién (Edge Computing).

Mo hinh dién toan bién

Sy can thiét cia mo hinh Pién toan bién nay bit ngudn tir hai 1y do chinh, d6
1a: (1) Céc gi6i han vé bang thong trong kién trac mang hién nay va (2) Luong di
liu khong 16 do cac thiét bi IoT tao ra. Ly do thir nhat bt ngudn tir sy gidi han vé
mat phan cing trong ha tang mang dang duoc trién khai. Vi du, két nbi bang cap
quang c6 bang thong cao nhét dat 1 Gbps va két ndi WiFi c6 thé dat 40 Mbps. Trong
khi d6, mot mdy bay Boeing 787 dugc trang bi 6000 cam bién ¢6 thé tao ra dén 2.5

Terabytes dit liéu trong mot ngay. Nhu vdy, viéc truyén thong luong dir lidu khong
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16 nay 1én Dam may qua cac két ndi co day hay khong day hién nay 1a khong kha thi.
Ké ca trong truong hop c6 truyén thong thanh cong ciing sé ton mot khoang thoi gian
rat 16n ma cac may bay c6 yéu cau xir 1y thoi gian thuc vi lién quan dén sinh mang
con ngudi. Dbi voi 1y do thir hai bit ngudn tir thue té cudc sdng. Mot nha théng minh
duoc du doan co thé tao ra dén mot Gigabytes dit li¢u trong mot thang. Viée xtr 1y va
lwu trir lwong dir liéu nay nhu thé ndo 13 moét van dé kho dbi vai kién tric thong
thuong.

Trong kién trtic IoT tham khao, mé hinh dién toan bién chinh 1a nang cip cia
tang Gateway con d6i v6i méi hinh truyén thdng 13 sy nang cap cua ting Network.
Nghién ctru [9] dinh nghia dién toan bién la mdt mo hinh thuc hién cac tinh toan, xur
1y dit li¢u & bién gidi cua kién tric mang, gén v61 noi ma dir liéu duoc sinh ra. Co so
clia ¥ tudong nay 1a viéc xur 1y dir liéu phai gan v6i nguodn dir lidu. Két qua cua viéc
nay 1a giam luong dir liéu phai chuyén vé phia Pam may, dan dén khong con viéc bi
nghén dir liéu trong ha ting mang. Pong thoi, mo hinh nay c6 thé ting tinh bao mat
va toi ru héa tai nguyén sir dung trong cac thiét bi trén Pam may.

1.2.2 Luodng dit liéu

Lu6ng dir li¢u (data streams) 1a loai dir li€u dugc san sinh ra véi $6 luong 16m,
lién luc, va nhanh chong [10]. Thanh phan nay duoc sinh ra tir cac hé thong sir dung
) luong 16n cac thiét bi thong minh va su két ndi gitra cac thiét bi nay. Mot s6 vi du
6 thé duoc ké dén nhu cac ung dung vé dy bao tai chinh, mang cam bién, hay hé
théng quan li truyén thong (telecommunication management). Pac biét, su noi 1én
ctia cac hé théng IoT hién nay cang 1am ting sy vai tro cta loai dir liéu nay. Khac véi
loai dir liéu truyén thong c6 dung luong gan nhu khong thay doi va dugc sit 1y theo
cac budc tir luu trir dén phan tich, ludng dit lidu c6 cac dic diém:

e Yéu ciu xur 1y thoi gian thuc véi do tré 1a bé nhéat. Day la dac diém quan trong
nhat do ngudn gbc san sinh ctia dit liéu nay tir da dang ngudn dir liéu online,
dan dén hé qua 1a su khong dong nhat vé thoi gian xuat hién va gan nhu khong
thé du doan duoc khi nao cé yéu cau xir 1y.

e Su xuit hién cua loai dit liéu nay la ng?tu nhién, khong biét trude tht ty xuét
hién.

e Do 16n ciia loai dir liéu nay 1a khong cb dinh,

e Khi dir liéu da dugc xur 1y, viée truy xuat lai két qua xur 1y rat kho khan trir khi

dugc luu trir theo cach d6i v6i loai dir liéu truyén thong. Tuy nhién loai dit liéu
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nay vé mit sb luong 13 qua 16n nén viée luu trir chi co thé ap dung cho mot
phan nao do.

Tir khia canh cua Big Data véi ba dic trung 1a dung lugng (Volume), van tdc
(Velocity), va tinh da dang (Variety), ludng dit liéu 1 thanh phan thé hién rd nhét
khia canh thtr hai vo1 yéu cau dir liéu duoc tao ra va xu 1y theo thoi gian thyc hodc
gan thoi gian thue nhat. Mot sé giai phap da duoc nghién ctru va phat trién trong ca
hoc thuat va thwong mai, hé thdng tich hop giai phap nay duoc goi 1a Stream
Processing Engines, tam dich 1a Cor ché gidi quyét luong dir liéu. Theo [11], co ché
giai quyét nay di trai qua bdn giai doan phat trién:

e Giai doan 1 1a Data Stream Management System la mot mé rong cua hé quan
tri co so dir liéu truyén thong (DBMS). Giai doan nay cho phép sir dung loai
ngodn ngir gan giéng SQL dé thyc hién cac tac vu truy xuat. Vi du 1a Aurora
[12].

e Giai doan 2 1a cac co ché xir 1y phan tan (distributed execution) bang cach
phan chia thanh céc thuc thé dé thuc hién xu 1y va cach thuc thé nay co thé
giao tiép v4i nhau. M6 hinh nay ton tai han ché ¢ khia canh cn bang tai dén
cac thuc thé nay va viéc quan 1y cac tai nguyén duoc phan cho cac thyc thé.
Vi du la Borealis [13].

e Giai doan 3, cac hé théng tan dung cac uu diém cua cac hé théng phan tan va
tich hop thém céac chirc ning ma ngudi dung mong muén (User Defined
Functions). Cac tinh ning nay thudc mét trong hai yéu cau xu 1y sau day [14]:
= Lién tyc, tig dit liéu mot (one-at-a-time) thong qua so do két ndi cac tién

trinh (operators).
= ROt rac thanh cac mé dit liéu nho (micro-batch) dé xir 1y.

e Giai doan 4 dang ndi 1én nhitng nim gan day véi y tudng ludng dit liéu duge
xur 1y tai bién giGi cia mang, gan vdi noi san sinh dir liéu dong thoi trong qua
trinh di liéu dugc truyén vé noi xir Iy tap trung [15], [16]. Piéu nay 1a dac biét
quan trong trong cac tng dung IoT.

1.3 Tong quan tinh hinh nghién ciru

Trén thé gidi, cac cong cu va nén tang di dwoc dé& xuit dé thuc hién nhing
nhiém vy phan tich dir liéu ludng quy md 1én mot cach hiéu qua. Pa phan cac cong
cu ndy trién khai cach tiép can dong dit liéu (dataflow) noi ludng dit liéu dang tGi s&

duogc di€u chuyén thong qua mot so do két ndi ctia cac tién trinh diéu hanh (operators)



21

duoc ddt & nhitng nut (nodes) phan tan khac nhau. Nhitng operators nay s€ thuc thi
nhirng phép tinh dai s co ban hodc thuc thi nhitng ham chirc ning phirc tap hon da
dugc dinh nghia trudc. Mot s6 nén tang khac lai thyc hién viéc roi rac hoa cac luéng
dir liéu t61 bang cach tam thoi luu ching trong mot khoang thoi gian cira s6 rat ngin
va sau do thuc hién vi xtr Iy hang loat (micro-batch) & nhitng noi dang tao ra viéc tinh
toan phan tan trén nhitng dit liéu da duogc luu trude d6. Cach tiép can thir hai nay gitp
cho céc cong cu xtr 1y dir liéu ludng phan tan cai thién kha ning chdng chiu 18i va kha
nang thich tmg voi sy mé rong quy md cua tai dir liéu bang cach xir Iy cac tac vu tén
qua nhiéu thoi gian hodc bi 16i mét cach hidu qua hon. Ciing trén phuong dién cai
thién kha ning thich tng v6i sy mé rong quy mé cia tai dir liéu, rit nhidu nén tang
xtr 1y ludng dir liéu da duoc trién khai trén moi truong ddm may (Cloud) dé tan dung
dic trung ndi bat ciia dang dién toan nay d6 1a kha ning cung tGng va trién khai tai
nguyén c6 thé co din (elasticity). Tinh co dan (hay dan hoi) cta dién toan ddm may,
khi dugc khai thac phul hop, 1a muén néi dén kha nang cia mot dam may cho phép
mot dich vu phan phdi thém tai nguyén hoic giai phong nhiing tai nguyén khong dung
dén theo nhu cau dé dap tng duoc su thay d6i vé tai cua tmg dung. Mic du nhiéu nd
luc dd duoc thuc hién dé lam cho viée xur ly luéng dir liéu c6 kha nang co dan nhiéu
hon, rat nhiéu van dé lién quan van can phai duoc giai quyét. Nhitng thach thirc nay
bao gom bai toan t6i wu vé phan phdi tac vu xir Iy ludng dir lidu trén nhitng tai nguyén
kha dyng, bai toan xac dinh nut ¢ chai gy tic nghén hay viéc lam sao dé thich nghi
cac Gmg dung vé6i su thay doi vé tai nguyén. Nhimg van dé nay s& cang tré nén tram
trong néu nhiing dich vu dugc trién khai chi 1a mot phﬁn ciia mot kién tric 16n hon
chtra dung nhiéu mé hinh thuc thi khac nhau (vi du nhu kién trac Lambda [14], md
hinh ludng cong viéc (workflow), hodc mé hinh két ndi tai nguyén quan 1y v6i nhiing
khai ni¢m lap trinh triru twong bac cao [17]) hoac trong mdi truong lai cé sir dung tai
nguyén cua ca dién toan dam may va dién toan suong mu (Fog computing) nhu trong
Hinh 1-6.
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Hinh 0-6: M6 hinh ciia dién todn swong mi

Trong thoi gian gan day, mot vai nén tang va kién trac da duoc dé xuét dé thyc
hién viéc xir 1y dir liéu ludng sir dung nhiing tai nguyén duoc dit ngay tai phan bién
cta Internet noi gan hon véi cac thiét bi dau cudi (edge computing). Mot trong s6
nhirng cong nghé theo hudng nay dang thu hut dugc nhiéu su chi y hién nay 1a dién
toan swong mu duoc gidi thiéu bai Cisco tir ndm 2012 [18]. Nhitng nghién ctru gan
nhat vé cong nghé nay cb ging khai thac phan bién cua Internet dé dat nhitng thanh
phan xur 1y dit liéu ludng cu thé vao trong nhimng trung tim dit liéu nho (hodc siéu nho
- micro data centers) dugc dit gin noi ma dit liéu di duoc tao ra [9]. Nhitng thanh
phan nay s& chuyén mot phan dir lidu da duoc tién xir 1y 1én trén dam may dé sau do
dugc xur Iy hang loat (batch processing) néu ¢6 nhu cau [19]. Hudng thir hai lai tin
dung tai nguyén cua chinh nhiing thiét bi di dong hodc nhing thiét bi thong minh
dugc phan tan trong dién toan swong mu dé thuc hién viée xir 1y ludng dir liéu [20].
Bang cach nay hay cach khac, muc dich cudi ciing ciia nhitng nén tang nay la c6 gang
dat mot phén viéc phan tich dir li¢u tai phﬁn bién cua Internet dé giam thiéu viée phai
truyén tai khoi lwong 16n dit liéu tir ngudn tdi cac trung tim dir liéu trén dam may,
cai thién do tré dau cudi, hodc giam tai cho ddm may bang cach dwa mot s6 budc
phan tich dir li¢u phu hop vé phia can bién. Mac du da co nhiéu nd lyc dé xay dung
va phat trién nhiing co s¢ ha ting xir Iy ludng dir liéu dang nay, hau hét cac dé tai
nghién ctru hoac dy an hién tai méi chi dung lai & muc do xay dung khai niém va
kién trac ma chua c6 nhitng san phdm hoan thién duoc céng bd [21]. Trong [22],

Agarwal va cac cOng su da gidi thidu kién triic 3 16p ban dau cta dién toan swong mu
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dé khic phuc nhimg nhugc diém cd hitu cua kién triic dién toan dam may 2 16p.
Nhitng nghién ctru khac khai thac phan bién cua Internet bang cach ¢ ging dit nhimng
thanh phan xir 1y ludng dir liéu trong nhiing trung tam dit liéu siéu nhé (thudng duoc
goi 1a Cloudlet) gan hon véi noi dit liéu duogc sinh ra, chuyén nhiing thong tin sy kién
1én dam may theo khéi, hodc khai thac cac thiét bi di dong trong dién toan swong mu
dé thuc hién tién xu 1y ludng di liéu.

1.4 Dt vin dé

Dua trén cc nghién ctru, vin dé dit ra cia nghién ctru nay 1a thiét ké hé thong
xtr 1y ludng dit liéu dya trén mé hinh dién toan bién va dién toan dam may. Trong do,
hé théng c6 cac tinh ning cy thé nhu sau:

e He thdng phai xtr Iy duoc dit lidu tir nhidu ngudn dir liéu khac nhau.
e Hg¢ thong str dung tdi wu ba khia canh tai nguyén 1a ha ting mang (network),
hi€u nang tinh toan (computing), va kha nang luu trit (storage).

1.5 Cdu tric bai nghién ciru

Noi dung ciia nghién ctru nay duoc sip xép nhu sau. Chuong 1 trinh bay tong
quan vé tinh hinh nghién ciru, tir d6 xac dinh van dé can giai quyét. Chuong 2 trinh
bay phuong phap luan dé xay dung 1én mé hinh kién tric dé xuat. Chwong 3 trinh
bay két qua thuc nghiém va cac thao luan lién quan. Két luan va cac hudng phat trién

tuong lai dugc trinh bay & chuong 4.
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2. CHUONG 2: CAC PHUONG PHAP XU LY LUONG
DU LIEU VA MO HINH PE XUAT

Trén thé gi6i hién nay, cac phuong phap xu 1y ludng dir liéu phu thudc nhiéu
vao ha ting phan cing, hé qua 13 xu huéng sir dung cac giai phap do cic nha cung
cip Cloud cung cip nhu Amazon, Google, hay Microsoft. Nghién ctru nay thir
nghiém va khao sat phuong phap do Amazon Kinestic va Google Dataflow. Tu do,
chuong nay s& dé xuat mo hinh xur 1y ludng dit liéu cho cic timg dung IoT dua trén
mé hinh kién tric dién toan dam bién va dién toan dam may.

2.1 Cdc phwong phdp xir Iy luéng div liéu

2.1.1 Amazon Kinesis

Amazon Kinesis Data Streams® 1a mot dich vu cung cap bdi Amazon nham don
gian hoa qua trinh tiéu thy, xir Iy, va luu trir ludng dit liéu cho bat ki ing dung nao
v61 pham vi khac nhau. Dich vu nay cho phép nguoi dung xay dung céac ting dung cé
thé dap mg nhu ciu thoi gian thuc nho sir dung cac framework xir 1y luong va luu
trit cac ludng ndy vao cac ngudn dir liéu khac nhau (data stores). Cac tng dung phd
bién khi str dung dich vu nay bao gdm:

e (Giam sat va bao céo cac dich vu yéu cau thoi gian thyec.
e Phan tich dir liéu thoi gian thuc.

e Cic dich vu xtr 1y ludng dit liéu phuc tap

Amazon Kinesis
Data Analytics

Spark on Amazon

— N |5

5

‘ ‘ '
—rara N oo - Fa s

-1

0— o Ve i Amazon EC2
' I:._. _ : - ) Ml

Amazon Kinesis 0
Data Streams )\, AWS Lambda

Input Output
Capture and send data to Ingest and store data streams Analyze streaming
for processin .
Amazon Kinesis Data Streams P 9 Build custom real-time data using your

applications using Kinesis favorite Bl tools
Data Analytics, stream
processing framewaorks such
as Apache Spark, or stream
your code running Amazon
EC2 or AWS Lambda

Hinh 2-1: Kién tric dich vu Amazon Kinesis

% https://aws.amazon.com/kinesis/
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Hinh cho thdy kién triic cua cac dy 4n st dung dich vu nay. Piéu dang chu y
trong kién trc 1 thanh phan dung dé xir Iy ludng dit liéu chinh 13 Amazon Elastic
Cloud Computing (Amazon EC2)*. Pay 1a mot dich vu khac ciia Amazon cung cap
c4c tai nguyén tinh toan nhu CPU, RAM va bd nhd; tong hop cac tai nguyén ndy goi
chung la instance, co thé hiéu 1a mét loai phén cung cu thé dé trién khai dich vu nguoi
dung. Amazon EC2 s& trién khai qua viéc khoi tao va chay cac instance; dé tang tinh
on dinh (stability) va tinh kha dung (availability), cac du 4n trong trién khai thuc té
s& duoc trién khai nhiéu instance cho mot dich vu va dung LoadBalancing® dé phan
phdi yéu cau ngudi dung dén cac instance nay. Diéu nay nham muc dich dép Gmg nhu
cau thay d6i phia tai, dic biét 1a trong cac img dung xir Iy ludng dit lidu c6 nhu cau
thay doi that thuong,

Dé tu dong hoa viéc quan ly céac instance cua Amazon EC2, mot dich vu khac
cua Amazon la AutoScaling® s& ting gidm céc tai nguyén mot cach tu dong. Nguyén
1y hoat dong dua trén cac cai dat ciia nguoi dung nhu ting gidm theo lich trinh
(scheduled scaling), ting giam theo yéu cau phia tai (dynamic scaing), va ting giam
dugc du bao trudce (predictive scaling). Nhin chung, co ché hoat dong dua trén viéc
quan sat cac thong s6 ciia instance thong qua CloudWatch’, néu vi pham céc cai dat
ctia nguoi dung thi cac instance s& duuoc trién khai thém.

2.1.2 Google Dataflow

Google Dataflow® 1a mot dich vu ciia Google Cloud cung cép xtr Iy dong thoi
dir liéu ludng (strem processing) va xir 1y theo mé (batch processing). Nguyén 1y hoat
dong cua dich vu nay dua trén mot pipeline bao gdm bdn budc:

e Planning: Dya trén yéu cau tir phia nguoi ding, cac anh hudng tir ngudn dit
lidu (data sources), budc nay s& quyét dinh thay doi pipeline theo hudng ting
hodc giam ca vé mot pham vi va hiéu niang dé dap tng yéu cau do. Nho viée
theo doi nay, dich vu nay dat duoc tinh availability cao, co thé nhanh chong
khic phuc 151, va danh gi4 tic dong cua ha ting mang noi hé thong duoc trién
khai.

4 https://faws.amazon.com/ec2/

S https://aws.amazon.com/elasticloadbalancing/
8 https://aws.amazon.com/autoscaling/

7 https://aws.amazon.com/cloudwatch/

8 https://cloud.google.com/dataflow
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e Developing and testing: Budc nay s& trién khai méi trudng phat trién theo cac
phuong phap nhu (1) Sir dung queues dé tranh viéc mat mat dit liéu, (2) Str
dung operators dé giam do tré mang va kinh phi st dung, (3) Str dung xtr 1y
theo mé dé tranh viéc qua tai hé thong.

e Deploying: Buéc ndy phuc vu ¥ tudng trién khai CI/CD hién nay cho céac tng
dung xtr Iy ludng va ddng thoi t6i wu tai nguyén st dung.

e Monitoring: Giam sat hiéu ning hoat dong cua pipeline dé dam bao dap ung
nhu cdu cua ngudi dung.

Cong nghé ma dich vu nay st dung chinh 1a Kubernetes® dé hién thuc hoa
pipeline xtr 1y ludng dit liéu. Kubernetes 1a mot dich vu quan 1y trién khai container
v6i container 1a cac moi trudng can thiét dé trién khai mot tac vu nao dé. Ly do sir
dung Kubernetes vi cong ngh¢ nay quan 1y cic container, ma cac container c6 kha
nang gia ting va giam di nhanh chéng nham dap ung nhu cau that thuong cia cac
tmg dung xtr 1y ludng dit liéu.

2.2 M0 hinh xi Iy ludng div liéu dé xudt
2.2.1 Kién triic dé xudt
Dua vao yéu cau bai toan va cac tai liéu tham khao, kién triic hé thong dugc xay

dung nhu sau:

Edse
- Cloud

Edge Node
TCP -

~

UDP

—HTTP—>

¢

MQTT DAO
v

——
-

Hinh 2-2: Mé hinh kién triic dé xudt

® https://kubernetes.io/
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Ting Edge 1a noi trién khai mo hinh Dién toan bién. Trong kién tric truyén

thdng, cac thiét bi dau cudi khi san sinh ra dit liéu s& ngay 14p g 1én cac tang phia

trén, nhung & kién tric nay, luong dit liéu nay sé& di qua cac Fog nodes dé thuc hién

xtr Iy mot phan dir liéu nay. Tang Edge phai 1am rd khai niém vé kién trac va cach

trién khai thuc té. Vi du & Hinh 2.1 céc fog nodes 1a IVSS va Face Camera vi cac

thiét bi nay c6 du strc manh tinh toan dé€ vira san sinh dit li¢u va thuc hién cac phuong

phap co dan. Trong khi d6 d6i véi cac thiét bi nhu Sensors hay Acutators c6 sitc manh

tinh toan thép chi ¢6 thé san sinh dit liéu thi Gateway hoat dong Fog nodes. Muc tiéu

ctia nghién ctru nay 13 4p dung cac phuong phap xt 1y ludng dir liéu cac thiét bi Edge

nodes nay, cu thé 1 cac thuat todn nén bao gdm Deflate, LZMA, LZ4, va Bzip2.

Tang Cloud hoat dong nhu mot Pién toan dam may thong thuong. Nghién ciru

nay st dung dién toan dam may cung cap bai AWS.

2.2.2 So do giao tiép

Edge

Cloud

|:|iEdge Meszzage—® |:|

Céc thanh phan cta hé thong dé xuat sé giao tiép qua ban tin Edge Message ¢o

ndi dung bao gdm céc thanh phan sau déy:

Key Type Values Description
id String UuID Unique identifier
fileName
_ _ Ex: mp4, png, jpeg, Information about
fileType String
content
fileSize String In bits. The length of the content
timeSent | Long Integer Ex: 1655396252 Unix timestamp
) The actual delivered
content String . .
information
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) Ex: Sensors, Actuator, Information about
hardware String
Face Camera, ... hardware resource

Trong cc thanh phan cta ban tin, khoa content 14 quan trong nhit vi gié tri cta
khoa nay s€ dugc tao ra mot cach ty dong, cod thé 1a video, anh, hay chi bao gém cac
chudi ki tu. Su thay ddi vé mat nodi dung dé co thé dat duoc st thay ddi dung lugng
ctia ludng dir liéu, tir d6 kiém tra phan Gmg ctia hé thong.

2.3 Xdy dung moé hinh dién todn bién
2.3.1 Ly thuyét dp dung

Dé tai mo6 phong ung dung ludng dir liéu 16n bang cac cong cu phin mém, cu
thé 1a Docker va Kubernetes vi viéc xay dung phan cing dé tao ra luong dir liéu 16n
mot cach nhanh chong 1a khong kha thi.

Docker

Docker 13 mot nén tang phan mém cho viéc phét trién, dong goi va chay tng
dung trong cac moi truong co 1ap goi la containers. Docker hd tro cho cac dich vu
khac c6 thé phat trién va trién khai mot cach nhanh chéng vi né cho phép tach biét
gifra phén co s ha tﬁng can trién khai 1én va dich vu chay trén co s& ha téng do. bé
sir dung duoc Docker, ¢6 hai thtr nguoi dung can biét 13 containers va images

Containers 1a méi truong chay tng dung dong goéi. Chung bao gdm mi ng
dung, thu vién va cac phu thudc can thiét vi vay néu mét dich vu st dung containers
dé chay thi dich vu d6 hoan toan khong phai phu thudc vao noi ma n6 dugc chay hoac
trién khai

Images 1a cac goi dong goi chira tat ca cac thanh phan can thiét dé chay mot
container. Mot image bao gdm céc tép cdu hinh, mi Gng dung va tit ca cac thu vién
can thiét, goi chung 1a filesystem. Image duoc sir dung dé tao ra cic container chay
trmg dung. Ching c6 thé dugc chia sé va trién khai trén nhiéu may cha va méi trudng.

Str dung cong cu Docker sé nhanh chong m6 phdng dugc mot client trong thuc
té ma khong can quan tdm dén noi trién khai client do.

Kubernetes

Day 1a mot dich vu duoc Google phat trién va tung ra thi truong dudi dang ma
nguén mo vao nam 2014. Dich vu nay dung dé quan ly cac du an, cac dich vu dugc
trién khai dudi dang cac containers. Cach trién khai dang containers trd nén phd bién
hién nay vi yéu cau phat trién nhanh va nhanh chéng trién khai dén tay nguoi dung

(CI/CD). B¢ hiéu rd hon diéu nay hay ciung thir so sanh véi cac cach trién khai khac.
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Bdng 2-1: So sanh cdc phwong phdp trién khai

Trién khai truyén thong Trién khai bang may 40 Trién khai bang container

Mot dich vu trén cung Nhiéu dich vu trén cung mot Nhiéu dich vu trén cung

mot may tinh may tinh vat ly may tinh vat ly

, ) Filesystem khong bao
Filesystem bao gom ca OS .
gom OS

Nhanh chéng phat trién,

trién khai, thu hoi dich vu

Khi str dung cach trién khai béng cac containers, kubernetes s€ dam bao viéc hé
thdng trién khai s& khong bao gid & trang thai bao tri vi bat cit khi ndo mét container
bi hong thi ngay 1ap tirc kubernetes s& thuc hién thay thé bang mot container khac.
Thém vao d6, kubernetes gitip c6 thé mé rong hé thong theo chiéu ngang dé tan dung
t6i da phan ctng dang c6 va chitc ning can bang tai khi ¢ rat nhiéu yéu cau truy cap
dén dich vu cua ban. Tuy vay kubernetes c6 mot diém yéu la cac dich vu chay trén
no s€ khong theo doi dugce log, ngoai ra cach kubernetes hoat dong cling khong theo
mot trinh tu nhat dinh vi muc tiéu chinh cta kubernetes 13 lam sao dua hé théng dén
mot trang thai mong muén.

2.3.2 Thiét ké phan mém

Di¢n toan bién thyc hién ba tdc vu 1a (1) nhan dir li¢u tir cac client thong qua ba
phuong thitc (MQTT, UDP, va TCP), (2) nén céc dit liéu nhan duoc bang cac phuong
phap nén (Deflate, LZMA, LZ4, va Bzip2), va (3) guri cac dit liéu duoc nén 1én ting
Cloud.

Nhdn dir liéu tir phia clients

Phan mém s& tiép nhén cac yéu cau tir ba giao thire TCP, UDP va MQTT nén
dua vao nguyén ly hoat dong cua cac giao thurc s€ c6 cach xur Iy khac nhau.

Dbi voi giao thirc TCP, s& gdm hai giai doan dé xir Iy dir liéu, d6 1a thiét lap lién
két va phan ludng xir Iy. Giai doan thir nhét 13 thiét 1ap lién két giita phia client va
phan mém, giai doan nay phai ddm bao pham mém da xac dinh duoc client va cho

phép lién lac.

start(self):
''"'Start TCP Server'''
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self. socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

try:

self. socket.bind((self._ host, self. port))
except socket.error as e:

print("[TCP Server] " + str(e))

self. socket.listen(5)

print("[TCP Server] Server is starting ...")
print(f"[TCP Server] Server is listening on {self. host}")

Giai doan thir hai 1a xtr 1y dit liéu khi ¢6 nhiéu két ndi dén véi phan mém. Phan
mém ndy c6 thé ddng thoi ndi chuyén voi nhiéu clients nhung khi mot client ngimg
noi thi phan mém khong thé ngimng néi chuyén voi dong thoi tat ca cac client. Vi vay,
code phan mém phai sinh ra cic ludng dé noi chuyén véi ting client twong Gng va
khi mot client ngat két ndi thi giao tiép gitta Server va client ciing dugc loai bo dé

dam bao sy toi uu vé mat phan cling.

run(self):
''"'Run TCP Server'''
while
self. conn, self.__addr = self._socket.accept()
self. thread = threading.Thread(target=self.handle client,

args=(self.__conn, self._ _addr))
self. thread.start()
self. count = self. count + 1

._socket.close()
Doi voi giao thure UDP, von khong can ddm bao su tin cdy nén chi can thiét lap

lién két véi cac client 1a o thé thue hién duoc giao tiép.

start(self):
'''Start UDP Server'''
self. socket = socket. socket(socket.AF_INET, socket.SOCK_DGRAM)
try:
self. socket.bind((self. host, self. port))
except socket.error as e:
print("[UDP Server] " + str(e))

print("[UDP Server] Server is starting ...")

Déi véi giao thirc MQTT, bang cach sir dung library hd trg paho, viéc thiét 1ap

dén broker duoc giam tai. Hé thong chi can phai xac dinh dia chi broker lién két dén.
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def start(self):
'*'Start MQTT Server'''

self. conn.on_connect = self.on_connect

self. conn.on_connect fail = self.on _connect fail
self. conn.on_disconnect = self.on_disconnect
self. conn.on_message = self.on_message

self. conn.on_publish = self.on publish

self. conn.on_subscribe = self.on_subscribe

self. conn.connect(self. broker, self. port, 60)
print("[MQTT Server] Server is starting ...")
Swr dung cac thudt toan nén

Trong Python, thu vién zlib hd trg viéc nén va giai nén dit liéu véi thuat toan
Deflate, tir d6 xay dung dugc Class Deflate, vdi cac tham s6 dau vao:
e files: Danh séach cac t&p (mdc dinh la mgt danh sach r5ng)

e folder name: tén cua folder (mdc dinh )

class Deflate:
def __dinit__(self, files: list = [], folder_name: str = '') — None:

1

2

3 rr

L Constructor of the class

5 Parameters:

6 files (list, optional): List of files. Defaults to [].

7 folder_name (str, optional): Folder name. Defaults to ''.
8

9

10 # Storing the files and folder names
11 self.__files = files
12 self.__folder_name = folder_name

Hinh 2-3: Class Deflate

Khi dung class Deflate dé nén mot anh, du tién dung Image trong thu vién PIL
dé md anh va chuyén sang kiéu anh xam (gray). Sau d6 1dy mot vai thong tin vé anh
nhu dtype(dang dir liéu cua ma tran), width (chiéu rong), height(chiéu cao). Dé st
dung dugc ham compress trong thu vién zlib, thi anh dau vao can dudi dang bytes,
do d6 str dung ham tobytes() dé ddi kiéu dir lidu. Tir dong 8 dén dong 10, chiing ta
wdc luong thoi gian ma Deflate nén anh dau vao. Cudi cung luu dit liéu duge nén

dudi tap ©.df* véi mot quy tic dat tén nhu sau name_dtype_width_height.df.
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Khi dung Class nay dé nén nhiéu anh, phdn mém s& duyét qua céc file dit liéu
dau vao (self. files). Dau tién ly tén file (dong 2), chung ta tao ra dudng dan tir
ngoai thu muc dén tép & trong tép data dau vao (dong 3). Twong ty nhu nén mot anh,
anh s& duogc doc bang thu vién PIL, ldy cac thong sb (dtype, width, height), chuyén
sang kiéu dir liéu bytes, udc luong thoi gian nén mot anh va luu dit liéu di nén véi

quy tic name_dtype width height.df.

o000

1 # Read the image

2 im = Image.open(image_path).convert('L’)
3 # Convert the image to numpy array

L dimg_array = np.array(im)

5 # Get the data type of the image

6 dtype = str(img_array.dtype)

7 # Get the width and height of the image
8 width, height = img_array.shape

9 # Convert the image to bytes

10 im_bytes = im.tobytes()

11 # Start the timer

12 start = time.time()

13 compressed_data = zlib.compress(im_bytes)
14 end = time.time() # End the timer

Hinh 2-4: Si dung Class Deflate dé nén mét anh
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1 for file in self.__files:

2 # Get the name of file

3 name = file.split('.')[e]

L # Concatnate the path of the file

5 image_path = os.path.join(BASE_PATH, self.__folder_name, file)
6 # Read the image

7 im = Image.open(image_path).convexrt('L')

8 # Convert the image to numpy array

9 img_array = np.array(im)

ie # Get the data type of the image

11 dtype = str(img_array.dtype)

12 # Get width and height of the image

13 width, height = img_array.shape

iL # Convert the image to bytes

15 im_bytes = im.tobytes()

16 # Start the compression

17 start = time.time()

18 compressed_data = zlib.compress(im_bytes)
19 end = time.time() # End the compression

Hinh 2-5: Si dung Class Deflate dé nén nhiéu danh

Trong Python, thu vién 1zma ho trg viée nén va giai nén anh dé xay dung Class
LZMA. Tuong tu voi class Deflate, class LZMA cling c6 ham khéi tao tuong tu.
Giéng nhu v61 ham thu tuc compress cua thuat toan Deflate & ph'?m trudc, ham thu
tuc nén cua class LZMA ciing ¢6 dau vao 1a image path va csv_path va ciing chia
1am hai phan

Khi nén mot anh va nhidu anh, cac budc s& twong tu nhu & trong thuét toan

Deflate tuy nhién ching ta luu t€p nén dudi dang name dtype width height.lzma

1 class LZMA:

2 def __dinit__(self, files: list = [], folder_name: str = '') — None:
3 Ve

L Constructor of the class

5 Parameters:

6 files (list, optional): List of files. Defaults to [].

7 folder_name (str, optional): Folder name. Defaults to ''.
8

9

10 # Storing the files and folder names
11 self.__files = files
12 self.__folder_name = folder_name

Hinh 2-6: Class LZMA
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1 # Read the image

2 1im = Image.open(image_path).convert('L')
3 # Convert the image to numpy array

L dimg_array = np.array(im)

5 # Get the data type of the image

6 dtype = str(img_array.dtype)

7 # Get the width and height of the image
8 width, height = img_array.shape

9 # Convert the image to bytes

16 im_bytes = im.tobytes()

11 # Start the timer

12 start = time.time()

13 compressed_data = lzma.compress(im_bytes)
14 end = time.time() # End the timer

Hinh 2-7: Sir dung Class LZMA d@é nén mgt anh

1 for file in self.__files:

2 # Get the name of file

3 name = file.split('.')[e]

L # Concatnate the path of the file

5 image_path = os.path.join(BASE_PATH, self.__folder_name, file)
6 # Read the image

7 im = Image.open(image_path).convert('L")

8 # Convert the image to numpy array

9 img_array = np.array(im)

10 # Get the data type of the image

11 dtype = str(img_array.dtype)

12 # Get width and height of the image

i3 width, height = img_array.shape

iL # Convert the image to bytes

15 im_bytes = im.tobytes()

16 # Start the compression

17 start = time.time()

18 compressed_data = lzma.compress(im_bytes)
19 end = time.time() # End the compression

Hinh 2-8: Sit dung Class LZMA dé nén nhiéu anh



Trong Python, thu vién 1z4 hd trg viée nén va gidi nén sir dung thuat toan LZ4

dé tao Class LZ4. Cac budc nén mot anh va nhiéu anh cling twong tu nhu trén. Kiéu
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dr li€u nén dugc luu dudi dang name_dtype width height.1z4

o000

1 «class LZh:

2 def __dinit__(self, files: list = [], folder_name: str = '') — None:
3 Ve

L Constructor of the class

5 Parameters:

6 files (list, optional): List of files. Defaults to [].

7 folder_name (str, optional): Folder name. Defaults to ''.
8

9 )

10 # Storing the files and folder names

11 self.__files = files

12 self.__folder_name = folder_name

\DOO‘-IO\\H-I'-‘\.NNI-‘.
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Hinh 2-9: Class LZ4

# Read the image

im

# Convert the image to numpy array
img_
# Get the data type of the image

dtype = str(img_array.dtype)

# Get the width and height of the image
width, height = img_array.shape

# Convert the image to bytes

im_bytes = im.tobytes()

# Start the timer

start = time. time()

compressed_data = lzhL.compress(im_bytes)

end

Image.open(image_path).convexrt('L')

array = np.array(im)

= time.time() # End the timer

Hinh 2-10: Sir dung Class LZ4 dé nén mér anh
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1 for file in self.__files:

2 # Get the name of file

3 name = file.split('.')[0]

L # Concatnate the path of the file

5 image_path = os.path.join(BASE_PATH, self.__folder_name, file)
6 # Read the image

7 im = Image.open(image_path).convert('L")

8 # Convert the image to numpy array

9 img_array = np.array(im)

10 # Get the data type of the image

i1 dtype = stx(img_array.dtype)

12 # Get width and height of the image

13 width, height = img_array.shape

14 # Convert the image to bytes

15 im_bytes = im.tobytes()

16 # Start the compression

17 start = time.time()

18 compressed_data = lzh.compress(im_bytes)
19 end = time.time() # End the compression

Hinh 2-11: Sir dung Class LZ4 dé nén nhiéu anh
Cudi cung la thuat toan nén Bzip2 cling tuong tu nhu céac thua toan trén. Kicu

dit liéu nén dugc luu dudi dang name dtype width height.bz2

o000

1 class Bz2:

2 def __dinit__(self, files: list = [], folder_name: str = '') — None:
3z T

L Constructor of the class

5 Parameters:

6 files (list, optional): List of files. Defaults to [].

7 folder_name (str, optional): Folder name. Defaults to ''.
8

9 R

10 # Storing the files and folder names

11 self.__files = files

12 self.__folder_name = folder_name

Hinh 2-12: Class BZ2
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1 # Read the image

2 im = Image.open(image_path).convert('L"')
3 # Convert the image to numpy array

L dimg_array = np.array(im)

5 # Get the data type of the image

6 dtype = str(img_array.dtype)

7 # Get the width and height of the image
8 width, height = img_array.shape

9 # Convert the image to bytes

16 im_bytes = im.tobytes()

11 # Start the timer

12 start = time.time()

13 compressed_data = bz2.compress(im_bytes)
14 end = time.time() # End the timer

Hinh 2-13: Sit dung Class BZ2 dé nén mét anh

1 for file in self.__files:

2 # Get the name of file

3 name = file.split('.')[e]

L # Concatnate the path of the file

5 image_path = os.path.join(BASE_PATH, self.__folder_name, file)
6 # Read the image

7 im = Image.open(image_path).convert('L')

8 # Convert the image to numpy array

9 img_array = np.array(im)

10 # Get the data type of the image

11 dtype = stxr(img_array.dtype)

12 # Get width and height of the image

13 width, height = img_array.shape

14 # Convert the image to bytes

15 im_bytes = im.tobytes()

16 # Start the compression

17 start = time.time()

18 compressed_data = bz2.compress(im_bytes)
19 end = time.time() # End the compression

Hinh 2-14: Sir dung Class BZ2 dé nén nhiéu anh
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Doi véi nén dit liéu text (csv), nhin chung cac budc giai nén trong timg thuat
toan 1a giéng nhau, va quy tic luu tép nén ciing gidng nhau, nén ching ta s& sir dung
dai dién thuat toan nén dir li¢u text 1a thuat toan Deflate. Cling nhu nén anh, nén dit
lidu text cling duoc chia 1am hai phin gém nén mot tép va nhiéu tép text.

Giri cde dir lidu 1én tang Cloud

Cac file dugc tao ra sau qua trinh nén, s€¢ dugc doc lan luot va gui lén trén
Amazon Cloud théng qua giao thite HTTP. Qua trinh khéo sat s& 1an luot tir file khong
nén dén cac thuat toan nén duoc sir dung.

sendMessage(PATH, files):
for i in range(5):
if 1 ==
print("uncompressed files")
elif i ==
print("deflate compressed files")
elif i ==
print('lzma compressed files')
elif i == 3:
print('1z4 compressed files')
elif i == 4.

print('bz2 compressed files')

for file in files:
path = PATH + '/' + file
payload = createMessage(path, file, i)
payload[ ‘fileSize'] = len(payload['content'])
payload[ "timeSent'] = int(time.time() * 10e2)
response = requests.post(url, json=payload, headers=headers)

2.4 Xdy dung mé hinh dién todan dam mdy
2.4.1 Thiét ké phan mém

bé phuc vu cho viéc tiép nhan dir liéu tir phia Edge, Cloud st dung mot service
c6 tén 1a Data Receiver duoc xay dung bang Java Spring Boot cho phép xay dung ra
céc cong API co cong viéc chinh 1a giao tiép véi co s dir lidu. Hinh 2-15 1a kién triic

phan duoc xay dung.
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HTTP Request
Client M Controller Service

Hinh 2-15: Kién triic phan mém trén ddam may
Thiét lgp két noi co so dir liéu
Dé co thé giao tiép duogc vé6i co so dir lidu, trude hét can thiét 1ap mot s6 bién
moi trudng lién quan dén co so dit liéu dugc sir dung 1a Postgresql, thong qua file co

tén la application.properites

=org.hibernate.dialect.Postg

Sau d6 dé nhan dit liéu tur phia edge va c6 thé luu duoc, can mot dinh dang vé
thuc thé c6 cac thudce tinh duoc dinh nghia trudce, thuc thé s& duogc luu trong co so dir

liéu c6 tén la Data, gom céac thudc tinh nhu sau:
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e Id: Mot gia tri tu tang xac dinh chi muc cua dit li¢u duoc truyén vao
e fileName: tén tép dir liéu truyén di
e fileType: loai tép dit liéu duoc truyén di
e fileSize: Kich co dir liéu duoc truyén di
e timeReceived: Thoi gian nhan dugc dit li¢u trén
e timeSent: Thoi gian dugc gui tur phia Edge
e Content: Noi dung cua dit liéu trén (t6i da S00MB)
Sau khi thiét 1ap xong két ndi vé6i co sé dit liéu, khi chay service, thu vién Spring
Boot Data JPA s& tu tao thuc thé Data trong co sé dit liéu
Nhdén dir lidu dwoc truyén tir phia Edge
Mot dbi tuong can duoc dinh nghia phuc vu cho viéc nhan dir li€u tir phia Edge.

Vé co ban, cac thudc tinh cia DataFromClient va Data 1a gidng nhau, sau khi phia
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cloud nhéan dugc tin hi¢u HTTP tur Edge, cac thudc tinh ciia DataFromClient s€ dugc

anh xa véi cac thudc tinh trong thuc thé Data

Thiét ldp cong API ‘ N
Dé truyén dir li€u vao co s¢ dir li€u, can st dung duong dan http://[IP]/api/data

voi phuong thirc POST va dir liéu 1a mot dinh dang JSON duoc dinh nghia trong So
d6 giao tiép. Sau do, Data Receiver s& goi dén phuong thirc uploadData, phuong thirc

nay s€ goi dén ddi tuong IDataService dé thuc hién viéc luu dix liéu.

com.demo.DataReciever.service;

com.demo.DataReciever.dto.DataFromClient;

String uploa
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2.4.2 Thiét Idp co ché co dan

Khoi tao Template cho Amazon EC2
Céc instance dugc khdi tao s€ c6 chung yéu ciu vé CPU, RAM nén duoc goi
chung la template. Template dugc khoi tao stir dung OS 1a Ubuntu Server 22.04 LTS,

64-bit; loai instance 1a t2.micro (free tier eligible); c6 dung lugng bo nhé 1a 8GB.

EC2 » Launchtemplates » Create launch template

Create launch template

Creating a launch template allows you to create a saved instance configuration that can be reused, shared and launched at

a later time. Templates can have multiple versions.
Launch template name and description

Launch template name - required

| MyTemplate |

Must be unigue to this account. Max 128 chars. No spaces or special characters like '&', ™, '@".

Template version description

| Elastic Fog Computing |

Max 255 chars

Auto Scaling guidance Info

Select this if you intend to use this template with EC2 Auto Scaling

Provide guidance to help me set up a template that | can use with EC2 Auto
Scaling

» Template tags

P Source template

Hinh 2-16: Thiét ldp template cho cdc tai nguyén ciia instance
Khai tao Auto Scaling groups
Lan luot thuc hién theo hudng din ma Amazon cung cap. Piém dang cha ¥ 1a
budc 3 va bude 4. Tai bude 3, LoadBalancer dugc khoi tao dé phan chia yéu cau tir
phia tai voi cac instance duoc khoi tao. S6 lugng instance dugc khdi tao ¢ budc 4 voi

sb luong it nhat 13 1, nhiéu nhét 12 5.
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EC2 » AutoScaling groups » Create Auto Scaling group

Step 1 - -
Choose launch template or configuration s

Choose launch template or

configuration Specify a launch template that contains settings common to all EC2 instances that are launched by this Auto Scaling group. If

you currently use launch configurations, you might consider migrating to launch templates.

Step2

Choose instance launch options Name

Step 3 - optional
Auto Scaling group name

Configure advanced options
Enter a name to identify the group.

MyScalin
Step 4 - optional 4 9

3 . Must be unigue to this account in the current Region and no more than 255 characters.
Configure group size and

scaling policies

Step 5 - optional Launch template info Switch to launch configuration

Add notifications

Launch template

Step 6 - optional Choose a launch template that contains the instance-level settings, such as the Amazon Machine Image (AM)), instance type, key pair, and
Add tags security groups.
MyTemplate v
Step 7 Create a launch template [4
D Version

Hinh 2-17: Khoi tao AutoScaling group

EC2 » AutoScaling groups » Create Auto Scaling group

Step 1

s launch e or Configure advanced options - optional i

configuration Integrate your Auto Scaling group with other services to distribute network traffic across multiple servers using a load

balancer or to establish service-to-service communications using VPC Lattice. You can also set options that give you more

Sten 2 control over health check replacements and monitoring.
ep

Choose instance launch options

Load balancing info
Step 3 - optional

Configure advanced options
Use the options below to attach your Auto Scaling group to an existing load balancer, or to a new load balancer that

you define.
Step 4 - optional
Configure group size and O No load balancer O Attach to an existing load Q Attach to a new load
scaling_policies Tr.zu"ﬁr. to your Auto Scaling group balancer balancer
will not be fronted by a load Choose from your existing load Quickly create a asic load
bakances. balancers. balancer to attach to your Auto
Step 5 - optional Scaling group.

Add notifications

Attach to a new load balancer

Define a new load balancer to create for attachment to this Auto Scaling group.

Step 6 - aptional

Add tags
Step 7 Load balancer type
Review Choose from the load balancer types offered below. Type selection cannot be changed after the load balancer is created. If you need a

different type of load balancer than those offered here, visit the Load Balancing console

© Application Load Balancer (O Network Load Balancer
HTTP, HTTPS TCP, UDP, TLS

Hinh 2-18: Thiét ldp Load Balancer cho Auto Scaling group
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m

C2 » AutoScaling groups » Create Auto Scaling group

Step 1

Configure group size and scaling policies - optional .

configuration Set the desired, minimum, and maximum capacity of your Auto Scaling group. You can optionally add a scaling policy to

Choose launch template or

dynamically scale the number of instances in the group

Step 2

Choose instance launch options

Group size - optional info

Step 3 - optional

Configure advanced options Specify the size of the Auto Scaling group by changing the desired capacity. You can also specify minimum and

maximum capacity limits. Your desired capacity must be within the limit range

Step 4 - optional Desired capacity

Configure group size and

I

scaling policies

Minimum capacity
Step 5 - optional

Add notifications

Maximum capacity
Step 6 - optional

Add tags

I

Hinh 2-19: Thiét lip s6 lwong instance mong muon

Thiét lgp Dynamic Scaling Policy

Yéu cau phia tai duoc chia nhé thanh ba co ché 1a (1) Target tracking scaling
theo ddi va ddm bao Metrics bam theo mdt gia tri dit co san, vi du nhu ty 1 stir dung
CPU trung binh (Average CPU utilization) luén dat 30% (2) Simple scaling 1 co ché
tang gidm instance dya trén theo doi Metrics vuot qué gia tri dat (threshold value) va
(3) Step scaling c6 thé hiéu 1a tong hop cua nhiéu simple scaling va cac co ché co din
duoc kich hoat khi nhiéu Metrics vuot qua gia tri dat. Nghién ctru nay thtr nghién véi
co ché co din don gian nhét 1a Simple scaling va lya chon theo ddi phan traim CPU
st dung khong qua 40%.

Trong bang theo doi cac EC2, lya chon MyScaling dugc khoi tao ¢ trén va vao
tab Automatic scaling. Trong tab ndy, c6 ba policy nhu da trinh bay bao gdm Dynamic
scaling dya trén vao yéu cau phia tai, Predictive scaling du bao trudc yéu cau va
Scheduled tang giam theo lich trinh. Tai day, policy dua trén theo ddi CPU dugc khoi

tao bang cach 4n nit Create dynamic scaling policy.
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EC2 > Auto Scaling groups

Auto Scaling groups (1/1) info ‘ Launch configurations ‘ ‘ Launch templates [ ‘ ‘ Actions ¥ ‘ Create Auto Scaling group
| Q_ Search your Auto Scaling groups | 1 &
Name v | Launch template/configuration [ v | Instances v | Status v | Desired capacity v | Min v | Max v | Availability Zones v
‘ MyScaling MyTemplate | Version Default 1 @© Updating capacity... 3 1 5 us-east-1a
Auto Scaling group: MyScaling - & X
Details Activity Automatic scaling Instance management Monitoring Instance refresh

® Scaling policies resize your Auto Scaling group to meet changes in demand. With reactive dynamic scaling policies, you can track specific CloudWatch metrics and take action when the CloudWatch alarm threshold is met. Use
predictive scaling policies along with dynamic scaling policies in the following situations: when your application demand changes quickly, but with a recurring pattern, or when your EC2 instances require more time to initialize.

Dynamic scaling policies (0) info

‘ Actions ¥ ‘ ‘ Create dynamic scaling policy

1

No dynamic scaling policies have been created

Dynamic scaling policies use real-time data to scale your group based on configurable metrics.
Hinh 2-20: Thiét ldp cac co ché Automatic scaling
EC2 > Auto Scaling groups > MyScaling

Create dynamic scaling policy

Policy type

‘ Simple scaling v ‘

Scaling policy name

‘ Scaling out ‘

CloudWatch alarm
Choose an alarm that can scale capacity whenever:

‘ Scaling out v ‘

Create a CloudWatch alarm [
breaches the alarm thresheld: Scaling out >= 40 for 1 consecutive periods of 60 seconds
for the metric dimensions:

AutoScalingGroupName = MyScaling

Take the action

e Rk |

capacity units v

And then wait

seconds before allowing another scaling activity

et (R
Hinh 2-21: Thiét lp co ché tw dong tang instance
Hai co ché co dan dugc thiét 1ap, co ché tang thém instance khi phﬁn tram CPU
16n hon hodc bang 40% va co ché giam instance khi phan trim CPU dudi 40%. Trudc
tién 1a thiét 1ap co ché ting instance dua trén giam sat phan trim CPU sir dung trong
CloudWatch. Trong khi khoi tao Policy, lya chon Create a CloudWatch alarm va thiét
1ap thong sb tuong tng.
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O static

Use a value as a threshold

(O Anomaly detection

Use a band as a threshold

Whenever Scaling out is...
Define the alarm condition.

() Greater
> threshold

© Greater/Equal
== thrashold

@]

O Lower
< threshold

Lower/Equal
<= threshold

than...
Define the threshold value.

40

Must be a number

» Additional configuration

Hinh 2-22: Thiét lgp gidm sat phan tram CPU sir dung trén CloudWatch

Thuc hién tuong tu, co ché Scaling giam instance khi CPU dudi 40% dugc thiét

lap. Hai co ché sau khi khéi tao xuét hién trong tab Automatic scaling.

Auto Scaling group: MyScaling

@

x

Dynamic scaling policies (2) info

‘ Actions ¥ ‘ ‘ Create dynamic scaling policy

1

Scaling in

Simple scaling

Enabled

Scaling in
breaches the alarm threshold: Scaling in =< 40 for 1 consecutive periods of 60 seconds for the metric
dimensions:

AutoScalingGroupName = MyScaling

Remove 1 capacity units

10 seconds before allowing ancther scaling activity

Scaling out

Simple scaling

Enabled

Scaling out
breaches the alarm threshold: Scaling out >= 40 for 1 consecutive periods of 60 seconds for the metric
dimensions:

AutoScalingGroupName = MyScaling

Add 1 capacity units

10 seconds before allowing another scaling activity

Hinh 2-23: Hoan thanh thiét ldp cdc co ché co din
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3. CHUONG 3: CAC THUC NGHIEM VA KET QUA

3.1 Dit li¢u thir nghi¢m

Dé c6 thé dat duoc su da dang vé chung loai va dung lugng, dit li¢u thtr nghi¢m
cho nghién ctru nay dugc 1y tir ba ngudn dit liéu khac nhau. Cac ngudn nay 1a bo dit
liéu hinh anh cta tap doan FPT, dir liéu tir mang cam bién, va céc loai van ban tur
Kaggle.

Dir liéu hinh anh khuon mat

Bo dir liéu nay dugc léy tor cac toa nha cua Tap doan FPT véi dang hinh anh
dugc ma hoa base64, c6 dung lugng 1.5GB. Sau khi gidi ma, cac file anh nay s€ co
duoi 1a PNG, JPG, va BMP.

Dir liéu van ban

Loai dir liéu nay duoc lay tir dia chi trang web Kaggle'®, voi keyword 1a
electrion, dugc luu trit trong co s¢ dit li¢u sqlite voi ba bang 1a (1) coutry facts voi
54 cbt va 3195 dong, (2) country facts dictionary véi 2 ¢t va 51 dong, va (3)
primary _results véi 8 cot va 24611 dong. Co so dit liéu dugc thay doi 1an cudi vao 4
nam trude. Dliéu ndy s& dugc phan thanh cac file csv voi dung luong khac nhau dé

dat dugc tinh da dang va dung lugng khong biét trude.

Table Total Rows Total Columns
county_facts 3185 54
county_facts_dictionary 51 2
primary_results 2481 8

Hinh 3-1: Théng tin vé dir liéu van ban

3.2 Két qud thuc nghiém
3.2.1 Hiéu qua tinh nang co dan

Khoi tao ban du cua dich vu trén Cloud AWS 1a 3 instances, diéu nay duoc
theo ddi qua console cung cip. Hinh 3-2 cho thay, cic instance ndy duoc phan bd
cung tai ving us-east-1a nhung lai c6 dja chi Public IPv4 khac nhau. Diéu nay khong
anh hudng t6i truy cap do ngudi dung sé truy cap dén dia chi DNS cung cap boi AWS

LoadBalancer, va dich vu LoadBalancer s& tu dong phan b yéu cau truy cap d6 vao

10 https://www.kaggle.com/datasets
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3 instances ndy. Piéu ndy dam bao tinh on dinh va kha dung khi ¢ sy thay doi tir

phia yéu cau nguoi dung.

i-090bb41345551cade @ Running @ & t2.micro (@ 2/2 checks passed No alarms + us-east-1a ec2-52-50-95-95.comp... 52.90.95.95
i-0db12ca3c2b4c96d4 @ Running @ @ t2.micro @ 2/2 checks passed  Noalarms + us-east-1a ec2-54-196-228-160.co... 54.196.228.160
i-0c59b68e87ae8d3ed @ Running @ Q t2.micro @ 2/2 checks passed No alarms + us-east-1a ec2-3-91-185-49.comp... 2.91.185.49

Hinh 3-2: 3 instances dang chay trén Cloud AWS

Ty déng ting sé lwong instances
Truy cip vao mdt trong instance dang duoc st dung va st dung 1énh, dé ting
phan traim CPU sir dung 1én qua 40%.
sudo stress --cpu 9 --timeout 1200
AWS AutoScaling s€ tu dong khéi tao thém mot instance nhu trong Hinh 3-3
va hoan thanh & Hinh 3-4. Hién tai co ché tu dong nay dua trén gidm sat

CPUUtilization Metrics, tirc phan tram CPU sur dung.

Instance 1D ‘ Instance state v ‘ Instance type ¥ ‘ Status check ‘ Alarm status | Availability Zone Public IPv4 DNS v Public IPvd ... ¥
i-0b136244271fe0520 @ Running @ Q t2.micro @ Initializing Noalarms -+ us-east-1a ec2-54-81-222-17.com... 54.81.222.17
i-090bb41345557cade @ Running @ Q t2.micro @ 2/2 checks passed Noalarms —+ us-east-1a ec2-52-90-95-95.comp... 52.90.95.95
i-0db12ca3c2bdc96d4 @ Running @ t2.micro ® 2/2 checks passed  Noalarms =+ us-east-1a ec2-54-196-228-160.co... 54.196.228.160
i-0c59b68e873e8d3ed @ Running @ Q t2.micro @ 2/2 checks passed Noalarms —+ us-east-1a ec2-3-91-185-49.comp... 3.91.185.49
Hinh 3-3: Khdi tao thém instance trén Cloud AWS
Instance 1D | Instance state v | Instance type ¥ | Status check ‘ Alarm status ‘ Availability Zone ¥ ‘ Public IPv4 DNS v PublicIPvd ... ¥
i-0b136244271fe0920 @Running & @ t2.micro @ 2/2 checks passed  No alarms + us-east-1a ec2-54-81-222-17.com... 54.81.222.17
i-090bb41345551cade ®Running @ @ t2.micro (® 2/2 checks passed  No alarms  + us-east-1a ec2-52-50-95-95.comp... 52.90.95.95
i-0db12ca3c2b4c96d4 @Running & @ t2.micro @ 2/2 checks passed  No alarms + us-east-1a ec2-54-196-228-160.co... 54.196.228.160
i-0c59b68e87ae8d3ed @ Running @ a t2.micro @ 2/2 checks passed Noalarms + us-east-1a ec2-3-91-185-4%.comp... 3.91.185.49

Hinh 3-4: 4 instances dang chay trén Cloud AWS
Ty déng giam sé lwong instances
Tuong tu khi phan trim CPU sir dung giam xubng dudi 40%, AWS AutoScaling
s& tir dong giam sé lwong instance twong tmg. Hinh 3-5 cho thdy hai instance c6 id 13
i-090bb41345551cade va i-0c59b68e87ae8d3e4 dang duoc tat di va hoan toan bi loai
bo trong Hinh 3-6.

| Instance ID | Instance state v | Instance type ¥ | Status check Alarm status | Availability Zone Public IPv4 DNS v Public IPv4 ... ¥
i-0b136244271fe0920 @FRunning & t2.micro © 2/2 checks passed Noalarms + us-east-1a ec2-54-81-222-17.com... 54.81.222.17
i-090bb41345551cade @ shutting-d... & € t2.micro - Noalarms 4 us-east-1a ec2-52-90-95-95.comp... 52.90.95.95
i-0db12ca3c2b4c96d4 @FRunning & t2.micro © 2/2 checks passed Noalarms + us-east-1a ec2-54-196-228-160.co... 54.196.228.160
i-0c59b68e87ae8d3e4 @ shutting-d... & € t2.micro - Noalarms + us-east-1a ec2-3-91-185-49.comp... 3.91.185.49

Hinh 3-5: Giam bdt instance trén Cloud AWS


https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#InstanceDetails:instanceId=i-090bb41345551ca4e
https://us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#InstanceDetails:instanceId=i-0c59b68e87ae8d3e4
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Instance ID ‘ Instance state v | Instance type ¥ | Status check Alarm status | Availability Zone ¥ Public IPv4 DNS v Public IPv4 ...

i-0b136244271fe0920 @ Running & @ t2.micro @ 2/2 checks passed Noalarms + us-east-Ta ec2-54-81-222-17.com.. 54.81.222.17
i-090bb41345551cade © Terminated & @ t2.micro - Noalarms =+ us-east-Ta - -
i-0db12ca3c2b4c96d4 @ Running & @ t2.micro @ 2/2 checks passed Noalarms + us-east-1a ec2-54-196-228-160.co.. 54.196.228.160
i-0c59h68e87ae8d3ed © Terminated & @ t2.micro - Noalarms =+ us-east-Ta - -

Hinh 3-6. 2 instances dang chay trén Cloud AWS

Co ché co din nay hién méi dya trén CPU dang st dung trén céc instance. Dé
c6 thé tang hiéu qua co dan, co thé tich hop thém mot co ché giam sat thong luong
dir liéu dén LoadBalancer. Piéu nay 14 can thiét do ludng dir liéu thuong co dic diém
thay d6i vé& dung luong, c6 thé din dén sy ting dot bién cua thong luong mang, duoc
giam sat qua Network In Metrics trén CloudWatch. Viéc mé rong co ché co dan dé
bao gom giam sat thong luong mang s& giup dam bao tinh 6n dinh va hiéu qua cua
hé thong trong céac tinh hudng ha ting mang c6 bién dong do anh hudng cua ludng
dir ligu.

3.2.2 Hiéu qua vé ha tang mang

banh gia ve sir dung hi¢u qua ha tﬁng mang dua trén rat nhiéu khia canh, c6 thé
ké dén nhu bang thong va thong luong (bandwidth and throughput), mé hinh mang
(topology), do tré (latency), hay kha ning mat mat géi tin (packet lot). Nghién ciru
ndy danh gia hai khia canh 13 bing thong mang (network bandwidth) va do tré ciia
mang (network latency).

Thong lwong mang

Thong lvong mang 1a luong dir liéu dugc truyén thuc chat trén ha téng mang.
Thong thuong, cac nha mang déu cung cap cho ngudi ding kha ning truyén di lidu
trén ha ting mang. Kha ning nay dugc biéu thi bang con s c6 don vi thudng 1a bits
per second (bps) hodc bytes per second (Bps). Tuy viy, con s6 ndy chi mang tinh chét
Iy thuyét va thuong duoc goi 1a bing thong (network). Gia tri thuc té cua luong dir
liéu truyén trén ha ting mang chinh 1a thong lugng mang. Hinh 3-7 khi khong st
dung dién toan bién cho théy, thong luong mang st dung ludn duy tri trung binh &
mitc 18MBps. Khi st dung hai thuat toan nén Deflate va LZMA, chi s6 nay khong
c6 su thay d6i qua nhiéu va sy 6n dinh ciing khong qua 16n. Diéu nay thé hién rd nhat
d6i véi thuat toan Deflate Hinh 3-8, ¢o thoi diém c6 diém ngoai lai 1én dén 21.7MB
& luc 18:25, nhung trong khoang 15 phut dau, chi sé ludn duy tri dudi mic 19.5MB.
Thuat toan LZMA cling c6 phan ing tugng tu nhung duy tri dugc thong luong dudi
mirc 18.8MB trong mot khoang thoi gian gan 50ph dau.

L4
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Bytes
206
4.2m

7.85M
1508 510 1515 5:20 1525 5:30 1535 5:40 15:45 550 1555 600 1605 610 1615 16:20 1625 1630 1635 1640 1645 1650 1655 1700

Hinh 3-7: Thong hieong mang khi khong sir dung dién todn bién
Bytes

9.5M

7.3M

17:10 1715 1720 725 730 1735 17:40 17:45 17:50 1755 18:00 1805 10 1815 1820 1825 1830 1835

Hinh 3-8: Thong heong mang khi sir dung dién todn bién, thudt todan nén Deflate

Bytes

229M

47M
18:40 1845 1850 18:55 200 2:05 1210 19:15 19:20 19:25 1930 1935 19:40 45 150 B 2000

Hinh 3-9: Thong lirong mang khi sir dung dién todn bién, thudt todan nén LZMA

Tuy nhién, khi str dung dién toan bién 4p dung hai thuat todn nén LZ4 va Bzip2,
tac dong tich cuc dugc thay nhin thiy rd khi chi s thong lvong mang trung binh giam
dang ké xudng con khoang 14MB va 9MB tuong tng. Dic biét thuat toan Bzip2 Hinh
3-10 duy tri duoc su on dinh hon han so véi ba thudt toan con lai, cac diém ngoai lai
khong khac biét qua lon so vai gia tri trung binh. Thuat toan LZ4 Hinh 3-11 c6 thoi
gian chay 6n dinh tir lac 21:00 dén 22:00 & mic 8.4MB. Trong giai doan dau, thuat
toan nay co sy giao dong nhe trong khoang tir 15.6MB dén 22.9MB.

Bytes

229M

2005 2010 2015 2020 2025 2030 2035 2040 2045 2050 2055 2100 2105 2190 2115 2120 2125 2130 2135 2140 2145 2150 2155 2200 2205 2210

Hinh 3-10: Thong luong mang khi sir dung dién todn bién, thudt todn nén LZ4

2230 25 2500 2315 =30 2505 00:00 0015 0030 o045

Hinh 3-11: Thong luong mang khi sir dung dién todn bién, thudt toan nén Bzip2

Céac biéu d6 nay ciing cho thiy, str dung bing thong cua ha ting mang c6 su
thay d6i khi 4p dung dién toan bién. Néu coi bang thong mang khi khong sir dung cac
thudt toan nén 1a gidi han cua bang thong thi hai thuat toan nén LZ4 va Bzip2 da giap
viéc str dung ha tdng mang toi wu hon khi sir dung it bing thong hon dé truyén tai dix
liéu.

P tré mang

Chi s6 nay cho biét thoi gian can thiét dé chuyén goi tin tir noi bat dau dén diém
dich. Y tudong khi 4p dung thuat toan nén ciia nghién ctru nay 1a dé giam thoi gian
truyén nhan ban tin, tic cai thién chi sé nay. Hinh 3-12 cho thay dit liéu truyén tir
ngudn t6i dich trong ca hai truong hop khong va c6 ap dung thuat toan nén khoang 2

gidy va 1 rang khi dung luong dir lidu ting Ién thi thoi gian truyén nhén ciing ting

215

18:40



51

1én twong Gmg. Cac diém ngoai lai cho thy chi s6 nay con phu thudc vao téc d6 mang
tai thoi diém truyén, mic du dir liéu truyén di c6 dung lugng khoéng qua khac biét.
Trong Hinh 3-13, file 463.png c6 thoi gian truyén 13 12.741 gidy, trong khi file 17.png
chi mit c6 1.693 gidy

Thel glan truyén nhan

0 0.5M ™ 1.5M p1%} 2.5M 3m

Size ctia dir liéu
Hinh 3-12: M6i quan hé gitta dung lwong va thoi gian truyén dir liéu
content file _name content_length file_ type time_received time_sent
png 1699024470069 1699024457328

png

png 29069360

504609 png 1699030323806

527641 png

png

Hinh 3-13: Vi du vé cdc diém ngogi lai

Pé danh gia ki hon vé anh hudng cia thuat toan nén, nghién ctru xét dén anh
huodng cua céc thuat todn nén vadi tung loai dir lidu. Lan luot 1a dix liéu dang anh (JPG,
PNG, BMP), dit liéu am thanh (WAYV), va dit li¢u dang text (CSV). Thoi gian truyén
nhéan khong nén va c6 nén dugc normalize dé so sanh. Di vai dit licu dang anh, su
dung thuét toan nén 1én hai file dudi PNG va JPG khong qua thay doi qua rd rét nhu
trong Hinh 3-14 va 3-15. Trong bon thuat toan nén duoc sir dung, thuat toan LZMA
c6 anh hudng t6t nhat khi thoi gian gian truyén nhan chi bang khoang 0.85 lan khi

khong nén. Nhung nhiéu chung, thoi gian khi 4p dung thuat toan nén déu giam.
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Ti 1& thoi gian (Teng thai gian sau khi nén / Téng thai gian trudc khi nén) cda png

1
08
06
w
=
0.4
02
2 = deflate % zma bz2
Loai nén
Hinh 3-14: Thoi gian truyén nhdn cua file dang PNG
Ti 18 thi gian (Téng théi gian sau khi nén / Téng thai gian trude khi nén) cda jpg
1
08
0.6
@
=
04
02
g P deflate Izd lzma bza
Loai nén
Hinh 3-15: Thoi gian truyén nhdn cua file dang JPG
Ti 18 thai gian (Téng théi gian sau khi nén / Téng théi gian truéc khi nén) ctia bmp
@
=

1
0.8
0.6
04
0.2
2 bmp

deflate Izd lzma b2

Hinh 3-16: Thoi gian truyén nhén cia file dang BMP
Nguoc lai voi dir liéu dang BMP, anh huong cac thuat toan nén 1a rd rét khi thot
gian truyén nhan chi bang khoang 0.6 1an. Nhu vdy, trong cac tng dung phai sir dung
file anh, luu file anh dudi dang BMP 1a mot phuong phap nén duge can nhéc so véi
dwr liéu dang JPG va PNG.
Dbi véi dir 1iéu am thanh duoc luu dudi dang WAV, anh huong khi ap dung

dién toan bién va cac thuat toan nén ciing 1 tich cyc. Hinh 3-17 cho thay, cac thuat
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toan nén lam giam thoi giam truyén nhan xudng chi con khoang 0.65 1an so véi khi
khong nén. Thuat toan LZMA 1a thuét toan c6 anh hudng tich cuc nhét so v&i ba thuat
toan con lai, giup thoi gian guri chi con khoang 0.61 1an. Thuét toan LZ4 c6 tac dong
kém nhat khi chi giam khoang 0.7 1an. Nhu vay, cac thudt toan toan nén hoat dong
tuong d6i hiéu qua ddi véi dir liéu 4m thanh.

DPdi véi cac tép dir liéu dang text, anh hudng cua cac thudt toan nén kha giéng
dir liéu dang anh khi két qua khong c6 sy thay doi dang ké. Thuat toan LZMA dat
hiéu qua tot nhat khi giam thoi gian truyén nhan con 0.8 1an so voi khi khong nén.
Tac dong cua thuat toan Deflate va Bzip2 14 gan nhu nhau, trong khi thuat toan LZ4
chi khién thoi gian truyén nhan giam di khoang 0.1 lan.

Ti 1& thai gian (Tng thai gian sau khi nén / Téng thai gian trudc khi nén) cla wav

1
0.8
0.6
0.4
0.2
9 wav

deflate Iz4 lzma bz2

Tile

Loai nén

Hinh 3-17: Thoi gian truyén nhdn ciia file dang WAV

Ti 18 thai gian (Téng théi gian sau khi nén / Téng thai gian trude khi nén) clia csv

1
0.8
0.6
04
0.2
) csv

deflate Izd lzma b2

Tile

Loai nén
Hinh 3-18: Thoi gian truyén nhan cia file dang CSV
3.2.3 Hiéu qua vé hiéu nang tinh todan
Hi¢u ndng tinh todn dugc danh gid qua phan tram CPU duogc tdn dung trong

nghién ctru nay. Khi khong ap dung dién toan bién, phan trim CPU sir dung trén
Amazon AWS dat trong khoang tir 15.7% dén 22.2%, Hinh 3-19. Thém vao dé, do
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su thay doi cua dung lugng dit 1éu truyén nhan, phan trim nay c6 nhiéu diém ngoai

lai. Su khong 6n dinh nay c6 thé giam tudi tho sir dung cua thiét bi phan cing nay.

Hinh 3-19: Hiéu ning tinh todn khi khong sit dung dién todn bién

Khi 4p dung dién toan bién véi hai thuat toan nén Deflate va LZMA, phan trim

CPU khong c6 sy thay d6i qua nhiéu vé mat 6n dinh. Thuat toan Deflate Hinh 3-20

con gy su bat 6n dinh hon khi khéng 4p dung nhung cac diém ngoai lai c¢6 bién d6

khong con 16n bang khi khong ap dung thuat toan nén, chi dat 20.7% trong khi 22.2%

1a phan trim diém ngoai lai 16n nhat khi khong ap dung thuat toan nén. Thuit toan

LZMA c6 anh huong tich cuc hon khi trong 50ph giai doan dau, phan trim CPU duoc

duy tri 6n dinh dudi 19.4%. Trong giai doan sau ndy, chi s6 nay c6 thoi diém ting
vot 1én 23.8%.

1840 18:05 1850 18:55 9:00 2:05 12:10 1915 19:20 19:25 1930 1935 19:40 o:45 9:50 19:55 2000

Hinh 3-21: Hiéu nang tinh todn khi s dung dién todn bién, thudt todn nén LZMA

Hai thuat toan LZ4 Hinh 3-22 va Bzip2 Hinh 3-23 c6 anh huong tich cuc hon
rat nhiéu. Thuat toan LZ4 c6 ty 1én phan trim CPU st dung trung binh trong sut
khoang thoi gian khao sat dat khoang 15%. Tur lac 21:00 trd di, chi s6 nay dugc duy
tri 6n dinh & mirc 9.42%. Trong khi do, thuat toan Bzip2 dat duoc su 6n dinh khoang
10% trong sudt khoang thoi gian khao sat. Pang chu ¥ 13 cac diém ngoai lai ciing
khong bao gid vuot qué gidi han 12%.

38

158

2005 2000 2095 2020 2025 2030 2035 2040 2045 2050 2055 2100 2105 2196 2145 2120 2125 2130 2135 2140 2145 2150 2155 2200 2205 2210

Hinh 3-22: Hiéu nang tinh todn khi sir dung dién todn bién, thudt toan nén LZ4

2230 2245 2300 233 2330 2345 00:00 0015 00:30 0045

Hinh 3-23: Hiéu nang tinh todan khi sir dung dién todn bién, thudt toan nén Bzip2
Chi s0 nay c6 su tuong dong vadi chi s6 thong lugng mang duoc danh gia & trén.

Anh huong cta ha ting mang 18n chi s6 thong luong c6 rat nhiéu yéu to. Su twong
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ddng nay, cho thiy anh hudng cia ha ting mang ciing c6 su tac dong 1én hiéu ning
tinh todn tai phia Cloud sur dung.

3.2.4 Hiéu qud vé tai nguyén luu triv

Trong bon thuat toan nén su dung, anh huong cua cac thuat todn nay lén céac
loai dit liéu khac nhau s& khac nhau, din dén phai khao sat véi lan luot tung loai dir
lidu. Két qua khao sat duoc thé hién qua biéu dd cot da dugce normalize véi size ban
dau co dung lugng 1a 1 ¢ truc tung, truc hoanh thé hién nam loai file twong ung la khi
chua nén, va nén véi thuat todn tuong ing thé hién & tén bz2, deflate, 1z4, va lzma.

Dir lieu dang anh

Trong tap dir liéu dugc sau khi dugc gidi ma tor ma hda Base64 véi extension
da biét trudc 1a JPG, PNG, va BMP. Két qua thuc nghiém cho thiy, bon thuat toan
nén st dung gan nhu khong 1am thay déi dung luong cua céc file anh dang JPG va
PNG. Piéu nay 1y giai vi sao thoi gian truyén nhan cia hai dang file nay khong c6 su
thay doi dang Ké. Trong khi d6 file anh dang BMP c¢6 su thay ddi rd rét, dac biét voi
thuat toan nén Bzip2 khi dung luong chi bang 0.8 dung luong ban dau.

Ti 18 size (Téng size sau khi nén / Téng size trudc khi nén) clia png

1
08
0.6
0.4
0.2
0
png

deflate Izd lzma b2

Tile

Loai nén

Hinh 3-24: So sdnh ti [¢ size trudc va sau nén cua tép PNG

Ti 1@ size (T6ng size sau khi nén / Téng size trudic khi nén) cta jpg

1
08
0.6
0.4
0.2
g e 24

Tile

deflate lzma bz2

Loai nén

Hinh 3-25: So sdnh ti [¢ size trudc va sau nén cua tép JPG
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Ti 1@ size (T6ng size sau khi nén / Téng size trudic khi nén) cia bmp

1
0 I I I
bmp

deflate Iz4 lzma bz2

°
©

Tile
°
Y

s

o

Loplnen
Hinh 3-26: So sdnh ti [¢ size trudc va sau nén tép BMP
Dir lieu am thanh
Trai nguoc voi dit liéu dang anh, anh hudng cua thudt toan nén Ién dir li€u nay
1a vo cung dang ké. Dir liéu sau khi nén cho két qua t6t hon, vé&i thuat toan LZ4, dir
lidu giam khoang 20% so v&i dit lidu goc va véi thuat toan BZ2 giam khoang 55% so
v6i dir liéu gbc.

Ti 18 thai gian (Téng théi gian sau khi nén / Téng thai gian trude khi nén) clia wav

1
0.8
0.6
04
0.2
) wav

deflate Izd lzma b2

Tile

Loai nén

Anh 3-3: So sanh i 1¢ size trude va sau nén tép wav
Dir liéu van ban
DPéi voi tép dataset dang xét, thi cac thuat todn nén hoat dong tdt nhat d6i véi
cac loai dir liéu dang text khi dir liéu sau nén giam t6i thiéu khoang 40% va tbi da
khoang 60%.
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Ti 1@ size (T6ng size sau khi nén / Téng size trudic khi nén) clia csv

Tile

g = deflate Iz lzma b2

Loai nén
Hinh 3-27: So sdnh ti [¢ size trudc va sau nén tép csv
Nhu vy, anh hudng cta céc thuat todn nén 1én kha nang luu trix 14 v6 cung dang
ké. Bang céch tiét kiém tai nguyén luu trix, chi phi van hanh va thué tai nguyén cia

cac nha cung cap Cloud cling sé dugc giam dang ke.
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CHUONG 4: KET LUAN

Bai nghién ctru nay di khao sat cac phwong phap xir Iy ludng dit liéu cho cac

tmg dung IoT cung cap boi Amazon va Google; tir d6 dé xuat moé hinh xtr 1y ludng

dir liéu dya trén mo hinh dién toan bién va tinh nang co dan cua dién toan dam may.

Mo hinh di¢n toan bién duogc xay dung véi bon thuét toan nén 1a Deflate, LZMA,

LZ4, va Bzip2 nham tbi uvu vé st dung ha ting mang, hiéu ning cua tai nguyén tinh

todn va luu trir. Mot s6 két luan cua do an rut ra bao gom:

1.

Co ché co dan mic dinh cung cip ciia AWS c6 thoi gian phan (mg cham, chua
dap tmg duoc day du cac yéu cau xur 1y thoi gian thuc cta ludng dit lidu trong
cac ung dung IoT. Trong twong lai, dé han ché thoi gian phan img, mé hinh co
dan can phai duogc tich hop cac phuong thirc du bao dwa trén cic giai thuat
Machine Learning.
Can thu nghiém véi cac thuat toan nén khac dé mang lai hiéu qua vé ha téng
mang, tai nguyén tinh toan va luu trlr mot cach rd rét hon. Thém vao do, viéc
lya chon thuat toan nén phu hop voi kiéu dit liéu 1a can thiét dé tang hiéu qua
cua mo hinh dién toan bién.
Yéu cau vé phan tich thoi gian thuc ctia ludng dir lidu chua dugc chi trong &
nghién ctru nay, vi vy mé hinh twong lai can giai quyét yéu cau nay.

KIEN NGHI VA GIAI PHAP

Tap dit 1iéu thyc nghiém can duoc mo rong voi nhiéu loai dit loai va tir nghiéu
ngudn khac nhau
Céc phuong phap danh gia hiéu qua vé ha tang mang, tai nguyén tinh toan va

lIuu trir can duoc xem xét ki hon.
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