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LOI CAM DOAN

T6i xin cam doan ludn an: "Nghién citu cdc giai phdp phdt hién tan cong web
st dung web log va ndi dung két hop anh man hinh trang web" 1 céng trinh nghién
ctru ctia chinh minh dudi sy hudng dan khoa hoc cua tap thé thiy hudng dan. Luan
an st dung thong tin trich dan tir nhiéu ngudn tham khao khac nhau va cac théng tin
trich dan duogc ghi rd ngudn gbe. Céac két qua nghién ctru cia toi duge cong bd chung
vé6i cac tac gia khac dd duogc sy nhét tri cua dong tac gia khi dua vao luan an. Céc sb
lidu, két qua duoc trinh bay trong luan 4n 14 hoan toan trung thuc va chua tirng dugc
cong bd trong bat ky mot cong trinh nao khic ngoai cac cong trinh cong bd cia tac
gia. Két qua thuc nghi€ém cuda luan an duoc luu trit trén tai khoan Github cia NCS
https://github.com/tronghung-nguyen/PhD.

Luan an dugc hoan thanh trong thoi gian to61 lam nghién ctru sinh tai Hoc vién

Khoa hoc va Cong nghé, Vién Han 1am Khoa hoc va Cong ngh¢ Viét Nam.

Ha Noi, Ngay thang nam 20

Tac gia luan an

Nguyén Trong Hung
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LOI CAM ON

Thuc hién ludn 4n tién si 13 mot thach thic rat 10n, mot qua trinh nghién ctu
doi hoi sy tap trung va kién tri. Hoan thanh chuong trinh nghién ctru sinh va duoc
cong bd nhitng két qua trong qua trinh nghién ctru t6i thuc su thdy hanh phuc. Day
khéng chi 13 nd lyc ca nhin, ma con 1a sy hd tro va giup d& nhiét tinh cta cac Thay

huong dan, Hoc vién, b mon, cac don vi ho trg dao tao, dong nghiép va gia dinh.

Trude hét, toi xin guri 101 cam on chan thanh va sdu sic t6i PGS. TS. Hoang
Xuan Dau va PGS.TS. Nguyén Ptrc Diing dd quan tdim hudng dan va giup d& toi

trong sudt qua trinh thuc hién va hoan thanh luan an.

Toi1 xin chan thanh cam on Lanh dao Vién Cong nghé thong tin — Vién Han
lam Khoa hoc va Céng ngh¢ Viét Nam, Hoc vién Khoa hoc va Cong nghé — Vién Han
lam Khoa hoc va Cong ngh¢ Viét Nam, da tao diéu kién thuan loi cho toi trong thoi
gian nghién ctru va hoan thanh luén &n. Té1i cling xin cdm on Lanh dao Khoa An ninh
mang va PCTPSDCNC — Hoc vién An ninh nhan dan va déng nghiép da ho tro, dong
vién t0i trong qué trinh nghién ctru va thyc hién luan an.

Cubi cung, t6i xin guri 101 cam on v6 han t6i gia dinh d& ludn ¢ bén canh, chia
sé, dong vién toi nhitng luc khé khan, hd tro ca vé vat chat 1an tinh than trong subt

qué trinh nghién cuu.

Ha Noi, Ngay thang nam 20

Tac gia luan an

Nguyén Trong Hung
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MO PAU
1. TINH CAP THIET CUA LUAN AN

Ngay nay, cac tmg dung trén nén web (goi tit 1a tng dung web) gém cac
website va web portal dd va dang dong gop rat 16n vao viée phd cap thong tin, hoat
dong quang ba tin tirc, cac co so dit lidu, va nhiéu Gng dung truc tuyén trén mang
nhu: cac gian hang truc tuyén, tro choi dién tir tryc tuyén va mang x3 hoi [1]. Céac
tmg dung web di 1am thay d6i ca thé gidi tir khi xudt hién vao dau nhitng nim 90 cta
thé ky trudc. Theo théng ké tir  tinh dén cudi nam 2022, thé gi6i c6 khoang trén 5,3
ty nguoi dung cac ung dung trén internet, vdi sé luong website trén toan thé gidi 1a
gan 2 ty trang web. D6 13 nhitng s6 lidu noi 1én su bung nod, phét trién manh mé cia
cac ung dung web va ngudi ding trén d6. Di kém véi su phat trién nay 1a nhitng nguy
co, thach thirc ma cac to chirc va nguoi sir dung ca nhan phai d6i mat, nhu cac hinh
thirc tAn cong mang nodi chung va cac hinh thire tin cong tmg dung web néi riéng [2]
[3]. Theo théng ké dén quy 3 nam 2018 2 ghi nhan 129.722 website trén toan cau da
bi tin tic tAn cong va chiém quyén diéu khién. Céac hinh thirc tdn cong chu yéu khai
thac cac 16 hong bao mat tmg dung web nhu: SQLi (SQL injection), XSS (Cross Site
Scripting), CSRF (Cross-Site Request Forgery), CMDi (Command Injection), duy¢t
duong din, webshell, thay d6i giao dién, HTTP DdoS [4] .

Theo bao cao an ninh mang tir Cystask®, trong nam 2019 trén thé gi6i c6 hon
560.000 vu tin cong vao cic trang web, trong d6 Viét Nam c6 9.300 trang web bi
xam nhap, xép thir 11 trén thé gidi va thi 3 tai Dong Nam A. Theo s lidu bao cdo
“Mdi de doa tir API va mg dung web nam 2022”tir cong ty cong nghé Akamai?
chuyén vé an ninh mang, cung cép cac dich vu bao mat web va internet cho théy, chi
tinh riéng ntra ddu nam 2022 s6 cudc tan cong khai thac Gtng dung web va API trén
toan cau 1a khoang 9 ty luot, sb luong nay da ting gip 3 1an so voi nira ddu nim 2021.
Trong sb cac cudc tin cong nay thi hinh thirc tin cong khai thac chu yéu 1a SQLA,
duyét duong dan, khai thac cac tép cuc bg, khai thac XSS. Tai Viét Nam theo s6 liéu
tir Cuc An toan thong tin, trong 11 thang dau nim 2022, dd co t6i 11.213 cudc tin

cong mang hudng vao Viét Nam, tdng 44,2% so véi cung ky nam 2021. Trong do, co

1 A. Petrosyan, "Global number of internet users 2005-2022," Statista, 23 2 2023. [Online]. Available:
https://www.statista.com/statistics/273018/number-of-internet-users-worldwide/. [Accessed 7 2023].

2 "CyStack Security Report Q3 2018," CyStack, [Online]. Available: https:/s.cystack.net/resource/home/wp-
content/uploads/sites/4/CyStack Security Report Q3 2018-1.pdf. [Accessed 9 2021].

3 N. Dang, "B4o cdo an ninh website thuc hién boi CyStack," CyStack, 2023. [Online]. Available:
https://cystack.net/vi/blog/viet-nam-co-hon-9300-trang-web-bi-tan-cong-trong-nam-2019. [Accessed 5 2023].
4 Akamai, "Akamai Web Application and API Threat Report," 2022.



3.930 cudc tan cong gia mao (phishing), ddc biét c6 1.524 cudc tAn cong thay ddi giao

dién trang web (deface), 5.759 cudc tan cong phén mém doc hai (malware).

Do tinh chét nguy hiém cua tan céng web ddi véi cac co quan, to chic va ca
nhan, nhiéu giai phap da duoc nghién ctru, phat trién va trién khai dé phat hién, phong
chdng tin cong web, nhu sir dung tudng lira web (WAF), hé théng phat hién xam
nhap web (Web IDS - Intrusion Detection System), kiém thir xAm nhap [5] [6] [7].
Nhin chung, hién nay c6 hai hudng tiép cn chinh trong phat hién tin cong web: (1)
phat hién dya trén ddu hiéu, chit ky va (2) phat hién duwa trén bat thuong [7] [8] [9].
Céc giai phap theo hudng tiép can (1) sir dung cac quy tic, tap luat, chir ky dé phat
hién cac cudc tin cong web. Phuong phap nay cho do chinh xéac cao, ty 1& duong tinh
gia thap, tuy nhién né lai khong phat hién dugc nhitng cudc tan cong moi do nhiing
tan cong ndy chua dugc mo ta bai cac quy tac, tap luat, chir ky da co. Cac giai phap
theo hudng tiép can (2) phat hién dua trén bat thuong 13 “van dé tim ra cac mau trong
dir liéu khong pht hop v6i hanh vi mong mudn - the problem of finding patterns in
data that do not conform to expected behavior” [10] [11]. Cac thuat toan dya trén
thong ké tir 1au da duoc sir dung dé phat hién cac bat thuong [10] [12]. Ngoai ra, phat
hién bat thuong con dya trén mot s6 k¥ thuat va thuat toan nhu: dua trén hoat dong
hoac ngudng, moé hinh Markov, m6 hinh Moment hoac d¢ 1éch chuan trung binh, mé
hinh hoc may va cac thuat toan di truyén [10] [13]. Uu diém cua phat hién dua trén
bat thudng 13 nd cho phép phat hién cac cudc tin cong méi do khong yéu cau co trude
cac thong tin vé cac cudc tin cong. Nhuoc diém chinh ctia phat hién tin cong dua
trén bat thuong 13 ty 1¢ canh bao sai (gom ty 1& duong tinh gia va ty 16 am tinh gia)

con tuong ddi cao so voi k¥ thuat phat hién dua trén diu hiéu, chir ky.

Hoc may 1a mot trong nhiéu k¥ thuét duoc sir dung trong phat hién bat thuong
[10] [13]. Pac biét, vdi sy phat trién manh mé& cua cong nghé trong thoi dai 4.0, hién
nay cac mo hinh hoc may, hoc sau ngay cang dugc st dung nhu mdt trong nhirng
phuong phap tiép can phd bién trong phat hién bat thuong [11]. K§ thuat hoc may
duogc str dung dé xay dung mo hinh phan biét giita cac 16p binh thuong va cac 16p bat
thuong. Phu thudc vao sy sin c6 cua dir liéu duoc dan nhin, c6 thé su dung cac mo
hinh hoc may c6 giadm sat, ban giam sat hodc khong giam sat. Trong khi cdc m6 hinh
hoc may c6 giam sat yéu cAu toan bd dit litu duge dan nhin, cac mod hinh hoc may
ban giam sat chi yéu cAu mot phén dir liéu duoc dan nhan, con cdc mo hinh hoc may
khong gidm sat co thé xur 1y dir li¢u khong duoc dan nhan. Nho st dung dir liéu duoc
dan nhan, cac mo hinh hoc may c6 giam sat thuong cho do chinh xéc cao, ty 1€ canh
bao sai thdp va téc do xir Iy nhanh [11]. Trén thuc té, huéng phat hién cac dang tin

cong web st dung hoc may, hoc sau dua trén viéc phan tich log, phan tich ndi dung,



két hop hinh anh chyp man hinh trang web dugc quan tim nghién ciru trong nhing
nam gan ddy va cho nhiéu két qua kha quan [7] [14] [15] [16] [17] [18] [19] [20] [21].

Tir cac phén tich trén, ludn 4n tap trung nghién ctru cac k¥ thudt phat hién tan
cong web dua trén hoc may va hoc sau - mot bién thé thudc hudng tiép can (2) — phat
hién bat thudng. Ngoai kha ning phat hién duoc cac dang tin cong chua xuét hién
trong dit 1iéu huén luyén, c6 thé tur dong hoa qua trinh xdy dyng moé hinh phét hién
tan cong web tir tap dit liéu hudn luyén. Nho vay, co thé giam nhan luc chuyén gia

cho viéc x4y dung thu cong cac tap luat, tap dau hiéu, chir ky phat hién.

Cu thé hon, luan an tap trung nghién ctru theo hai hudng chinh: huéng (i) phat
hién cac dang tan cong web co ban, bao gom SQLi, XSS, duyét dwong dan, CMDi va
huéng (ii) 1 phat hién tdn cong thay doi giao dién trang web. Theo hudng (i), co thé
liét ké cac dé xuat cho phat hién tdn cong web tiéu biéu, nhu AMNESIA [22],
Swaddler [23], CANDID [24] va Torrano-Gimenez va cong sy [25]. Cac nghién clru
nay sur dung cac phuong phap nhu ra quét ma nguodn Gng dung web [22], hay nhu
phan tich trang thai bén trong ciia img dung web va tim mdi quan hé giita diém thyc
thi quan trong cta (mg dung web va trang thai bén ngoai. Mot cach tiép can khéac
trong phat hién tin cong web trong hudng (i) 12 sit dung hoc may, hoc sau, tiéu biéu
va ¢ tiém nang gdm Betarte va cong su [14], Liang va cong su [15], Pan va cong su
[16], Saiyu Hao va cong su [7]. Cac nghién ctru nay st dung cac phuong phap hoc
may truyén thong va mot sb thuat toan hoc sau dé xay dung mo hinh phat hién tan
cong web. Tuy vay, chua c6 nhiéu cong trinh st dung bo dir liéu tir web log va cac
nghién ctru nay thuong chi thyc hién phat hién dugc mdét hinh thiuc tan cong trén mot
tap dir liéu thir nghiém cu thé. Do dd, ludn dn nay tiép tuc nghién civu phdt hién dong
thoi cdc dang tan céng web thuwong gdp, bao gom SOLi, XSS, duyét dwrong dan, CMDi

dua trén dir lieu web log sur dung cac mo hinh hoc mdy co giam sat.

Theo huéng (i), cac k¥ thut thuong duoc st dung dé phat hién tin cong thay
d6i giao dién trang web bao gdm cac k¥ thudt don gian, nhu so sanh Checksum, so
sanh diff, phan tich cdy DOM (Document Object Model) va cac ky thuat phuc tap,
nhu str dung cac thuat toan hoc may, hoc sau, hodc phuong phap thdng ké [17]. Phat
hién tin cong thay doi giao dién trang web dua trén cac ki thuat don gian chi co thé
ap dung hiéu qua véi cac trang web tinh — 13 nhiing trang it ¢6 su thay d6i vé hinh
thirc va ndi dung. Nguoc lai, phat hién tin cong thay d6i giao dién trang web dya trén
cac k¥ thuét phire tap c6 thé ap dung hiéu qua véi ca cac trang web tinh va trang web
dong - 13 nhing trang c6 su thay d6i, cap nhat thuong xuyén vé hinh thirc va ndi dung.
Mot s6 dé xuit tidu biéu co thé liét ké 1a cac nghién ciru [17] [18] [19] [26] [27] [28].



Tuy vay, mot s6 dé xuat co do phirc tap cao, yéu cau tai nguyén tinh toan 16n. Ngoai
ra, hau hét cac nghién ctru da c6 chi tap trung sir dung mot loai dic trung lién quan
dén no6i dung trang web ma chua c6 sy két hop céac loai dic trung dién hinh, gdm noi
dung va hinh anh cua cua trang web bi tin cong thay d6i giao dién. Do vdy, ludn dn
tdp trung nghién ciru phwong phdp phat hién tan cong thay doi giao dién trang web
s dung cac thudt toan hoc sdu va két hop cdc dac trung van ban/ngi dung va hinh
thikc thé hién - la anh chup man hinh trang web dé cai thién hiéu sudt phat hién cua
mé hinh, c6 xem xét dén thoi gian phdt hién dé mé hinh dé xudt c6 khd néng trién

khai thuc té.
2. MUC TIEU CUA LUAN AN

Muc tiéu chung cua ludn an 1a nghién ctru, dé xuat moé hinh phat hién tan cong

web dua trén k¥ thuat hoc may va hoc sau. Cu thé, luan an tap trung vao cac muc tiéu sau:

- Nghién ctru, danh gia, cac phuong phap, k¥ thuat, giai phap, cong cu phat

hién tan cong web.

- Nghién ciru dé xuat mo hinh phat hién cac dang tin cong web thuong gip
dua trén k¥ thuat hoc médy c6 giam sat st dung dit liéu web log, nham nang cao do

chinh xac, giam canh bao sai, dong thoi cho phép phat hién nhiéu loai tin cong web.

- Nghién ctru dé xuat mo hinh phat hién tin cong thay doi giao dién trang web
dua trén k¥ thuat hoc sau va két hop hai loai dic trung van ban va hinh anh cia trang

web, nham nang cao do chinh xac, gidm canh bdo sai.

- Cai dat, thtr nghiém va danh gia cidc mé hinh phat hién tin cong web di dé

XUAt str dung cac tap dir li¢u da duogc cong bd va tap dir liéu thu thap thuc té.

3. POI TUQNG NGHIEN CUU VA PHAM VI NGHIEN CUU

- Bbi tuong nghién cuu la cac dang tAn cong web, bao gém: SQLi, XSS,

CMDi, duyét dudng din va tan cong thay ddi giao dién trang web.

- Pham vi nghién ctru giéi han trong cac ky thuat, giai phap phat hién tdn cong

web, cu thé:

e Phat hién tin cong web co ban nhu: SQLi, XSS, CMDi, duyét dudong
dan sir dung web log;

e Phat hién tn cong thay ddi giao dién trang web dua trén viéc st dung
ddc trung van ban va anh man hinh trang web.

e Cac thuat toan, md hinh hoc mdy truyén théng, hoc sau sir dung trong
cac mo hinh phat hién tin cong web.



4. PHUONG PHAP NGHIEN CUU

Luan 4n sir dung phuong phap nghién ctru 1y thuyét két hop véi phuong phap
thue nghiém. Trong d6, phuong phap nghién ctru 1y thuyét duoc sir dung dé thuc hién

cac cong viéc sau:

- Nghién ctru nén tang 1y thuyét vé tin cong web, bao gdm khai quat vé& web
va dich vu web, tdng quan vé tAn cong web, cac dang tdn cong web thudng gip, khao

sat danh gia cac phuong phap phat hién tdn cong web hién co;

- Nghién ctru nén tang 1y thuyét vé hoc may, hoc sau cho luan an, bao gém
khai quat vé hoc may, mot s6 thuat toan hoc may c6 giam sat, mot sb thuat toan hoc
sau, phuong phap danh gia va cadc d¢ do danh gid moé hinh phat hién dya trén hoc may

va hoc sau;

- Khao sat, danh gia cac dé xuét, giai phap da co cho phat hién tan cong web,

trén co s d6 tong hop cac wu diém, nhugc diém lam co sé cho dé xuat cua luan an;

- Lwa chon, dé xuat cac dic trung, xay dung cac moé hinh phat hién cac dang tin

cong web.

Phuong phap thuc nghiém duoc str dung trong luan an dé thuc hién cac phan

viéc sau:

- Khao sat va xay dung cac tap dit liéu vé tan cong web dua trén web log va
lua chon tap dir liéu phu hop cho thuc nghiém,;

- Cai dat va thyc nghiém cac mé hinh phat hién tan cong web dé xuat trong

luan &n, danh gia, so sanh cdc moé hinh dé xuét voi cac md hinh, dé xuit da co.
5. CAC PONG GOP CUA LUAN AN

Pong gop thir nhit cia luiin an 13 & xuit mo hinh phat hién cac dang tin
cong web dua trén hoc may sir dung cac dic trung ky tu trong dit liéu truy van URI
trich xudt tir web log (cu thé 13 cac ?query_string trong URL 1y do lua chon truy van
nay dugc phan tich tai muc 2.3.1. Gidi thi¢u mé hinh). Cac thuét todn hoc may co
giam sat duoc st dung gdm Rirng ngiu nhién, Cay quyét dinh, Naive Bayes va SVM.
Mo hinh dé xuat cho do chinh xé4c cao, ty 1¢ canh béo sai thap, thoi gian xtr Iy nhanh,
pht hop bai toan giam sat mot luong web log rat 16n trong thuc té. Két qua cua dong
g6p nay dugc phan tich tai muc 2.3.6. Nhan xét.

Pong gop thir hai ciia luin an 14 dé xuit mo hinh phat hién tin cong thay d6i
giao dién trang web dua trén hoc sau sir dung cac dic trung vin ban trich xuat tir trang

web két hop véi cac dic trung hinh anh man hinh trang web. Thuat toan hoc sau sir



dung 12 BiLSTM (Bidirectional LSTM) cho xur 1y dic trung van ban thuan va
EfficientNet cho xir Iy anh man hinh. Trong dé xuat ndy, cic dic trung van ban va
anh man hinh trang web duogc lya chon lam dit liéu twong ing cho cac mé hinh hoc
sdu thanh phan 1a BiLSTM va EfficientNet; Két qua cia mé hinh 1 sy két hop cua 2
m6 hinh phat hién thanh phan. Két qua cua dong gép nay dugce phén tich tai muc
3.5.5. Nhan xét

6. BO CUC CUA LUAN AN
Luén 4n duge bd cuc thanh ba chuong vdi ndi dung nhu sau:

Chwong 1. Tong quan vé phat hién tan cong web gidi thiéu khai quat vé
web va dich vu web, cac 10 héng bao mat web theo OWASP, cac dang tan cong web
thuong gap, mot sb giai phap va cong cu phat hién tdn cong web. Tiép theo, chuong
nay gidi thiéu khai quat vé hoc may, hoc sdu va moé ta mot s6 giai thuat hoc may cé
giam sat va hoc sau str dung trong cidc mo hinh phat hién tan cong web dugc dé xuat
trong chwong 2 va chuong 3. Phan cudi ctia chuong chi ra hai van dé s& dugc giai

quyét trong luan an.

Chuwong 2. Phat hién tan cong web dwra trén hoc may sir dung web log gidi
thiéu khai quat vé web log, mot sd dé xuat phat hién tin cong web st dung hoc may,
danh gia wu nhuoc diém ctia cac dé xuat. Phan cudi cua chuong nay thuc hién viéc
xay dung, cai dat, thir nghiém va danh gid moé hinh phat hién tan cong web thuong

gap dua trén hoc may sir dung web log.

Chuwong 3. Phat hién tin cong thay ddi giao dién trang web giéi thiéu khai
quat vé tAn cong thay ddi giao dién, cac phuong phap phét hién tin cong thay ddi giao
dién, so sanh cac phuong phap phat hién thay doi giao dién sir dung dic trung anh
chyup man hinh trang web. Phan cudi cua chuong thuc hi¢n viéc xay dung, cai dat,
thir nghiém va danh gia mo hinh phat hién tin cong thay ddi giao dién trang web dua
trén hoc sau st dung két hop dic trung anh chup man hinh va dic trung nodi dung van

ban cua trang web.

Cuoi cung la phan Két ludn cua luén an.



CHUONG 1. TONG QUAN VE PHAT HIEN TAN CONG WEB

Chirong ndy trinh bay khdi qudt vé web va dich vu web, cdc dang tin cong
web thwong gdp, mot sé gidi phdp va ky thudt phdt hién va tong quan vé mot sé gidi
thudt hoc mdy va hoc sdu cing cdc dé do sir dung cho cdc dé xudt trong chirong 2 va
chwong 3 ciia ludn dn. Phan tiép theo trong chwong nay la trinh bay cdc hudng nghién

civu, wu va nhwoe diém tir d6 dwu ra cdc van dé can gidi quyét trong ludn dn.
1.1. Khai quat vé web va dich vu web
1.1.1. Cdc dinh nghia
Dich vu web (Web service): To chitc World Wide Web Consortium (W3C) dinh

nghia Dich vu web 1a hé thong phan mém cho phép cac may khac nhau twong tac vi
nhau thong qua mang. Cac dich vu web dat duoc nhi€ém vu nay véi sy tro giup ctua
cac tiéu chuan m@, bao gdm XML, SOAP, WSDL va UDDI [29]. Tuy nhién, theo mot
nghia rong hon Dich vu web la hé théng dich vu mang dua trén giao thire HTTP, cung

cap ndi dung trén nén web.

Ung dung web (Web application) 1a3 mot phan mém ung dung chay trén nén
web [30]. Ung dung web ciing duoc van hanh dya trén giao thitc HTTP theo mé hinh
khach chu (Client/Sever). Mot tng dung web c6 thé gdm céc thanh phan: May khach
web/trinh duyét web (Web client/web browser), May chu web (HTTP/web server),
URL/URI (Uniform Resource Identifier), Web session va cookie, Bo dién dich va
thuc hién cac server script, Cac server script (CGI — Common Gateway Interface),
May chii co s& dit liéu va Ha ting mang TCP/IP két ndi gitra may khach va may chu
web [31].

Website 1a tap hop cua cac trang web duoc cai dat va chay (host) trén may chu
web. Nhu vay, website 12 mot phan cua tng dung web. Trang web (Web page) 1a mot
phan cua mot website cung cap mot dau muc ndi dung hay maot tinh ning cu thé cua
website. Ngén ngit thuong dung dé tao c4c trang web 1a HTML.

Trong noi dung luan an nay, nghién cau sinh tap trung nghién ctru cac dang
tan cong co ban 1én cac (ng dung web va céc website.

1.1.2. Giao thirc HTTP

Giao thirc truyén siéu van ban (HTTP — Hyper-Text Transfer Protocol) 14 giao
thire thudc ting tng dung thudc bd giao thite TCP/IP dugce sir dung cho truyén siéu
van ban (Hyper-Text). HTTP 1a giao thtrc nén tang trong van hanh dich vu web va
cac ung dung web. Ngoai HTTP, HTTPS (Secure HTTP) con dugc stir dung cho cac



g dung web ¢ yéu cau dam bao an toan thong tin truyén giita may khach (Client)
va may chu (Server). Cong dich vu chuan cia HTTP va HTTPS twong tGng 1 80 va
443. Giao thitc HTTP ¢6 3 dic diém co ban, bao gdm khong hudng két ndi, doc 1ap
v6i thong tin truyén va khong trang thai. Giao thire HTTP hd trg mot sé phwong thirc
(method) dé may khach co thé giri yéu cau 1én mdy chu. Cac phuong thirc bao gdm:
GET, HEAD, POST, PUT, DELETE, CONNECT, OPTIONS va TRACE.

Phuong thirc GET duoc st dung dé truy van thong tin tir may chu st dung mot
dia chi web. Céc yéu cau st dung phuong thitc GET chi nén truy van dit liéu va khong

nén c6 anh hudng (thay do6i) dén dir licu.

Phuong thire HEAD tuong tu nhu phuong thirc GET, nhung chi ¢6 dong trang
thai va phan tiéu dé duoc chuyén tir may chi dén may khach.

Phuong thitc POST dugc sir dung dé guri dit liéu dén may chu, chang han thong
tin khach hang, file tai 1én,... dugc guri 1én may chu sir dung HTML form.

Phuong thirc PUT duoc st dung dé thay thé tat ca cac biéu dién hién tai cua

tai nguyén dich bang ndi dung tai 1én.

Phuong thirc DELETE duoc st dung dé xo6a tat ca cac biéu dién hién tai cua

tai nguyén dich cho bdi mot dia chi web.

Phuong thirc CONNECT dugc sir dung dé thiét 1ap dudong ham téi may chi

duoc xac dinh boi mot dia chi web nhét dinh.

Phuong thic OPTIONS dugce sir dung dé mé ta cac tity chon truyén thong cho
tai nguyén dich.

Phuong thitc TRACE dugc stir dung dé thuc hién mot phép kiém tra vong lap
lai (loop-back) theo dudng din dén tai nguyén dich.

1.1.3. Kién tritc trng dung web va cdc thanh phén

Hinh 1. 1 biéu dién kién trac chuin cua hé théng tng dung web (hay ngin gon
1a tng dung web), trong 6 mé ta cac thanh phan ctia mot ing dung web va giao tiép
giita chung. Theo d6, cac thanh phan cia mot ing dung web gdm Web Browser (Trinh
duyét web), Web Server (May chu web), Application Server (May chu tng dung),
Data (Kho chira dit liéu — thudng 1a co sé dit liéu), File System (Hé thong file trén
may chu) va External System (Céc hé théng bén ngoai). Web Browser tao va giri yéu
cau vé trang web (Page Request) dén Web Server. Néu d6 1a yéu cau trang web tinh,
Web Server sé doc ndi dung trang tir File System va gui trang web cho Web Browser.

Néu d6 1a yéu cau trang web dong, Web Server s& chuyén yéu cau cho Application



Server xr Iy. Application Server s& dich va thuc hién ma script trong trang web dé
tao két qua. Application Server c6 thé can truy nhap Data, File System, hoic External
System dé xir Iy yéu cau. Két qua xir 1y yéu cau duoc chuyén lai cho Web Server dé

tao trang web va guri cho Web Browser. [31]

G véu cdu May chu ieng
trang web . dung web i}
(Page (Application _Iﬂ(hﬁ dir
Request) May chi Server) lidu(Data)
— Y
web
— (Web
Trinh duyét Server) I Ca A
web " ﬁ i He thong mo
ity rong (External
File hé théng System)
(File System)

Hinh 1. 1. Kién tric chudn cia img dung web [31]

Mot tng dung web c6 thé gdm cac thanh phan: May khach web/trinh duyét
web (Web client/web browser), May chu web (HTTP/web server), URL/URI, Web
session va cookie, B dién dich va thuc hién cac server script, Cac server script (CGI

— Common Gateway Interface) va May chu co s¢ dir li¢u [31].

- Trinh duyét web: Trinh duyét web 1a bd phan mém chay trén may khach co
chtic ning tao yéu cau, gii yéu cau va hién thi phan hoi/két qua tra vé tir may chi
web. Trinh duyét web c6 kha nang hién thi nhiéu loai dit liéu cta trang web: van ban,
hinh anh, 4m thanh, video,... Trinh duyét ciing hd tro kha ning lap trinh bang céc
ngdn ngit script (nhu Javascript), xir Iy cac ngdn ngit HTML, XML, CSS,... Mot s6
trinh duyét thong dung bao gém: Microsoft Internet Explorer, Google Chrome,

Mozilla Firefox, Opera, Apple Safari,... [31]

- Mdy chii web: May chu web tiép nhan yéu cau tir trinh duyét web, xur 1y yéu
cAu va tra vé ddp itng. Cac dap tng thuong 1a cac trang web. Néu 13 yéu ciu truy nhap
cac file tinh, may chu web truy nhap hé théng file cuc bg, doc ndi dung file va gui
két qua cho trinh duyét. Néu 1a yéu cau truy nhap céc file script, may cha web chuyén
cac script cho bo xir 1y script. Script ¢6 thé bao gdm cac 1énh truy nhap co sé dit liéu
dé xir 1y dir licu. Két qua thuc hién script dugc chuyén lai cho may chu web dé tao
thanh dap trng va gt cho trinh duyét [31].

C6 nhiéu loai may chi web dugc trién khai str dung trén thuc té, trong do6 cac

may chu web théng dung nhit bao gdm: Mozilla Apache web server, Microsoft
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Internet Information Services (IIS), nginx (NGINX, Inc), Google web services, IBM
Websphere va Oracle web services.

- URL va URI: URL (Uniform Resource Locator) con goi la dia chi web, la
mot chudi ky tu cho phép tham chiéu dén mot tai nguyén. Dang thong dung ctia URL:

scheme://domain:port/path?query_string#fragment id, trong do:

+ scheme: chi giao thirc truy nhap (http, https, ftp,...)

+ domain: tén mién, vi du www.google.com

+ port: s6 hiéu cong dich vy; voi cong chuan (http 80 hoic https 443) thi khong
can chi ra s6 hiéu cong

+ path: duong din dén tén file/trang

+ ?2query_string: chudi truy vin, gdm mot hodc mot sb cip tén bién=gia tri. Ky
tu va (&) duge ding dé ngin cach cac cap

+ fragment_id: mot tén lién két dinh vi doan trong trang.

URI (Uniform Resource Identifier) 1a mot chudi ky tu dung dé nhan dang mot
dia chi web hodc mot tén. URI c6 thé 1a URL hoic URN (Uniform Resource Name),
trong d6 URN duoc dung dé nhan dang tén cua tai nguyén, con URL dugc dung dé

tim dia chi, hodc vi tri ctia tai nguyén [31].

Hinh 1. 2. Céc thanh phan cia URI

- Web session va cookie: Web session (phién lam vi¢c web) 1a mdt k¥ thuat cho
phép tao ra ting dung web co6 trang thai (stateful) van hanh trén giao thic HTTP khong
trang thai (stateless). May chu web tao ra va luu mot chudi dinh danh (ID) cho moi
phién (Session) theo yéu cau ctia may khach. Phién cho phép may cht web nhan dang
ngudi dung va xau chudi cac yéu cau HTTP ctia mdi ngudi dung. Thoi gian hoat dong
ctia mdi phién tly thudc vao cdu hinh may chu web. Vi du, sau ding nhép thanh cong,
may cht web tao mot phién lam viéc cho nguoi dung va khong yéu ciu théng tin

ding nhap véi cac yéu cau truy nhép tiép theo cho dén khi két thuc phién lam viéc.
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Cookie con goi 1a HTTP cookie, hay Browser cookie 1a mot mau thong tin do
website giri xuéng va dugc luu trén trinh duyét khi nguoi ding thim website. Khi
ngudi dung thim website trong twong lai, website c¢6 thé doc lai thong tin trong cookie
dé biét cac hoat dong trudc d6 cua ngudi dung. Cookie thuong duoc sir dung dé luu

thong tin phién lam viéc va duy tri trang thai phién lam viéc [31].

- B¢ dién dich va thuc hién cdc server script: Céac bo dién dich va thuc hién
cac server script (script engine), hay mo to script c6 nhi€ém vu nap, dich va thuc hién
tirng dong 1énh script trén may chu web. Do hau hét cac mé to script 1am viéce theo
ché d6 thong dich (interpretation) nén toc do thudng cham so véi cac ting dung da
duoc bién dich ra ma thyuc hién. Noi chung, nhiéu bo dién dich va thuc hién cac server
script co thé dugc cai dat va 1am viée véi mot may chu web. Co thé ké dén mot sb
mo to script thong dung: Microsoft ASP, ASP.NET, PHP engine, Perl, Python engine,
JVM/JSP [31].

- Cac server script: Cac server script la cdc doan ma dugc nhiing vao cac trang
web HTML dé thuc hién cac cong vi¢e xu 1y dir li€u va tra vé két qua dé tao noi dung
cho trang web. Céc server script dugc may chi web chuyén cho cac mé to script dé
dich va thyuc hién. Két qua thuc hién script dugc chuyén lai cho may chu web. Mét
s6 ngodn ngit 1ap trinh cho server script: ASP (VBScript), ASPNET (C#), PHP, Perl,
Python, JSP (Java) [31],...

- May chii co s6 dir liéu: May chi co s& dir lidu thuong dugc stir dung dé quan
tri cac co so dit li¢u chura dir li¢u tao cac trang web dong. Mot trang web dong la trang
web ma noi dung ctia né chi duge tao ra khi co yéu cau tir ngudi dung thong qua may
khach. NoO1 dung cua cac trang web dong thuong dugc luu trit trong co s& dir ligu.
Khi ¢6 yéu cau truy van ctia nguoi dung, may chi web thuc hién cac server script dé
truy nhap va xir 1y dir liéu tir co sé dit liéu. Két qua thuc hién script duoc chuyén lai
cho web server dé tao nodi dung trang web [31].

1.2. Tong quan vé tin cong web
1.2.1. Gi6i thiéu vé tin cong web

T4n cong web, hay tin cong tng dung web 1a viéc loi dung nhirng diém yéu,
16 hong ton tai trén hé thdng website, tng dung web dé thuc hién cac hanh vi khai
thac, danh cip dir 1iéu nhay cam ton tai trén hé thong [32]. Ciing theo [32], gan day
6 t6i 75% cudc tan cong mang duogc thue hién & cap do tng dung web. Lun 4n nay

tap trung nghién ciru cac giai phap phat hién cac dang tan cong web thuong gip, bao
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gdm tan cong SQLI, tdn cong XSS, tin cong CMDi, tan cong duyét duong din, tan

cong thay d6i giao dién.

Phén tiép theo Luén 4n s& trinh bay cu thé hon cic nguy co va 16 hong bao mat
web duoc liét ké theo t6 chirc OWASP, gdm top 10 nguy co va 16 héng bao mat web
cac phién ban 2013, 2017 va 2021.

1.2.2. Top 10 nguy co va l6 héng bdo mdit web theo OWASP

Céc 16 hong bao mat trong cac tmg dung web 1a cac diém yéu cho phép tin tic
tan cong danh cip dit liéu ngudi dung, dir liéu hé théng, kiém soat Gmg dung web,
hodc tham chi kiém soat ca hé thong may chu chay tng dung web. OWASP (Open
Web Application Security Project - http://www.owasp.org) [33] 1a mot du an cOng
d6ng mo hoat dong v4i muc dich ting cuong an toan cho cac ung dung web. Nam
2021, OWASP khoi dong du an “OWASP Top 10 - 20217 nham dua ra danh sach top
10 16 hong bao mat nghiém trong nhét trong cac ng dung web nam 2021 nham thay
thé cho danh sach top 10 15 héng bao mat nghiém trong nhat dwa ra nam 2017. Trudc
ban cap nhat nam 2017, t6 chirc OWASP d c6 cac lan cap nhat danh sach cac 16 héng
nghiém trong cho Uing dung web vao cac nam 2003, 2004, 2007, 2010, 2013. Trong
n6i dung Luan an, NCS chi 1am 16 sy thay doi trong cac 1an cap nhat Top 10 15 hong

bao mat cia OWASP qua cac ndm gan nhat, gom 2017 va 2021.

Bang 1. 1. So sdch thay doi trong Top 10 16 hong theo OWASP 2017, 2021

OWASP Top 10 — 2017 OWASP Top 10 - 2021
A1:2017-Injection A01:2021-Broken Access Control
A2:2017-Broken Authentication A02:2021-Cryptographic Failures
A3:2017-Sensitive Data Exposure A03:2021-Injection
A4:2017-XML External Entities (XXE) | A04:2021-Insecure Design
A5:2017-Broken Access Control A05:2021-Security Misconfiguration

A06:2021-Vulnerable and Outdated

A6:2017-Security Misconfiguration Components

A07:2021-Identification and
Authentication Failures
A08:2021-Software and Data Integrity

A7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization

Failures
A9:2017-Using Components with A09:2021-Security Logging and
Known Vulnerabilities Monitoring Failures
A10:2017-Insufficient . :
Logging&Monitoring A10:2021-Server-Side Request Forgery

Duéi dy 1a mo ta ngan gon top 10 16 hong bao mat nam 2021 theo OWASP:
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- Al. Broken Access Control
V1 tri trong nam 2017 1a AS, tuy nhién trong nam 2021 da tang lén A1.

Quan ly diéu khién truy cép cta ngudi dung khong duoc kiém soat chit ché,
khién ngudi dung c6 thé truy cap dugc cac thong tin nhay cam ctia ngudi dung khac
hoic str dung cac quyén trai phép hodc khong mong mudn, ching han thay d6i thong
tin nguoi dung khac, xda stra cac thong tin, ... Vi du: khi mot ngudi dung thong

thudng cua mot ing dung web c6 thé truy cip cac chic ning quan tri.
- A2. Cryptographic Failures
Vi tri trong nam 2017 12 A3, tuy nhién trong nam 2021 da ting 1én A2. Nhiéu

ung dung web khong c6 cac co ché @1 manh dé bao vé cac dit liéu nhay cam, nhu
thong tin thé tin dung, s6 an sinh xa hoi va thong tin xac thuc nguoi ding. Ké tan
cong cod thé danh cép, hoac chinh stra cac thong tin nhay cam dé lam dung, hoac truc
loi. Do vy, can c6 cac co ché bd sung dé bao vé cac thong tin nhay cam, nhu ma hoa
va han ché quyén truy nhdp vao cac files chtra thong tin nhay cam (file luu mat
khau,...).

- A3. Injection

Vi tri trong nim 2017 1a A01, tuy nhién trong nam 2021 da xudng A03. Chén
ma 13 dang 16 hong bao mat cho phép tin tic chén ma vao dir lidu gui dén va duoc
thuc hién trén hé théng nan nhan. Trong nhiéu nim, chén ma ludn duge danh gia 13
dang 15 hong bao mat nghiém trong nhét, bi khai thac pho bién nhat va hau qua cia
khai thac 16i chén mi ciing thuong ning né nhat. Cac dang 16 hong chén ma thudng
gip bao gém: Buffer overflow (Tran bd dém), SQL injection (chén ma SQL),
XPath/XQuery injection (chén ma XPath/XQuery), LDAP lookups / injection (chén

ma LDAP) va Shell command injection (chén céac 1énh Shell).

- A4. Insecure Design

Pay 1a mot 16 hong méi xuat hién, khong thudc vao cic nhom trong nim 2017.
Dy 14 toan bo cac 16 hong cudi cung xuit hién do cac nha thiét ké phan mém khong
tinh dén tinh bao mat. Bé dugc bao vé doi hoi cac nha nghién ctru cn phai phan tich
céc chién luge va cac quy trinh thiét ké ctia minh va dam bao rang c6 giai phap bao
mAt cang sém cang tot.

- AS5. Security Misconfiguration

Vi tri trong nam 2017 1a A6, tuy nhién trong ndm 2021 d3 ting 1én A5. L5i cAu

hinh sai bao mat 1a van dé thudng gip, day thuong 13 két qua cta cdu hinh mic dinh



14

khong an toan, cAu hinh khong déy du hoac dac biét viéc Iuu trén hé théng cloud, tiéu
dé HTTP duoc cau hinh sai va thong bao 15i chira cac théng tin nhay cam. Tét ca cac
hé diéu hanh, thu vién va Gng dung khong chi dugce cdu hinh an toan ma con phai

duoc cap nhét cac ban va kip thoi.
- A6. Vulnerable and Outdated Components

Vi tri trong ndm 2017 1a A9, tuy nhién trong nam 2021 tang 1én A6. Céac thanh
phan, bao gém cac thu vién, cac framework va cac mé dun phan mém hau nhu duoc
chay vé6i quyén truy nhap dy di nhu nguoi dung kich hoat tmg dung. Néu mot thanh
phan c6 chira 16 hong bi khai thac c6 thé gdy ra viéc mat mat nhiéu dit lidu, hodc may
chti ¢6 thé bi chiém quyén diéu khién. Cac (mg dung sir dung cac thanh phan chua 18
hong di biét c6 thé 1am suy giam kha nang phong vé ciia ing dung va cho phép thuc

hién nhiéu loai tdn cong lén hé¢ théng.
- A7. Identification and Authentication Failures

Vi tri trong nam 2017 13 A2, tuy nhién trong nim 2021 da giam xudng A7.
Khau x4c thuc (authentication) va trao quyén (authorisation) dugc sir dung kha phd
bién trong cac (mg dung web. Néu cac khau xac thuc va trao quyén khong du manh

thi d6 14 16 hong dé ké tan cong truy nhap danh cip thong tin.
- A8. Software and Data Integrity Failures

Pay 1a mot 16 hong méi, tuy nhién no ciing bao gdbm mot phan tir A8 thudc
nam 2017. Céc 15i vé tinh toan ven ciia phan mém va dit liéu lién quan dén ma va co
s& ha téng khong bao vé trude cac cudc tAn cong vao tinh toan ven. Mgt vi du vé diéu
nay la khi mét ing dung dya vao céc plugin, thu vién hodc mo-dun tur cac nguén, kho
Iwu trir va mang phan phdi ndi dung (CDN) khong dang tin cdy. Puong dan CI/CD
khong an toan co thé din dén kha ning truy cap trai phép, ma doc hai hodc xam nhap
hé thé)ng. Cubi cung, nhiéu ung dung hi¢n bao gff)m chirc ndng ty dong cap nhat, noi
cac ban cap nhat dugc tai xuéng ma khong can x4c minh tinh toan ven déy du va duoc
ap dung cho tng dung dang tin cy trudc d6. Nhitng ké tin cong c6 kha ning tai 1én
cac ban cap nhat cua riéng ho dé duoc phan phéi va chay trén tat ca cac ban cai dat.

- A9. Security Logging and Monitoring Failures

Vi tri trong nim 2017 1a A 10, tuy nhién trong nim 2021 ting l1én A09. Ldi ghi
nhat ky va giam sat khong day du cing véi viée tich hop thiéu hodc chua hiéu qua
ddng b v6i qua trinh phan tmg su ¢b, cho phép ké tin cong vao hé thdng va c6 thé

chuyén huéng sang nhiéu muc tiéu khac trong hé théng.
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- A10. Server Side Request Forgery (SSRF)

Pay 1a mot 16 hong mai, 16i SSRF xay ra bat cir khi nao ung dung web dang
tim nap tai nguyén tir xa ma khong xac thuc URL do nguoi dung cung cip. N6 cho
phép ké tin cong ép tmg dung giri mot yéu cau thu cong dén mot diém dén khong
mong muén, ngay ca khi dugc bdo vé boi tuong Itra, VPN hodc mdt loai danh sach

kiém so4t truy cip mang (ACL) khéc.
Nhan xét: Qua cac lan cap nhat 2013, 2017 va 2021 thi co ban cac 16 hong

tmg dung phd bién van 1a Al-Injection tuy c6 bién d6i nhe trong ndm 2021, tuy nhién
chtng van nam trong top 10. Mot s6 16 hong méi xuat hién cling dwoc OWASP liét
ké trong danh sach top 10. Trén thyc té di xuat hién cac loai hinh tdn cong web khai

thac cac 16 hong nay.
Phan tiép theo ctia Luan 4n s& mo ta chi tiét cic cac dang tan cong web thuong gip.
1.2.3. Cdc dang tin cong web thwong gap

C6 thé ké dén cac dang tdn cong, xam nhap phd bién vao cac website, (ing
dung web (goi tat 1 tAn cong web), bao gom tin cong chén ma SQL (SQLi — SQL
injection), tin cong XSS (Cross-Site Scripting), tin cong CSRF (Cross-site Request
Forgery) [34], tin cong chén dong 1énh (CMDi — Command injection), tan cong duyét
duong din, tdn cong DoS/DDoS va tin cong thay d6i giao dién [33] [31] [35]. Cac
tan cong web, gdom SQLi, XSS, CMDi, Duyét duong dan dugc phat hién sir dung
thong tin trich xudt tir dir liéu weblog; Tan cong thay doi giao dién trang web dugc
phat hién dua trén ddc trung van ban va danh man hinh trang web.

1.2.3.1. Tin céng SOLi

T4n cong chén ma SQL 1a mot ky thuat cho phép ké tin cong chén ma SQL
vao dir li¢u guri dén may chu va cudi cung duogc thyc hién trén may chu co sé dir liéu
[36] [37] [38]. Ty vao mirc d6 tinh vi, tan cong chén ma SQL c¢6 thé cho phép ké tan
cong (1) vuot qua cac khau xéac thuc nguoi dung, (2) chen, stra ddi, hodc x6a dit liéu,
(3) danh cép cac thong tin trong co s dit liéu va (4) chiém quyén diéu khién hé théng
may chi co s& dit liéu. Tan cong chén ma SQL 1a dang tin cong thudng gip & cac
g dung web, céc trang web c6 két ndi dén co s dit liéu. Hinh 1. 3 biéu dién mot

dang tAn cong SQLi nham trich xut dir lidu trai phép tir co so dit lidu.



https:/fsqlinjectiable.com/ Select*from user where

Tuserid=789 orl=1 userd="T89 or 1=1
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Ké tin cong Web API server Co sa dir liéu
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Ké tin cong
nhin durge tat ca dir liéu

Tri vé dir lidu
tir tit ca khach hang

Hinh 1. 3. Mét dang tan céng SOLi (SOL Injection)

C6 2 nguyén nhan cua 16 hong trong tmg dung cho phép thuc hién tin cong
chén ma SQL: (1) Dit lidu dau vao tir ngudi dung hodc tir cac ngudn khac khong duge
kiém tra hodc kiém tra khong k¥ ludng va (2) Sir dung cac cdu 1énh SQL dong trong

g dung, trong d6 ¢o thao tac ndi dir liéu ngudi dung véi ma 1énh SQL gdc.
1.2.3.2. Tin céng XSS

Tan cong Cross-Site Scriting (XSS — M script lién site, lién mién) 1a mot
trong cac dang tin cong phd bién nhat vao cac Gmg dung web. XSS xuét hién tir khi
trinh duyét bit dau hd trg ngon ngir JavaScript. M3 tin cong XSS dugc nhing trong
trang web chay trong 10ng trinh duyét véi quyén truy nhap cua ngudi dung, c6 thé
truy nhép cac thong tin nhay cdm cua nguoi dung luu trong trinh duyét [39] [38] [40].
Do mi XSS chay trong 1ong trinh duyét nén n6é mién nhiém véi cic trinh quét cac

phan mém ddc hai va cac cong cu bao v¢ hé thong.

T4n cong XSS thuong xuat hién khi trang web cho phép nguoi dung nhap di
lidu va sau d6 hién thi dir liéu 1én trang. Ké tin cong co6 thé khéo 1éo chén ma script
vao trang va ma script cua ké tan cong duogc thuc hién khi nguoi dung khac tham lai
trang web d0, néu tmg dung khong duoc loc cic ma dic biét nay thi co thé s& 1a ngudn
cho d6i tuong tan cong khai thac chiém doat tai khoan, dau doc cookie, hay tan cong
tir chdi dich vu (DoS) [38]. Tty theo muc dich va mitc d6 tinh vi, XSS c6 thé cho

phép ké tan cong thuc hién cac thao tac sau trén hé thong nan nhan:
- Panh cap thong tin nhay cam cta ngudi dung luu trong Cookie cua trinh duyét
- Gia mao hop di thoai dang nhap dé danh cép mat khau

- Bit phim g tir ngudi dung dé danh cap thong tin vé tai khoan ngan hang,

email, va thong tin dang nhép cac dich vu tra tién,...



17

- Str dung trinh duyét dé quét cac cong dich vu trong mang LAN

- Lén 1t cau hinh lai bd dinh tuyén ndi bd dé bo qua tudng lira cia mang ndi bo
- Tu dong thém ngudi dung ngau nhién vao tai khoan mang xa hoi

- Tao méi trudng cho tin cong CSRF .

C6 thé chia tan cong XSS thanh 3 loai chinh: Stored XSS (XSS luu trit),
Reflected XSS (XSS phan chiéu) va DOM-based/Local XSS (XSS dua trén DOM
hodc cuc bd) [31] [38].

1.2.3.3. Tan céng CMDi

Tan cong CMDi 1a viéc khai thac vao 16 hong tng dung web cho phép ké tan
cong dua cac 1énh cua hé diéu hanh trén may chi ung dung vao dir liéu ngudi dung
dudi dang cookie, biéu mau, tiéu d&¢ HTTP dé xam pham ung dung va dir liéu trén
may chu [41] [42]. Tan cong CMDi c6 thé dugc chia thanh 2 loai [41] [42]: (1) Chén
1énh dya trén két qua: ké tan cong s€ chén mdt ma ddc hai vao ing dung va ing dung
nay phan hoi v6i 16 hong. Dua trén dau ra 13 16 hong duoc phan hoi ké tin cong co
thé stra d6i thong tin dau vao dé thu thap thong tin can thiét; va (2) Blind Command
Injections: ké tan cong chén ma doc hai vao ung dung dé bi tan cong va tng dung
nay khong giri lai phan héi nao. Do d6, két qua khong dugc hién thi trén man hinh
nén luc nay ké tin cong co thé str dung hai phuong phap 14 k¥ thuat dya trén thoi gian
(Time based technique) hodc k¥ thuat dua trén tép (File based technique) dé thu thap

thong tin can thiét.
1.2.3.4. Tan céng duyét dwong dan

T4n cong duyét dudng din 1a viée ké tAn cong khai thac 16 héng tng dung web
dé thuc hién doc cac tép tiy ¥ trén may chu tng dung web, dir liéu co thé 1a ma tng
dung va co sé dit liéu, thong tin ddng nhap cta hé thong va tép nhay cam. Trong mot
s6 truong hop, ké tin cong c6 thé ghi vao cac tép tiy ¥ trén may chi, cho phép sira
d6i dit liéu va cudi cung 13 kiém soat hoan toan may chu [43] [44] [45]. Bang 1. 2 liét

ké mot s6 mi tin cong duyét dudng din vao may chu web [45] [44].

Badng 1. 2. Mét s6 mau URL tin cong duyét dwong dan vao mdy chii web [44]

http://example.com/../../../../../some/file
http://example.com/..%255c..%255¢..%255csome/file
http://example.com/..%u2216..%u2216some/file
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1.2.3.5. Tdn céng thay doi giao dién

Tan cong thay doi giao dién website (Website Defacement Attack) 1a dang tdn
cong lam thay d6i ndi dung trang web va théng qua d6 thay doi hinh thirc hién thi cta
trang web [46] [47]. Tan cong thay d6i giao dién trang web thudng dugc thuc hién
thong qua viéc khai thac mot $6 18 héng tdn tai trén hé théng web, nhu SQLi hoac
XSS. C6 nhiéu dong co din dén cac cudc tin cong thay doi giao dién cac website.

Céc dong co tan cong chinh c6 thé duoc chia thanh 3 nhém chinh:

- Canh béo cac 10 hong trén cac website: cac cudc tan cong thuoc nhom nay
thuong dugc thuc hién boi céac tin tac “mi trang”, hodc cdc nhém bdo mat mang,

nham canh bdo vé cac 10 hong bao mat ton tai trén cac website dén ngudi quan tri.

- Thé hién ban than: cac cudc tan cong thudc nhom nay thuong duoc thuc hién
bo1 cac tin tac tré tudi, hodc cac ca nhan madi tim hi€u vé bao mat, thich thé hién ban
than, thich dugc noi tiéng.

- Tra thu, hoac cac muc dich ton giao, chinh tri: cdc cude tan cong thuéc nhém
nay thuong duoc thuc hién boi cac tin tac chuyén nghi¢p, nham tra thu ca nhan, hoac

c6 lién quan dén cac xung dot ton gido, chinh tri, hodc ¥ thirc hé.
1.3. Phat hién tan cong web
1.3.1. Khdi qudt vé phdt hién tin cong web

Trudc miac do nguy hiém cua cac cudc tin cong vao dich vu web, nhiéu giai
phap phong chdng di duoc nghién ciru va tng dung vao thuc té nham phat hién va
ngin chin cac cudc tAn cong nay nhim bao vé website, ing dung web va nguoi ding
web. N6i chung, c6 3 hudng tiép can phong thu dbi vi cac cude tAn cong nay, bao
gom (1) kiém tra, x4c thuc tat ca dit liéu dau vao, (2) giam cac bé mit tan cong va (3)
str dung chién luge “phong thi theo chiéu sau” [33] [48] [49]. Cu thé, hudng tiép can
(1) yéu cau tat ca dir liéu dau vao cho cac ing dung web phai duogc kiém tra ki ludng
st dung cac bo loc dit liéu dau vao va chi nhitng ddu vao hop phap méi duge chuyén
sang cac budc tiép theo dé xir 1y. Mt khac, hudng tiép cin (2) yéu cau chia tng dung
web thanh nhiéu phan va sau d6 ap dung céc bién phap diéu khién truy cap phu hop
dé han ché quyén truy cap ctia ngudi dung. Ddi voi hudng tiép can (3), mot sd bién
phap phong thu dugce trién khai trong cac 16p ké tiép nhau dé bao vé cac trang web,
ung dung web va nguoi dung web.

Trong cac muc tiép theo, luan an khao sat mot sd giai phap, cong cu va ky
thuat cho giam sat, phat hién cac dang tin cong web — 12 mot phan quan trong trong

huéng tiép can (3) sir dung chién luge “phong thi theo chiéu sau”.
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1.3.2. Cdc gidi phdp va cong cu phdt hién tin cong web

C6 nhiéu giai phap, cong cu phat hién tin cong web dugc phat trién va trién
khai tmg dung trén thuc té, nhu VNCS Web Monitoring [50], Nagios Web
Application Monitoring Software [51], Site24x7 Website Defacement Monitoring
[52], ModSecurity [53], Snort IDS [54], Acunetix Vulnerability Scanner, App
Scanner [55] va Abbey Scan®, WebOrion Defacement Monitor®, Visualping’, Imperva

Application Security [56], Fluxguard [57].

VNCS Web monitoring [50] 1a giai phap cho phép giam sat nhiéu website dong
thoi dya trén thu thap, xtr 1y va phan tich log truy cap sit dung nén tang Splunk do
cong ty co phan Cong nghé An ninh khong gian mang Viét Nam phat trién. Han ché
cia VNCS Web monitoring 14 van dé van chuyén khéi luong log tir cc may chu vé
trung tdm xur 1y doi hoi dudng truyén 6n dinh véi thong luong 16n. Ngoai ra, day la

giai phap thuong mai nén chi phi lap dat va van hanh twong ddi cao.

Nagios Web Application Monitoring Software [51] 1a bd cong cu cho phép
giam st cac website, cac ng dung web, cac giao dich web va dich vu web, bao gdm
cac tinh ning nhu gidm sat tinh sin dung, gidm sat dia chi URL, giam sat trang thai
HTTP, giam sat ndi dung, phat hién chiém quyén diéu khién website va giam sat
chtng chi s6 SSL. Han ché chil yéu ctia Nagios 1a giai phap thuong mai nén chi phi

lap dat va van hanh cao.

Site24x7 Website Defacement Monitoring [52] 1a dich vu giam sat, phat hién
tin cong thay di giao dién website. Uu diém cua dich vu ndy 13 cai dit don gian va chi
phi dau tu ban dau thip. Tuy nhién, dich vu chi phi hop véi cac trang web ¢ noi
dung tinh, hoic it thay d6i va khéng phu hop véi cac trang c6 ndi dung dong, nhu cac
trang thuong mai dién tir hay cac dién dan.

ModSecurity [53] la mot dang tuong loa timg dung web (WAF - Web
Application Firewall) duoc str dung dé loc cac truy van nguoi sir dung giri dén céac
may chu web. ModSecurity co thé duoc cai dit trén may chu dé bao vé nhiéu website,
ngan chin hau hét cac dang tdn cong vao website nhu SQLi va XSS [58]. Uu diém
ctia ModSecurity so voi cac giai phap WAF thuong mai 1a md md, mién phi, gon nhe
va duoc tich hop sau vao cac may chit web, nhu may chit Apache HTTP. Han ché cua

ModSecurity 1a kha ndng tuong thich vdi cac may chu web.

5 "Abbey Scan," Misterscanner, [Online]. Available: https://misterscanner.com. [Accessed 5 2021].

6  "WebOrion Defacement Monitor," Banff Cyber Technologies, [Online].  Available:
https://www.weborion.io/website-defacement-monitor/. [Accessed 5 2021].

7 "What is Visualping?," Visualping, [Online]. Available: https://visualping.io/. [Accessed 7 2023].
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1.3.3. Cdc ky thudt phdt hién tin cong web

C6 nhiéu ky thuat phat hién tin cong web dugce dé xuat va ing dung trong
nhirng nim qua. Muc nay trinh bay 2 nhém k§ thuat phat hién tin céng web sir dung
phd bién, bao gém (1) phat hién dya trén chit ky, mau hodc tap luat [59] va (2) phat
hién duya trén bat thudng [60] néi chung va phat hién st dung cac mé hinh hoc may
va hoc sau noéi riéng.

1.3.3.1. Phat hién dwa trén chir ky va tap ludt

Phét hién tan céng, xdm nhdp ndi chung va phat hién cac dang tin cong vao
mg dung web néi riéng dua trén dau hiéu, chir ky (signature), mau (pattern), hodc
luat (rule) 1a phuong phap phat hién tan cong, xdm nhap dua trén viéc tim hay so khdp
tap chir ky ciia cac tin cong, xam nhap da biét voi cac dit liéu giam sat thu thap duoc.

Mot tAn cong, xAm nhap dugc phat hién khi co it nhat mot so khép chir ky thanh cong.

Host system or R Pre-processing Statistical analysis
network sniffer
A
Response manager Alert manager " Signature matching

Knowledge Base Long-term storage

Hinh 1. 4. Kién triic gidm sdt phdt hién tan cong, xam nhdp dwa trén chir ky

Hinh 1. 4 md ta kién trac giam sat, phat hién tin céng, xAm nhap dua trén chir
ky. Theo d0, chir ky cta cac tn cong, xAm nhép da biét dugc xay dung va luu trit vao
co so dir liéu (Knowledge Base) trong giai doan xay dung. Trong giai doan giam sat,
cac dir liéu duoc thu thap tir hé théng, hoac giao tiép mang duogc dua qua cac khau
tién xtr Iy dé 1am sach va chuan hoa. Tiép theo, cac dit liéu giam sat duoc so khép
(Signature matching) véi co s dit lidu chit ky dé phat hién tin cong, xAm nhap. Két
qua phat hién duoc chuyén cho cac thanh phan canh bao (Alert manager) va phan hoi
(Response manager) dé xtr 1y. Dé hé thong c6 kha niang phat hién cac dang tan cong

moi, co s dit li¢u chir ky can dugc cap nhat thuong xuyén.
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K¥ thuat phat hién tan cong, xam nhap dya trén chit ky ¢6 wu diém 1a c6 kha
nang phat hién nhanh va chinh xéac cac dang tan cong da biét. Tuy nhién, k¥ thuat nay
c6 nhuoc diém 13 khong c6 kha ning phat hién cac dang tan coéng chua cé trong tip
chit ky phat hién, vi du tin céng khai thac 16 hong zero-day do chit ky ctia chiing chwa
duogc cap nhat vao co so dir liéu. Ngoai ra, viéc xay dung va cap nhat co s¢ dit li€u

chit ky thuong duoc thyc hién thi cong, nén tén nhiéu cong stc.

C6 thé liét ké mot sd nghién ciru phat hién tan cong web st dung cac tap chit
ky hoac luat nhu: SQLCheck [42], OWASP ModSecurity Core Rule Set [53],
Abhishek Kumar Baranwal [61] va cOng su, Jesus Diaz-Verdejo [62] va cOng su,
SQL-IDS [63], XSS-GUARD [64] va SQLGuard [65].

OWASP ModSecurity Core Rule Set (CRS) [53] 1a mot bo luat dugc phat trién
boi du an OWASP dé phat hi¢n nhiéu loai tan cong web dugc liét ké trong Top 10 cia
OWASP véi ty 18 canh bao sai thap. CRS ¢6 thé duoc sir dung vdi ModSecurity —mo-
dun di kém véi may chi web Mozilla Apache. Uu diém cua CRS 1a dugc hd tro va
cap nhat thuong xuyén bai OWASP va cong dong bao mat web toan cau. Tuy nhién,
vi CRS bao gom mdt s6 luong khé 16n cac luat nén né twong dbi cong kénh va co thé
gip su cb tuong thich khi duoc tich hop vao cac tuong lira tmg dung web khac hogc duogc

str dung voi cac may chi web khéc, chang han nhu méy chii web Microsoft IIS.

SOL-IDS [63] 1a mot hé théng phat hién tan cong SQLi dya trén dic ta. Y
tuong chinh cia k¥ thuat nay 1a xay dung mot tap luat dic ta cau tric cla cic cu
1énh SQL hop 1é ma tng dung sinh va chuyén dén may chu co s dit liéu dé thuc hién.
Trén co so tap ludt mod ta cdu trac cdu truy van SQL hop 18, hé thdng gidm sat cac
truy vin SQL, tién hanh phan tich tir vung, ct phap va ciu tric cac cau 1énh SQL giri
dén dé phan loai chiing. Hinh Hink I. 5 minh hoa kién trac SQL-IDS.
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Specifications

b Valid
Query

Query Event -
Web Monitoring Database
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Hinh 1. 5. Kién triic hé thong SOL-IDS
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Cac két qua thtr nghiém ban dau cho thay hé thong dé xuét c6 do tré thap va
phat hién chinh x4c tit ca cc tin cong SQLI véi ty 1é canh bao sai 1a 0%. Ngoai ra,
SQL-IDS dugc cai dat nhu moét proxy gitra may chu web va may chu co sé dir ligu
nén co6 thé sir dung dé bao vé nhiéu website ma khong yéu cau chinh stra ma ngudn
clia trang web va co s& dit liéu. Tuy nhién, hé théng dé xuit chua duoc thir nghiém
v6i cac tap dir liéu 16n va can duoc danh gia toan dién hon trong méi trudng thir
nghi¢m thuc té. Ngoai ra, viéc xay dung tap luat duoc thuc hién thu cong nén tiéu tén

nhiéu thoi gian, dic biét v6i cac hé théng tmg dung web c6 quy md 16n.

XSS-GUARD [64] 1a mdt framework cho phép gidm séat va ngan chan cac dang
tan cong XSS thong qua viéc sinh va so sanh mot trang bong (shadow page) véi trang
thuc (real page) tir phan hoi cia may chii web trude khi guri trang thue cho may khach.
Trang bong 1a mot trang duge sinh song hanh véi trang thuc tir phan hoi ciia may chit
web véi ciing ma gdc ctia trang, nhung véi dit liéu dau vao sach (khong c6 ma script)
duoc tao tu dong c6 cung do dai véi dir ligu dau vao thuc. Hinh 1. 6 biéu dién kién
truc cua XSS-GUARD.

HTTP Request from client HTTP Response from client

Web Application @ @
fffffff O G

¥ Hosted Web i RealPage ...... : R
Application o Application with 3 Xss
Transformer 5 Inlined Shadow Prevention
i Page Generator . "
| Shadow Page |
Pre-Deployment View Post-Deployment View @

Hinh 1. 6. Kién tric ciia XSS-GUARD

Uu diém cia XSS-GUARD la khong can phai sir dung céc bd loc XSS cong
kénh va phai cap nhat thuong xuyén. Cac thir nghiém cho thay, XSS-GUARD c6 kha
nang ngin chin kha hiéu qua cac dang tin cong XSS va céac thil thudt vuot qua cac
bo loc dé xuat boi OWASP [33]. Tuy nhién, k¥ thuat dé xuat lam ting tai dang ké cho
may chu khi phai lién tuc sinh céc trang bong song hanh véi trang thue cho mdi yéu
cau tir ngudi dung. Ngoai ra, hé thdng XSS-GUARD duya vio trinh duyét dé thyc hién
mot s6 tinh nang trén yéu cau HTTP, nhu quét, tach tir, giam ndi dung, ... nén s& gip

phai vin dé twong thich gitta cac nén tang trinh duyét khac nhau.

SOLGuard [65] va SOLCheck [42] rat gidng nhau vi ca hai déu sir dung xac
thue cdy ct phap cta cac 1énh SQL dé phat hién cac cudc tan cong SQLI. Do d6, luan
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an chi thuc hién danh gia vé SQLGuard. SQLGuard 1a mot hé thong phat hién va
ngan chan SQL1i dua trén viéc xac thyc cay ci phap cia 1énh SQL. SQLGuard xay
dung va so sanh cdy cu phap cta 1énh SQL trudce khi chén dir liéu dau vao cua ngudi
dung va cy ct phap ctia nd sau khi chén dit liéu dau vao cua ngudi dung. SQLGuard
c6 thé phat hién cac cudc tin cong SQLI vi dau vao SQLI thay d6i cdy ct phap cia
1énh SQL trong khi dau vao hop 1é khong thay d6i ciy ct phap cua 1énh SQL. Cac
thir nghi€ém xac nhan réng SQLGuard co thé phat hién céac cudc tAn cong SQL1 mot
cach hiéu qua. Tuy nhién, phuong phap duoc dé xuit yéu cau xay dung thi cong cac
ciy cu phap cua tit ca cac 1énh SQL hop 1é cta ing dung web. Hon nita, nd yéu cau
sira d0i ma ngudn Java cua (mg dung web, diéu nay khong phai khi nao ciing ¢ thé

thuc hién duoc.
1.3.3.2. Phat hién dura trén bat thiong

Phét hién tin cong web dua trén bat thuong, hay di thuong dua trén gia thiét
cac hanh vi tin cong, xAm nhap vao ung dung web c6 quan hé mat thiét v4i cac hanh
vi bat thuong. Qua trinh x4y dung va trién khai mot hé thong phat hién xam nhap dya
trén bat thuong gom 2 giai doan: (1) huan luyén va (2) phat hién. Trong giai doan
huan luyén, ho so (profile) ciia ddi twong trong ché d6 lam viéc binh thudong duoc
xay dung. Dé thuc hién giai doan huén luyén, can giam sat ddi tuong trong mot
khoang thoi gian du dai dé thu thap dugc day du dir liéu mé ta cac hanh vi cua d6i
tuong trong diéu kién binh thudng 1am dir liéu huan luyén. Tiép theo, thuc hién huin
luyén dir licu dé xay dung mo hinh phat hi¢n, hay hd so cua dbi tuong. Trong giai
doan phat hién, thuc hién giam sat hanh vi hién tai ctia hé thong va canh bao néu co
khac biét ro nét gitta hanh vi hién tai va cac hanh vi luu trong ho so cua ddi tuong.

Hinh 1. 7 mb ta md hinh phuong phap phat hién xAm nhdp dua trén bat thuong.

Generate new profile Significantly deviant?
: "-" S v I," - ‘.\v
System Profile » Anomaly Detection
* T * A
Timing information . Modify existing )
i profile Data Collection

Hinh 1. 7. Mé hinh phwong phdp phdt hién xam nhdp da trén bt thuong

Uu diém ciia phat hién xdm nhép dua trén bat thuong 1a c6 tiém nang phat hién

cac loai tan cong, xdm nhdp maéi ma khong yéu cau biét trude thong tin vé ching.
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Tuy nhién, phuong phap nay co ty 18 canh bao sai tuong dbi cao so vdi phuong phap
phat hién dua trén chir ky. Pidu nay 1am giam kha ning tmg dung thuc té cta phat
hién xdm nhap duya trén bat thuong. Ngoai ra, n6 ciing tiéu tén nhiéu tai nguyén hé
thdng cho viéc xay dung hd so dbi trong va phan tich hanh vi hién tai do can xu 1y
mot luong 16n dir liéu. Muc tiép theo khao sat mot sd dé xuét tiéu biéu trong nhom
phat hién tin cong web dua trén bat thudng theo 2 dang: (a) cac dé xudt phat hién tin
cong web thudng gip, nhu SQLi, XSS va (b) cac dé xuit phat hién tan cong thay d6i
giao dién.
a. Cac dé xuét phat hién tan cong web thuong gap, nhu SQLi, XSS

Céac dé xuat phat hién tin cong web thudng gip tiéu bicu co thé ké dén, gom
AMNESIA [22], Swaddler [23], CANDID [24] va Torrano-Gimenez va cong su [25],
S. Sharma va cdng su [20], S. Saleem va cong su [21], Saiyu Hao cung cOng su [7],

Betarte va cOng sy [14], Liang va cong su [15], va Pan va cong su [16].

AMNESIA [22] 1 mot hé thong phat hién tan cong web dua trén sy bat thuong,
dau tién hé thong quét ma mg dung web dé tim va phan tich tit ca cac truy van SQL
dugc st dung. Sau d6, mdi truy van SQL duoc mo hinh hoa bang phuong phéap tu
d6ng hoa hitu han khong xac dinh (NDFA). Cac thir nghiém xac nhan rang AMNESIA
c6 thé phat hién tat ca cac cudc tan cong SQLi trong cac tinh hudng thir nghiém. Tuy
nhién, n6 yéu cau quyén truy cdp vao ma ngudn cia tng dung web, diéu nay khong

phai khi ndo ciing kha thi trong thyc té.
Cung nhom v6i AMNESIA [22], Swaddler [23] 13 mot hé thong phat hién tan

cong web dua trén su bat thuong str dung moét cach tiép can kha khac. Swaddler phan
tich trang thai bén trong cta tng dung web va tim hiéu mdi quan hé giira cac diém
thue thi quan trong ctia ng dung va trang thai bén trong ctia né dé phat hién cac trang
thai khong nhat quan hozc bat thuong. Uu diém ciia Swaddler 1a n6 c¢6 thé duogc sir
dung dé bao vé nhiéu trang web chay trén cting mot mé to PHP va viéc xay dung mo
hinh phat hi¢n cé thé duoc thuc hién tu dong. Tuy nhién, n6 yéu cau stra d6i mo to
PHP dé theo ddi ludng thyec thi ctia tng dung web va day c6 thé 1a mot kho khin trong
trién khai thuc té.

Theo mét hudng khac, CANDID [24] dau tién sir dung phan tich dong dé trich
xuét cac truy van SQL hop phép cia tng dung web trong thoi gian chay va sau d6
xdy dung cau hinh phat hién bang phuong phap ciy ct phap. Mbi truy van SQL can
giam sat duoc chuyén ddi thanh mét ciy ca phap va sau do cay ci phap niy dugc so
sanh véi cdy tiéu chuan cua cau hinh phat hién dé tim kiém su khac biét. Néu tim thay

st khong phu hop, truy van SQL sé& bi chin va ghi lai. Uu diém ctia CANDID so véi
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AMNESIA [22] 14 khong can truy cdp mi nguodn cua ung dung web. Tuy nhién,
phuong phap dé& xut chi hoat dong véi cac tng dung web duogc phat trién va van

hanh trén nén tang Java.

Torrano-Gimenez va cong su [25] dé xuit xay dung mot h¢ théng phat hi¢n
cac dang tAn cong vao tng dung web dya trén bit thuong. Hé théng duoc cai dat dudi
dang mot Proxy hay tuong Itra tng dung web (WAF) duing gilra may khach va may
chu web. Trong giai doan huin luyén, mét file XML mé ta tip cac yéu cau hop 1é cia
mot website duoc sinh ty dong tir dit liéu hudn luyén bang phuong phap thdng ké.
Sau do, trong giai doan phat hién, file XML duoc sir dung dé phan loai cac yéu cau
giri dén may cha web. Néu yéu cau dugc xac dinh 1a binh thudng thi duoc chuyén
tiép toi may chi web xir 1y. Nguoc lai, cac yéu cau duoc xac dinh 13 bat thudong sé bi
chan. Cac thir nghi€ém cho théy, hé théng dé xuit cho d6 chinh xac cao va ty 1€ sai

thap khi luong dit liéu huan luyén da 16n (tir 10.000 yéu cau tro 1én).

Trong nhoém cac dé xuat phat hién tdn cong dya trén bat thuong, theo hudng
(3) cac giai phap tng dung hoc may 1a phuong phdp dang dugc str dung rong rai va
c6 tiém nang nhat [14] [11]. Mot s6 cong trinh nghién ciru trong nhom nay gom co:
Betarte va cong su [14], Liang va cong su [15], va Pan va cdng su [16], Sharma va
cOng su [20], Saleem va cong su [21], Hao cung cong su [7]. Pay 1a cac dé xuat st
dung cac thuat toan hoc may, hoc sau dé xay dung cac moé hinh phat hién va sau do
str dung cac mo hinh nay dé phat hién cac cudc tin cong web co thé xay ra. Cac thuat
toan hoc may duoc sir dung c6 thé 1a phuong phap hoc truyén théng, chiang han nhu
naive bayes, cay quyét dinh, SVM, rtung ngﬁu nhién [66] [67], hodc cac thuat toan
hoc sau, nhu CNN va RNN hay BiLSTM [68] [7].

Betarte va cong su [14] dé xut st dung cdc mo6 hinh phan loai 1-16p va mo
hinh phan loai dya trén n-gram dé ning cao kha niang phat hién va d6 chinh xac phat
hién tin cong, xAm nhap website cho tudng lira mg dung web ModSecurity [53]. Céc
thir nghiém duogc thyc hién bao gém (1) phat hién chi st dung OWASP Core Rule
Set, (2) phat hién chi st dung mé6 hinh phén loai 1-16p, hodc m6 hinh phéan loai dua
trén n-gram va (3) phat hién két hop viéc sir dung OWASP Core Rule Set va cac mo
hinh hoc may. Cac két qua thur nghi¢m trén cac tap dir licu CSIC2010, ECML/
PKDD2007 va tap dir liéu tu tao cho théy cac mod hinh hoc may va két hop c6 do

chinh x4c cao hon nhiéu so véi OWASP Core Rule Set.
Liang va cong su [15] dé xut mé hinh phat hién tan cong web dua trén phuong
phap hoc sdu RNN sir dung URL. Phuong phap dé xuat st dung k¥ thuét tach tir

(Tokenizer) dé chia URL thanh hai phan: phan dau 1a cac ups chira thong tin cAu trac
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ctia dudng din URL, phan thir hai 13 gps chira thong tin cdu tric cac truy van. Trong
qua trinh thyc hién k¥ thuat tach tor vd1 URL, Liang va cong su thuc hién giai ma cac
URL va chuyén cac ky tu hoa thanh ky tu thuong; tiép theo, trong phan ups thay thé
c4c gid tri trong truy van thanh ky hiéu <VAL>, trong phan gps thay thé cac gia tri s6
trong truy van thanh ky hiéu <NV>, gié trj chudi thanh ky hiéu <SV>. Cac thir nghiém
trén tap dir liéu CSIC 2010 [69] cho thiy phuong phap dé xuat dat do chinh xac cao
nhit khoang 98%. Uu diém ctia mo hinh dé xuét 13 6 ti 1¢ phat hién tin cong cao va
ti 16 canh bao sai thap. Tuy vay, nhugc diém cta no 13 thoi gian huin luyén va phat
hién ctia m hinh twong ddi dai do st dung két hop hai mé hinh RNN va mot m6 hinh MLP.

Theo mot huéng khac, Pan va cong su [16] dé xuét sir dung cong cu RSMT
(Robust Software Modeling Tool) dé giam sat va trich xuat thong tin thuc thi ctia Gng
dung web, sau do6 str dung thong tin da thu thap dé huan luyén bd ma hoa tu dong khir
nhiéu xép chong (stacked denoising autoencoder) nham xay duyng mé hinh phat hién.
Céc thir nghiém cho thdy phuong phap duoc dé xuat cé thé phat hién nhiéu loai tan
cong web khéac nhau va d¢ do F1 trung binh trén 91%. Tuy nhién, m6 hinh c¢6 do phirc
tap cao, thoi gian huan luyén va phat hién tuong d6i dai. Ngoai ra, hé théng giam sat
thuc thi RSMT duoc cai dat trén may chu web co thé anh huong nhiéu dén hiéu nang

hoat dong ctia may chu, dic biét 1a ddi v6i cac hé théng web co lugng truy cap 16n.

Sharma va cong sy [20] dé xuat phwong phap phat hién tin cong web dua trén
cac thuat toan hoc may truyén théng, bao gom ciy quyét dinh J48, Naive Bayes, One
rule (OneR), kiém thir chéo v6i k=10 va thir nghiém trén nén tang Weka 3.8 voi tap
dir liéu CSIC HTTP 2010 [69]. D& xuét ctia nhom téc gia gdm ba phan chinh: (1) Tién
xu 1y dit liéu bao gém loai bo cac dit liéu 161, thira, khoang tréng ... trong tap dit liéu;
(2) Trich chon 20 dic trung, bao gdm: d6 dai truy van cac trudng truy van GET,
POST, hoic sb lugng tir khoa trong cac truong SELECT, DROP, UNION, DELETE,
MODIFY,... va (3) Huin luyén, trong do tap dir liu véi 20 dac trung s€ duoc huin
luyén va phan loai voi céac thuat toan hoc may J48, Naive Bayes, OneR, kiém thir
chéo v6i k=10 va thir nghiém trén nén tang Weka 3.8. Két qua thir nghiém cho thay,
thuat toan cay quyét dinh J48 cho két qua ty 1& phat hién chung cao nhét 1 94,5%.

Tuong tu, Saleem va cong su [21] cling sir dung céac thuat toan hoc may dé
phat hién cac dang tan cong, nhu SQLi, XSS, va DoS vao may chu web. Trong nghién
curu cua minh, S. Saleem va cong su su dung tap dir li€u dugc xay dung br:?mg cach
gia lap céac cudc tan cong SQLi, XSS, DoS vao hé théng may chu web duogc cai dat
v6i tmg dung XAMP trén hé diéu hanh window 10, lich sir cic cudc tan cong nay s&

duoc luu lai vao file log ctia hé thdng. Tap dir liéu gdbm c6 20.000 ban ghi dit liéu tin
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cong va binh thuong, trong d6 dit liéu binh thudng 1a chiém da sb, gdm trén 12.000
ban ghi, dit liéu tdn cong XSS va DoS chiém khoang 2000 ban ghi, con lai 1a dit liéu
tan cong SQLI. Saleem va cong su [21] sir dung 2955 dic trung n-gram va phuong
phap TF-IDF dé tinh gia tri cho cac dic trung ndy. Céc thir nghiém véi tap dit liéu do
nhém tac gia xay dung cho d6 chinh xac chung va do do F1 cao nhit v6i thuat toan
ciy quyét dinh déu 14 98%. Han ché ciia mé hinh dé xuat 14 chi duoc thir nghiém véi

bo dir li¢u tu thu thap, chua dugc kiém chung trong thuc té.

Hao cung cong su [7] d& xuit mo hinh BL-IDS cho phat hién tin céng web
dua trén mang BRNN (Bidirectional recurrent neural networks) véi cac don vi Bi-
LSTM (Bi-directional Long-Short Term Memory). M6 hinh dé xuat nhan dau vao 1a
cac URL va bd sung thém thong tin HTTP FORM khi request 1a HTTP POST. Sau
khi cic URL duoc tién xtr 1y bang cach tach thanh cac thanh phéan riéng biét
(tokenizer), chung s€ dugc vector hda sir dung phuong phap word2vec. Sau do, 16p
BiLSTM s& hoc tir cac mau request binh thudng. Va cudi cing mang no-ron di dugc
huéin luyén s€ dua trén dau ra ctia BILSTM dugc sir dung dé xac dinh cac request dau
vao c6 bi tn cong hay khong.

Bdng 1. 3 @anh gia cic wu diém va nhiing ton tai cta cac cong trinh lién quan
gan v4i dé xuat nghién ctru ctia ludn an bao gdbm: Sharma va cong su [20], Saleem va
cong su [21], Hao cung cong su [7], Betarte va cong su [14], Liang va cong sy [15],
va Pan va cdng sy [16], Ming Zhang va cOng su [49].

Bang 1. 3. Banh gid cac nghién cuu lién quan

Pé xuit Co ché Han ché

Sharma va
cong su [20]

- Trich xuat 20 dic trung tir dir liéu
thanh file csv gdm cac dic trung nhu
do dai céc truong, do dai user-agent,
dd dai néi dung, GET va POST
request, d§ dai cookie.

- Str dung céc thuat toan hoc may trén
WEKA (J48, Naive Bayes, OneR)

- S6 luwong dic trung han ché
-,Chi phat ‘hién duoc 2 loai
tan cong, gom SQL1, XSS.

Saleem  va
cong su [21]

- Str dung TF-IDF d¢ trich xuét 2955
dac trung ddi vé6i tir, Decision Tree,
SVM, Naive Bayes voi
MultinomialNB va AdaBoost dé phan
loai.

- St dung bd dir liéu ty thu
thap

- Chua ching minh tinh hi¢u
qua trén thyc té

- Chi phét hién dugc 2 loai
tan cong, gom SQLi, XSS

Hao cung
cong sy [7]

- Giai ma céc truy van HTTP

- Yéu cau nhiéu tai nguyén
cho huan luyén va phat hién
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Dbé xuat

Co ché

Han ché

- Str dung word2vec dé chuyén cac tir
da duogc tién xur ly dir liéu vé dang
vector.

- Str dyng thuét toan BiLSTM ddi véi
cac dir liéu sau quéa trinh Word
Embedding dé huin luyén va phat
hién

- Chua phat hi¢n nhiéu hinh
thire tan cong (SQLi, XSS,
CMDi, duyét duong dan)

Betarte  va
cong su [14]

- Tokenizer bag of words: Phan chia
chi bang st dung khoang tring, giit
nguyén cac ky tu dic bi¢t sau khi
tokenizer.

- Sau khi tokenizer, mo hinh s& chuyén
cac tlr nay thanh vector bang cach sir
dung TF-IDF.

- M6 hinh st dung thuat toan
Information gain dé giam chiéu dir
liéu sau khi tinh TF-IDF.

- Cubi cung str dung cac thuat todn hoc
may dé phan loai tin cong bao gom
SVM, KNN, Rirng ngiu nhién.

- Str dung Information gain
dé giam chiéu dir liéu da lam
giam hiéu sudt phat hién tan
cong cua mo hinh.

- Chua phat hién nhiéu hinh
thitc tn cong (SQLi, XSS,
CMDi, duyét dudng dan)

Liang va
cong su [15]

- Chi st dung URL trong cac request
dé phan loai tan cong.

- Tokenizer URL

- Word Embedding

- M6 hinh: RNN

- Tién xtr Iy va huan luyén str
dung két hop mo hinh phuc
tap

- Chua phat hién nhiéu hinh
thitc tin cong (SQLi, XSS,
CMDi, duyét dudng din)

Pan va cong
su [16]

- Sir dung tac nhan RSMT dé thu thap
luong 16n dir liéu khong dugc danh
nhan.

- T dir 1iéu d6 mo hinh st dung mo
hinh ban gidm sat v4i autoencoder va
mot lugng nhé dir li€u duogc danh
nhin binh thuong va bat thuong dé
phan loai.

- Thoi gian huin luyén va
phat hién cia mo hinh dai.

- Anh huéng nhiéu dén hiéu
nang hoat dong ciia may chu
web

- Chua phat hién nhiéu hinh
thitc tin cong (SQLi, XSS,
CMDi, duyét dudng dan)

b. Céc dé xuat phat hién tin cong thay doi giao dién

Céc dé xuat phat hién tin cong thay doi giao dién tiéu biéu cé thé liét ké, gom

Kim va cong sy [27], Bartoli va cong sy [28], Davanzo va cong su [70], Hoang [18]

va Hoang va cong su [19] [17], phat hién dya trén so sdnh checksum, so sanh DIFF

va phan tich DOM tree trén cac trang web [17].

Kim va céng sw [27] @& xuat phuong phap thong ké dé theo ddi va phat hién

cac cudc tin cong thay doi giao dién trang web. Phuong phap duoc dé xuét sir dung

ky thuat 2-gram dé hoc “hd so” tir tap dir liéu dao tao cua cac trang web hoat dong
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binh thudng. Phuong phap dé xuat dugc thuc hién qua 2 giai doan: Giai doan huin
luyén va giai doan phét hién. Dé tao tap “hd so” trong giai doan huan luyén, ndi dung
HTML ctia mdi trang web trong tap dit liéu huan luyén duoc vector hoa bang cach st
dung cac chudi con 2-gram va tan suét xuat hién tuong Gng ctia ching. Dya trén cac
thuc nghiém, thi 300 2-gram c6 tan sut xuét hién cao nhat dugc chon dé dai dién cho
mot trang web dé phat hién thay doi giao dién. Tiép theo trong giai doan phat hién,
dau tién trang web cin giam sat s& dugc tai vé sau d6 ndi dung HTML cua trang web
s& dugc vector hoa bang ky thuit xir Iy duge thyc hién d6i véi cac trang web trong
qua trinh huin luyén. Tiép do, vector dic trung cua trang web dugc gidm sat s& dem
so sanh véi vector cia trang web tuong (g trong “ho so” dé tinh diém tuong ty bang
cach sir dung khoang cach cosin. Néu diém twong ty dugc tinh toan nhoé hon ngudng
phat hién dugc xac dinh trudc thi sé ¢6 canh bao vé thn cong. Mot thuat toan sinh va
cap nhat ngudng dong dugc dé xuat dé giam ty 1é phat hién sai. Uu diém chinh cua
dé xuat 13 c6 thé tao va diéu chinh ngudng phat hién dong do dé nd ¢ thé giam ty
lénh canh bao sai. Tuy nhién nhuoc diém ciia phwong phap nay 1a: (i) dbi voi cac
trang web c6 ndi dung thay doi thuong xuyén, cac ngudng duoc diéu chinh dinh ky
c¢6 thé khong phu hop do dé phuwong phap nay sé tao ra nhiéu canh bao sai hon, (ii)
phuong phap nay ciing doi hoi tai nguyén mdy tinh 16n dé diéu chinh ngudng dong

cho mdi trang web duoc gidm sat.

Bartoli va cdng sw [28] va Davanzo va céng sw [70] dé xuat str dung ky thuat
1ap trinh Gen dé xay dung “hd so” nhim phat hién cic cudc tin cong 1am thay doi
giao dién trang web. Pé thu thap dir li€u cta cac trang web, trong budc dau tién ho
st dung 43 cam bién phan thanh 5 nhém dé theo ddi va trich xut thong tin cta cac
trang web dugc giam sat. Trong budc tiép theo, thong tin thu thap tir mdi trang web
s& duoc chuyén ddi thanh vector gdm 1466 phan tir. Cach tiép can ciia dé xuét duoc
thuc hién trong hai giai doan: (i) giai doan dao tao va (ii) giai doan phat hién. Trong
giai doan (1) thong tin cua trang web hoat dong binh thuong dugc thu thap va vector
hoa dé xay dung “hd so” phat hién bang k¥ thuat 1ap trinh Gen. Trong giai doan (ii)
thu thap thong tin cua trang web dugc giam sat, vector hoa va so sanh véi “hd so”
phat hién dé tim ra su khac biét. Canh béo tin cong s€ dugc kich hoat néu tim théy
bat ky su khac biét dang ké nao. Tuy nhién phwong phap nay doi hoi tai nguyén tinh
toan rat 16n dé xay dung “hd so” phat hién do céac vector dic trung cta cac trang web
co kich thude 16n va viéc st dung k¥ thuat 1ap trinh Gen cling doi hoéi chi phi tinh

toan 16n.

Hoang [18] @& xuit str dung k¥ thut hoc may truyén théng co giam sat dé xay

dung mo hinh phat hién tdn coéng thay ddi giao dién trang web. Trong céach tiép can
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nay, cac md HTML cta mdi trang web duoc vector hoa bang cach sir dung ky thuat
n-gram va tan suat xuat hién cua tir trong Gmg. Phuong phap nay sir dung tap dit liéu
thir nghiém bao gém 100 trang web “binh thudng” va 300 trang web “deface” dé sir
dung cho qua trinh huén luyén va thir nghiém. Két qua thir nghiém trén cac kich ban
khac nhau str dung thuit toan hoc may Cay quyét dinh, Naive Bayes va J48 cho thiy
phuong phap dé xuit cho ty 1& phat hién cao va ty 1é canh béo sai thap. Tuy nhién,
nhuoc diém chinh cua Hoang [18] 1a: (i) tap dit liéu thir nghiém twong d6i nho, 1am
giam do tin cay cua két qua va (i) phuong phap chi xir Iy v6i md HTML cua trang
web trong khi cac thanh phan quan trong khac cia trang web nhu 1a: mi JavaScript,

ma CSS, hinh anh khong dugc xtr 1y.

Pé giai quyét cac van dé ton tai trong dé xuat cia Hoang [18], Hoang va cong
su [17] da dé xuat mo hinh phat hién tan cong thay doi giao dién trang web bang cach
sit dung két hop k¥ thuat hoc may va k¥ thuat sir dung chit ky. Budc dau tién, thanh
phan phat hién dua trén chit ky sé& tim kiém cac chit ky tin cong dugc xac dinh trude
c¢6 trong ma HTML cua trang web giam sat, diéu nay sé& giup cai thién hiéu xuat xu
1y trong phat hién tan cong thay doi giao dién trang web. Budc tiép theo, thanh phan
phat hién dua trén hoc may duoc st dung dé phan loai trang web dua trén bo phan
loai dugc tich hop trong qua trinh huan luyén. Cubi cung, sir dung ham bam Hash dé
xac nhén tinh toan ven trong cac t€p duoc nhung trong trang web. Cac thir nghi¢ém
dugc sir dung tap dit liéu bao gdm 1200 trang web “binh thuong” va 1200 trang web
“deface” cho théy md hinh dé xuit dat hiéu suit phat hién cao. Mac du mé hinh két
hop xac nhén tinh toan ven cua cac té€p nhung trong trang web, k¥ thuét dua trén ham

bam chi co thé hoat dong véi cac tép nhiing tinh.

Trong phan m& rong hon nita tir cic cong trinh trude d6 [17] [18], Hoang va
cong su [19] d& xuat mo hinh da 16p dé phat hién tan cong thay ddi giao dién trang
web. Trong mé hinh da 16p [19], mé hinh tich hop dua trén hoc may dugc st dung dé
phat hién cac cudc tin cong thay d6i giao dién ddi v6i thanh phan vin ban cé trong
trang web, bao gdm mi HTML, ma JavaScript va mi CSS. D4i v6i hinh anh nhing
trong trang web, ham bam duoc stir dung dé kiém tra tinh toan ven. Cac thir nghiém
cho thdy mé hinh da 16p c6 thé phat hién cic cudc tdn cong thay doi giao dién mot
cach hiéu qua trén cac thanh phan vin ban cta trang web. Tuy nhién, kha ning phat
hién tdn cong thay d6i giao dién ctia mo hinh dé xuat trén cac hinh anh cia trang web
bi han ché vi chi kiém tra dugc tinh toan ven dya trén ham bim va trén thyc té, nhiéu

trang web hinh anh nhtng 13 yéu td quan trong trong noi dung trang.
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Cdc phwong phap phat hién dua trén so sanh checksum, diff va cay DOM [17]
[70] [26] 1a cac phuong phéap phat hién dugc st dung tir 1au, tuy nhién thuong chi phu
hop cho céc trang web tinh hoic it thay d6i vé cdu trac. Theo d6, phat hién dua trén
so sanh checksum 1a phuwong phap don gian nhat dé phat hién cac thay doi trén trang
web. Trude hét, ndi dung (hodc cac thanh phan cia ndi dung) cac trang web duoc tinh
checksum (st dung céc giai thuat bam nhu MD5 hodc SHA1) va luu trit vao ho so.
Sau d6 trang web duoc gidm sat, tinh checksum va so sanh véi gia tri da luu trit trong
hd so. Chi mot thay doi nho trong ndi dung trang web ciing dan dén sy thay doi gia
tri checksum va dan dén mot canh bao tin cong. Phuong phap phat hién dua trén so
sanh checksum hoat dong t6t vai cac trang web tinh, hodc it thay doi ndi dung. Véi
cac trang web dong, nhu cac dién dan, hodc cac trang thwong mai dién tir ¢ noi dung

dugc cap nhat thuong xuyén, phuong phap nay khong con phu hop.

Trong phwong phadp phat hién dya trén so sanh diff, dift 1a mot cong cu so sanh
tim sy khac biét giita noi dung 2 trang web, dugc hd trg phd bién trén cac nén tang
hé diéu hanh Linux va Unix. Viéc can thuc hién 13 xac dinh mot ngudng phat hién bat
thuong lam dau vao cho mdi trang web duoc giam sat. Phuong phap nay kha hiéu
qua va 1am viéc tot trén hau hét cac trang web dong néu ngudng phat hién bat thuong
dugc xéac dinh phu hop. Trong khi cac cac phuwong phap phat hién dwa trén so sanh
checksum, diff tap trung vao su thay d6i ndi dung, phwong phdp phdt hién dia trén
so sanh cdy DOM (Document Object Model) tap trung vao phat hién sy thay doi cau
tric trang web. DOM 13 mét giao dién 1ap trinh tng dung cho phép dinh nghia céu
tric logic cta céac tai liéu HTML — hay cac trang web. DOM c6 thé duoc str dung dé
duyét va phan tich cac thanh phan ctia mot trang web. Tuong tu nhu cac ki thuat dira
trén bat thuong khac, cdy DOM cua trang khi hoat dong binh thudng dugc tao va luu.
Sau do, cdy DOM cua trang duoc giam sat s& dugc so sanh v6i cdy DOM di luu dé
tim su khac biét. Nhin chung, phuong phap ndy c6 kha ning hoat dong tbt véi cac
trang web co cu trac 6n dinh. Viéc xac dinh ngudng thay d6i cdu trac cling don gian

va on dinh hon so voi ngudng thay doi ndi dung.

Bdng 1. 4 phan tich va danh gia uu nhuoc diém, ton tai ciia cac giai phap, cong
trinh nghién ctru gan v4i mo hinh dé xuit bao gdm: nghién ctru tir Kim va cong su
[27], Bartoli va cong su [28] va Davanzo va cdng su [70], Hoang [18], Hoang va cong
su [17], Hoang va cong sy [19], Siyan Wu va cong su [71], cac giai phap don gian
hon nhu phéat hién dua trén so sanh diff va cay DOM [17] [70] [26].
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Bdng 1. 4. Panh gid wu nhwoc diém cac nghién civu lién quan

bé xuat

Co ché

Han ché

Nhom cac
giai phap
DIFF, DOM,
Checksum

- Checksum:

+ Str dung cac giai thuat MD5, SHA
tinh checksum ndi dung trang web,
lru vao ho so

+ Trang web cin gidm sat, tinh
checksum va so sanh véi ho so tim sy
khac bié¢t

-DIFF: so sanh su khac biét gifta nd1
dung 2 trang web, x4c dinh ngudng
bat thuong

- DOM: Phat hién dya trén thay doi
ciu truc, thay d6i noi dung trang web

- Checksum: Khong phu hop
véi trang web dong, duoc cap
nhat thuong xuyén.

- DIFF: Phai xac dinh duoc
ngudng phu hop.

- DOM: Chi phu hgp véi
trang web c6 cdu tric On
dinh.

Kim va cong
su [27]

- St dung k¥ thuat 2-gram

- Lya chon 300 2-gram xuét hién
nhiéu nhat

- So sanh tinh khoang cach tuong tu
bang khoang cach Cosi.

- Khong phu hop véi trang
web dong, ndi dung thay doi
thuong xuyén

- Tai nguyén tinh toan 1én
cho diéu chinh ngudng dong
v6i moi trang web dugc giam
sat.

Bartoli va
cong su [28]
va Davanzo
va cOng su
[70]

- Sir dung 43 cam bién, phan thanh 5
nhom theo ddi va trich xuét thong tin
cua trang web giam sat

- Thong tin thu thap chuyén thanh
vector 1466 dac trung.

- Sir dung lap trinh gen dé xay dung
md hinh

- S6 lugng dic trung st dung
rat 16n

- Phuong phap xay dung mo
hinh doi hoi chi phi tinh toan
16n

Hoang [18] - St dung hoc may truyén thong - Tap dir liéu nhd, gidam do tin
- Xu Iy ma HTML, v6i n-gram va tinh | cdy cua két qua
tan suat xuat hién cua ky tu - Chi xtr Iy v6i md HTML
- Tap dir 1iéu: 100 web binh thuong va | chua xtr Iy ma JavaScript, ma
300 web tin cong. CSS, hinh anh khéong duoc
xu ly.
Hoang va | - Su dung hoc may truyén thong két | - Tap dit lidu twong d6i nho

cong su [17]

hop str dung chir ky

- Tim mau chit ky trong ma HTML

- Phan loai trang web véi thudt toan
hoc may

- St dung ham bam MDS5 xac nhan
tinh toan ven cua té€p nhing

- Tap dit liéu bao gom 1200 trang web
binh thudng va 1200 trang web tan
cong

- K¥ thuat st dung ham bam
chi phu hgp véi cic tép
nhing tinh

- Gay ra nhiéu canh bao sai
hon binh thuong do ham bam
qua nhay véi cac thay d6i

- Tap chit ky nho véi 50 dau
hiéu tin cong
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Dbé xuat

Co ché

Han ché

Hoang va
cong su [19]

- St dung mo6 hinh da 16p

- Sir dung ma HTML, Javascript, CSS,
stt dung ham bam kiém tra tinh toan
ven cua hinh anh trén trang web

- Tap dir ligu vo1 2700 trang web
thong thudng va 2100 trang web bi tan
cong

- Phat hién vé1 anh nhiing chi
st dung ham bam con han
ché
- Tap dit liéu chua thyuc sy du
16n

Siyan Wu va
cong su [71]

- S dung hoc may co giam sat dé
huén luyén va phat hién

- Trich chon 28 dac trung trong
HTML véi 2 nhém chinh 1a déac trung
tor cia ma trang web va ma trojan

- Hiéu suat giam voi tap dir
liéu 16n do thoi gian huan
luyén tang 1én

- Chua xem xét yéu t6 cau
tric trang, chua xu ly anh

dugc nhing trong trang web nhung trong trang web.

1.4. Hwomg nghién ctru cia luan an
1.4.1. Uu diém va nhwoc diém ciia cdc giai phdp phdt hién tin cong web

Cong cu phat hién tin cong web dién hinh, gdm VNCS Web Monitoring [50],
Nagios Web Application Monitoring Software [51], Site24x7 Website Defacement
Monitoring [52], ModSecurity [53] c6 wu diém ndi bat, nhu: day 1a giai phap thuong
mai nén dugc hd trg thuong xuyén tir cdc nha san xudt nén dé dang trién khai. Tuy
nhién, cac cong cu ndy ciing ton tai nhitng nhugc diém, nhu: chi phi cho cac hé théng
nay twong d6i cao, mot s6 hé thong gip van dé twong thich, nhu ModSecurity [53],
hodc gip vin dé vé xur 1y va van chuyén khdi luong log 16n nhu VNCS Web
monitoring [50], hodc chi phu hop véi nhitng trang web tinh it ¢ su thay ddi, nhu
Site24x7 Website Defacement Monitoring [52].

Cac dé xuit phat hi¢n dya trén chir ky va tap luat da dugc khao sat tai muc

1.3.3.1. Phat hién dwa trén chir ky va tap ludt, c6 nhiing uu diém va nhuge diém sau:

- Uu diém: cac dé xuét c6 kha nang phat hién nhanh cac dang tin cong web da
biét; OWASP ModSecurity Core Rule Set [53] dugc cap nhat tap luat tir OWASP va
cong dong bao mat web, SOL-IDS [63] ¢6 thé bao vé duoc nhiéu trang web ma khong
can chinh sira ma ngudn trang web, XSS-GUARD [64] phat hién hiéu qua tin cong
XSS, SOLGuard [65] va SOLCheck [42] phat hién tdt tin cong SQLA.

- Nhuoc diém: cac dé xuét st dung tap luat cho qua trinh phat hién nén doi hoi
phai cap nhat thudng xuyén, OWASP ModSecurity Core Rule Set [53] ¢6 tap ludt cong
kénh gip van dé khi tich hop véi cac may chu ing dung web khac; SOL-IDS [63] chi
phat hién duogc tin cong SQLI, tap dit liéu can dugc danh gia toan dién véi dir lidu
thuc té; XSS-GUARD [64] chi phat hién tan cong XSS, bd loc cong kénh ting tai cho
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hé thdng thuc t&; mot s6 nghién ciru doi hoi truy cdp ma ngudn Java cua tng dung
web nhu SOQLGuard [65] va SOQLCheck [42].

Cac dé xuit phat hi¢n dya trén bat thuong da duoc khao sat tai myc /.3.3.2.

Phat hién dya trén bat thuong, c6 nhitng uu di€ém va nhuoc di€m sau:

- Uu diém: C6 kha ning phat hién duoc nhitng dang tdn cong méi chua cd
trong co s& dir licu. AMNESIA [22], Swaddler [23], CANDID [24], Torrano-
Gimenez va cong su [25] phat hién tt cac tin cong SQLi; mot sb dé xuét st dung
cac k¥ thuat hoc may va hoc sau tién tién, gdm Betarte va cong su [14], Liang va
cong su [15], va Pan va cong sy [16], S. Sharma va cong su [20], S. Saleem va cong
su [21], Saiyu Hao cung cong su [7], Kim va cong su [27], Bartoli va cong su [28]
va Davanzo va cong su [70], Hoang [18], Hoang va cdng su [19] 1a hudng nghién

ctru cho két qua t6t va hudng nghién ciru duge quan tim trong nhitng nim gan day.

- Nhuoc diém: Ty 1é canh bao gia con tuong dbi cao, ciing nhu nhitng giai
phap st dung cac k¥ thuat hoc sau [15], [7], [17], [18], [19] doi hoi nhiéu tai nguyén
hé théng, c¢6 qua trinh xu 1y dit lidu twong d6i phirc tap; cac dé xuat chi phét hién
duge mot loai tan cong cu thé, nhu [22], [23], [24], [25] chi phat hién tét tan cong
SQLi; [20], [21] phét hién tot tin cong SQLi va XSS; cac dé xuat [27], [28][70], [18]
phat hién tét cac tin cong thay doi giao dién. Mot s6 dé xuat co qud trinh xtr 1y phiic
tap nhu Saiyu Hao cing cong su [7], Hoang va cong su [19], va cac dé xuét sir dung
tap dir liéu nho nhu [19], [18].

Tyu trung, co thé tom tat cac ton tai cta cac dé xuét phat hién dua trén bat
thuong: (1) cac dé xuat phat hién tan cong web (SQLi, CMDi, XSS, duyét duong
dan) thuong chi phat hién dwgc mot hodc hai loai tin cong phd bién, nhu SQLI
va/hodc XSS; chua c6 nghién ctru phat hién dé)ng thoi nhiéu dang tan cong web; mot
s6 dé xuit co qua trinh xu 1y dir li¢u tuong ddi phtrc tap, hodc hi¢u suét phat hién
chua cao (cu thé la dé chinh xdc tong thé chwa cao (khodng 90-95% hodc thap hon)
va ty 1é phat hién sai con twong doi cao (khodng 7-10% hodc cao hon)); (2) cac dé
XUAt phat hién tan cong thay doi giao dién st dung tap dir 1i€u nhd; chua céd dé xuit
thuc hién két hop cac dac trung van ban va hinh anh chup man hinh trang web; hi¢u
suat phat hién con tuong d6i thip. Do d6, trong phan tiép theo NCS s& dé xuit cac

van dé nghién ctru trong Ludn 4n nham gidi quyét cac ton tai noi trén.
1.4.2. Cdac van deé gidi quyét trong ludn dan

Qua viéc phan tich cac dé xuat cho phat hién cac dang tin cong web thudng

gip va tn cong thay doi giao dién, viée tiép tuc nghién ctru cac giai phap, k¥ thuat
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hiéu qua cho phat hién tin cong web thuong gip va tin cong thay ddi giao dién 1a rat
can thiét. Ludn an cling da nghién ctru, khao sat cac ki thuat phat hién tin cong web
thudng gip va tn cong thay doi giao dién dua trén dau hiéu, tap luat, chir ky; dua
trén bat thudng va mot sd cong cu giai phap cho giam sat phat hién tin cong web
thudng gip va tin cong thay doi giao dién web. Mdi phuong phap, giai phap va cac
cong cu lai c6 nhitng vu nhuge diém riéng nhu da trinh bay trong muc 1.4.1. Uu diém

va nhuoc diém cua cac giai phdp phat hién tan cong web.

Huéng nghién ctru cua luan an 1a phat hién tin cong web thudng gip va tin
cong thay doi giao dién web dya trén bat thuong noi chung va cu thé 1 str dung cac
mo hinh hoc may, hoc sau do phuwong phap nay c6 kha nang phat hién cac dang tin
cong web méi, ddng thoi co kha nang tu dong hoa viéc xay dung mo hinh phat hién.
Trén co s khao sat, phan tich cac uu diém va han ché cua cac dé xuat da c6, luan an
tap trung nghién ciru, giai quyét cac van dé sau: (1) Xay dung mo hinh phat hién tin
cong web thuong gap dua trén hoc may st dung web log va (2) Xay dung mo hinh
phat hién tin cong thay d6i giao dién trang web dua trén hoc siu sir dung két hop dit
liéu van ban ndi dung trang web va anh man hinh trang web. Ly do thuc hién (1) 1a
do mot sb k¥ thuat phat hién dya trén bat thuong phat hién dugc mot hodc hai loai
tan cong phé bién, nhu SQLi va/hodc XSS trén mot tap dir liéu cu thé, ma khong phat
hién dugc dong thoi nhiéu loai tin céng web, nhu: XSS, SQLi, duyét duong dan,
CMDi. Ngoai ra, mot s6 dé xuat phat hién dua trén bat thudng cé ty 1é phat hién dung
con thip va ty 1é canh bao sai con cao. Tuong tu, viéc thyc hién (2) 1a do: (i) hinh
thirc tin cong thay d6i giao dién 12 mot loai tin cong web, tuy vay day 1a loai tin cong
web dic biét ¢6 co ché thuc hién cling nhu hau qua cua dang tan cong nay rat khac
biét so v6i cac dang tin cong web thudng gip khac, nhu SQLi va XSS. Do vay, cac
giam sat, phat hién dang tin cong nay c6 dic thu riéng, nén NCS tach ra thanh mot
muc va duoc trinh bay riéng; (ii) nhdm nang cao ty 18 phat hién ding va giam ty 1é
canh bao sai cho mé hinh phat hién tan cong thay d6i giao dién sir dung dir liéu dau
vao két hop giira dit liéu vin ban ndi dung trang web va anh man hinh trang web. Viéc
lwa chon két hop ddc trung van ban va anh man hinh trang web duwoc NCS ludgn gidi

cu thé tai muc 3.1.3. Phat hién tan cong thay doi giao dién.
T céc huéng nghién ciru trén trong ludn 4n NCS dé xuit hai bai toan can giai quyét:

Bai toan 1: Phat hién tin cong web thudng gip dua trén hoc méy st dung web
log; Dir liéu dau vao 1a cac dong web logs va két qua phat hién 13 dong log binh
thudng hay c6 chira dit liéu tan cong SQLI, XSS, duyét dudng din va CMDi.
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Bai toan 2: Phat hién tin cong thay doi giao di¢n trang web; Dir li¢u dau vao
1a cac trang web can giam sat, trong d6 sir dung két hop hai dic trung 12 vin ban thuan
trich xuét tir trang va anh man hinh trang web. Két qua phat hién 13 trang web binh

thudng hay bi tin cong thay doi giao dién.
1.4.3. Kién trisc mé hinh téng thé cho cdc hwéng nghién ciru ciia lugn dn

Trong muc nay ludn an s& dua ra moé hinh tong thé cho cadc hudng nghién ctru

dugc dé xuit tai muc 1.4.2. Cdc vdn dé gidi quyét trong ludn dn.

1.4.3.1. Kién triic phat hién tdn cong web thuong gdp dwa trén hoc mdy sir

dung web log

Hinh 1. 8 kién trac tong thé phat hién tan cong web thudng gip. Pau vao cia
mo dun nay 1a cic dong web logs. Nhiém vu chinh cia md dun phat hién tan cong
web thuong gip 1a phan tich cac dong web logs nham phat hién cac dau hiéu cia tan
cong SQLIi, XSS, duyét duong dan va CMDi. M6 dun nay s& duoc phat trién thanh 2
giai doan: giai doan huan luyén va giai doan phat hién dugc trinh bay chi tiét hon

trong chuong 2 cia luan an.

. Thuit toan hoc may
(a) Huan luyén truyén théng
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(b) Giam sat va phat hién

Hinh 1. 8. Kién triic tong thé cho phat hién tan céng web duwa trén hoc mady sir dung

dir liéu weblog
Chure nang chinh cia mo6 dun nay:
- X4y dyng mé hinh phat hién tir dit liéu huan luyén san co.

Chtrc nang nay s& thuc hién cac khau tién xir 1y tap dir liéu huén luyén c6 sin,
huén luyén mé hinh phat hién va kiém thir 6 chinh xac phat hién str dung tap dit liéu
kiém thu.

bau vao: Tap dit 1iéu huan luyén va kiém thir.
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Xtr 1y: Tién xir 1y, huan luyén, lvu mé hinh phét hién va kiém thu.
Pau ra: File luu mo hinh phat hién va do chinh xac kiém thir phat hién.
- Ty dong doc dir li¢u web log tir CSDL.

Chure nang nay sé dinh ky doc dir liéu web log tir CSDL theo khoang thoi gian
cho trudce. D liéu doc duoc chuyén cho khau phan tich, phat hi¢n.

Dau vao: Thoi gian bit dau va két thic (tem thoi gian ctia web log) cua dot xir 1y.
Xt Iy: Thue hién truy van CSDL dé doc ra tap dong log cho xtr 1.

Pau ra: Tap dong log (hodc tap rong).

- Kiém tra, phan tich timg dong web log dé phat hién tan cong.

Chtic ning nay nhan tap dong log, xtr 1y tng dong nham phét hién cac dau

hiéu tan cong web.
Pau vao: Tap dong web log, mo hinh phat hién.

Xt 1y: Tach URI truy nhap, tién xu 1y ting dong web log va phat hién trang
thai URI truy nhap.

Pau ra: Trang thai cia dong web log (binh thudng hay bi tin cong, gom loai

tan cong).
- Luu trit toan bo két qua phan tich, xtr Iy web log theo timg dot vao CSDL.
Chirc nang nay luu toan bo két qua phan tich, xir Iy web log theo timg dot vao CSDL.
Dau vao: Thong tin dot xtr Iy web log va két qua xir 1y tong hop.

Xt ly: Két nbi dén CSDL, luu thong tin dot xir 1y web log va két qua xu 1y
tong hop vao CSDL.

Pau ra: Dir liéu luu thanh cong trong CSDL.
- Luu thong tin va sinh canh bao khi phat hién tin cong.

Chtc nang nay luu thong tin chi tiét vé tin cong cho mdi dong log va sinh

canh bao khi phat hién tin cong cho ca dot.
Dau vao: Thong tin chi tiét vé tAn cong cho timg dong log

Xt Iy: Két ndi ¢én CSDL, luu thong tin chi tiét vé tAn cong cho timg dong log,
sinh céc canh bao (pop-up, SMS, email) va luu vao bang thong tin canh bao theo dinh

dang cho trudc.

Dau ra: Dir liéu luu thanh coéng trong CSDL.
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1.4.3.2. Kién triic phat hién tan céng thay déi giao dién trang web

Hinh 1. 9 kién trac tong thé phat hién tin cong thay doi giao dién trang web.
Déu vao cia mo6 dun ndy 13 cac trang web can giam sat. Nhiém vy chinh ctiia mé dun
phat hién tin cong thay doi giao dién 1a dinh ky giam sat cac trang web nham phat
hién cac d4u hiéu cua tin cong thay dbi giao dién. M6 dun nay dugc phat hién thanh
2 giai doan: giai doan huin luyén va giai doan phat hién duoc trinh bay chi tiét hon
trong chuong 2 cua luan an.

Thuét toan hoc sdu

(a) Hufin luyén
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(b) Giai doan phat hién

Hinh 1. 9. Kién tric tong thé cho phdt hién tdn céng thay déi giao dién trang web
Chure nang chinh cia mo6 dun nay la:
- X4y dyng mé hinh phat hién tir dit liéu huan luyén san co.

Churc nang nay thuc hién cac khau tién xu ly tap dir 1i€u huan luyén c6 san,

huin luyén mo6 hinh phat hién béng cac thuat toan hoc sau.
Pau vao: Tap dir licu huin luyén nhu mo ta trong muc.
X 1y: Tién xir 1y, hudn luyén, luu md hinh phat hién va kiém thir.
Pau ra: File luu mo hinh phat hién va d6 chinh xac kiém thir phat hién.
- Quan ly cac trang web dugc giam sat.

Chtrc ning nay cho phép quan 1y cac trang web dugce giam sat, bao gdm cac

tinh ndng xem danh sach trang, thém mai, stra, xoa mdi trang.
Dau vao: Thong tin cac trang web duoc giam sat.
Xu ly: HO tro céc tinh nang xem danh sach trang, thém mai, sira, xoa mdi trang.
Pau ra: Thong tin cac trang web dugc gidm sat luu trong CSDL.

- Giam st ty dong dong thoi nhidu trang web
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Chtrc nang nay thyc hién nap danh sach cac trang web can giam sat tir CSDL,

tai ma HTML va phan tich timg trang web nham phét hién tan cong thay d6i giao dién
Dau vao: Danh sach céac trang web can giam sat luu trong CSDL.
Xir Iy: Tai md HTML tirng trang, lvu m3 HTML va man hinh, tién xi Iy, phat hién.

Dau ra: Trang thai timg trang web duoc giam sat (binh thudng, 16i tai trang,

hay bi thay d6i giao dién).
- Luu trit toan bo két qua giam sat vao CSDL

Chtrc ning nay cho phép luu trir toan bo két qua giam sat ting trang vao CSDL.

Nguoi dung c6 thé xem két qua giam sat trén giao dién ctia phan hé quan tri.
Pau vao: Thong tin két qua giam sat cac trang
Xt Iy: Két nbi dén CSDL, luu toan bo két qua giam sat ting trang vao CSDL.
Pau ra: Cac thong tin dugc luu thanh cong vao CSDL.
- Luu thong tin va sinh canh bao khi phat hién tan cong

Chtrc nang nay luu thong tin chi tiét va sinh canh bao khi phét hién tan cong

cho mdi trang web duoc gidm sat.
DPau vao: Thong tin chi tiét vé tan cong cho mdi trang web duoc giam sat

Xt 1y: Két nbi dén CSDL, luu thong tin chi tiét vé tan cong cho tirng mdi trang
web dugc giam sat, sinh cac canh bao (pop-up, SMS, email) va luu vao bang thong

tin canh bao theo dinh dang cho trudc.

Pau ra: Dit liéu luu thanh cong trong CSDL.

1.5. Mt s thuit toan hoc may va hoc siu sir dung trong luin an

Muc nay trinh bay vin tit mot sé thuat toan hoc may ¢ giam sat truyén thong
va mot sb thuat toan hoc sau duoc st dung trong cdc mo6 hinh phat hi¢n tan cong web
dé xuét tai chuong 2 va chuong 3 ctia ludn 4n bao gdbm: Naive Bayes, Cay quyét dinh,
Rirng ngau nhién, SVM va CNN, LSTM, BiLSTM, EfficientNet.

1.5.1. Naive Bayes

Naive Bayes 1a mot thuét toan dua trén dinh Iy Bayes vé Iy thuyét xac sut dé
dua ra cac phan doan cling nhu phan loai dir li¢u dua trén cac dit liéu dugc quan sat
va thong ké. Naive Bayes 1a mot trong nhitng thuit toan duoc tmg dung nhiéu trong
cac linh vuc hoc may dung dé dua cac du doan chinh x4c nhit dya trén mot tap dir

lidu dd duoc thu thap, vi n6 twong dbi don gian va cho do chinh x4c cao. Naive Bayes
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thudc vao nhém céc thuat toan hoc c6 giam sat, tirc 1a hoc tir cac dir liu da dugc gan
nhan [72] [73].

Ap dung trong bai toan phan loai, cac dit liéu gdm: D 1a tap dit liéu huan luyén
da dugc véc to hoa dudi dang X = (xq, X5, X3 ... ... X,) C;la phan 16p i, voi i =
{1,2,...m}. Gia thiét, cac thudc tinh doc lap diéu kién d6i mot v6i nhau, theo dinh Iy
Bayes [74]:

P(X | C;) P(Cy)

. = (1. 1)
Theo tinh chat doc lap diéu kién:
n
1.2
PCIx) = | [Pl C) (2
k=1

Trong d6, P(C; | X) 1a x4c xuat thudc phan 16p i khi biét miu X, P(C;) 1a xac
xuat phan 16p i va P(x;, | C;) 1a xac xuét thuéc nhom k mang gia tri x;, khi da biét X

thudc phan 16p i.
1.5.2. Cay quyét dinh

Cay quyét dinh la mdt thuat todn hoc may co6 giam sat co thé dugc ap dung vao
c4 hai bai toan phan loai va hoi quy. Viéc xdy dung mot ciy quyét dinh trén dit lidu
huin luyén cho trudc 1a viéc xac dinh céc cau héi va th ty ctia chung. Mot diém
dang luu y cta cdy quyét dinh 1 n6 co thé 1am viéc véi cac dic trung (cac dic trung
thuong dugc goi 1a thude tinh — attribute), thuong 1a roi rac va khong cé thu tu. Vi
du, mua, néng hay xanh, do, v..v. Cay quyét dinh cling lam viéc vo1 dit li¢u c6 vector
dac trung bao gém ca thudc tinh dang ro1 rac va lién tuc. Mt diém dang luu y nira 1a
cay quyét dinh it yéu cau viéc chuan hoa dit liéu. Hau hét cac thuat toan cay quyét
dinh da duoc phat trién 1a cac bién thé ctia thuat toan cbt 18i st dung tim kiém tham
lam tir trén xudng trong khong gian cta cac cy quyét dinh c6 thé co. Cach tiép can

nay dugc minh hoa bai thuat toan ID3 va thuat toan ké nhiém C4.5.
1.5.3. Rirng ngdu nhién

Rurng ngﬁu nhién (Random Forest) 1a mot thuat toan hoc may phé bién thudc
nhém hoc may c6 giam sat. Tuong tu cdy quyét dinh, rimg ngau nhién cé thé duoc
st dung giai quyét hai van dé phan loai va hdi quy trong hoc may [75]. Rung ngiu
nhién dya trén khai niém hoc tap theo nhém, 1a mot qué trinh két hop nhiéu bo phan

loai dé giai quyét mot van dé phtrc tap va dé cai thién hi¢u suat cia mo hinh. Thay vi



41

dua vao mot cdy quyét dinh, rirng ngau nhién 1y du doan tir mdi cay va dua trén da
s6 phiéu, va du doan két qua cudi cung. S6 lugng ciy 16n hon trong rimg dan dén do

chinh xac cao hon va ngan ngtra van dé qua vua.

Str dung thuat toan Rung ngau nhién c6 cac vu diém sau: (i) Dy doan dau ra
voi do chinh xdc cao, ngay ca doi véi tap dit li¢u 1om, n6 chay hi€u qua va (ii) Cé thé

duy tri d6 chinh xac khi mot phan 16n dit liéu bi khuyét, thiéu.
1.5.4. SVM

May véc to hd tro (SVM) 1a mot trong nhitng thuat toan hoc may c6 giam sat
phé bién nhat, dugc st dung cho cac bai toan phan loai cling nhu hoi quy. Tuy nhién,
SVM chu yéu duoc st dung dé giai quyét cac bai toan phan loai. Muc tiéu cia thuat
toan SVM 1 tao dudng hodc mit ranh gidi quyét dinh t6t nhat c6 thé tach khong gian
n chiéu thanh cac 16p dé c6 thé dé dang dat diém dit liéu mai vao dung danh muc

trong twong lai. Ranh gidi quyét dinh t6t nhat nay dugc goi 1a siéu phang.
1.5.5. CNN

CNN (Convolutional Neural Network) 13 mot thuat toan pho bién va duoc st
dung rong rai trong hoc sau. N6 da dugc 4p dung rong rai trong cac ing dung khac
nhau nhu NLP, xtr Iy giong noi, va thi gidc may tinh,... Mang CNN c¢6 kién trac duoc
cAu tao boi mot sd 16p bao gom: Convolutional layer, Pooling layer va Fully
connected layer. Convolutional layer hay Lép tich chdap (CONV) st dung céac b0 loc
dé thuc hién phép tich chap khi dwa chung di qua dau vao 7 theo cac chiéu cua né.
Céc siéu tham s6 cta cac bo loc nay bao gém kich thudc bo loc F'va do truot (stride)
S. Két qua dau ra O dugc goi 1a feature map hay activation map. Lop pooling (POOL)
12 mot phép downsampling, thuong duogc sir dung sau tang tich chap, giup ting tinh
bat bién khong gian. Co thé liét ké mot sb loai cdu tric CNN nhu: LetNet, AlexNet,
ZFNet, VGGNet va GoogleNet.

1.5.6. LSTM

LSTM (Long Short-Term Memory) 1a mét bién thé nang cao hon ciia mang
RNN (Recurrent Neural Networks) v6i viée thiét ké dé giai quyét cac bai toan vé phu
thudc dai han. LSTM dugc gidi thiéu 1an dau vao nim 1997 va duoc cai tién vao nam
2013, dat dugc su phd bién dang ké trong cong dong hoc sau. So véi cac RNN tidu
chuan, cac mo hinh LSTM d4 duoc chtirng minh 13 hiéu qua hon trong viéc luu gitr va
sir dung thong tin qua cac chudi dai hon [76]. LSTM khic phuc dugc rat nhiéu nhiing
han ché ctuia RNN trudc day vé triét tiéu dao ham. Tuy nhién cau tric ciia ching ¢o

phan phirc tap hon mic du van dir dugc tu twdong chinh cia RNN 1a sy sao chép céc
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kién trac theo dang chudi [77]. LSTM bao gdm ba cong: cong dau vao, cong quén va
cong dau ra. Mdi cong thyc hién mot chirc nang cu thé trong diéu khién ludng thong
tin [78].

1.5.7. BiLSTM
BiLSTM (Bidirectional LSTM) 13 mot phan mé rong cua kién trac LSTM giai

quyét giéi han cia cac mé hinh LSTM tiéu chuén bang cach xem xét ca qua khir va
bdi canh twong lai trong cac nhiém vu 1ap mé hinh trinh tw. Trong khi cac mé hinh
LSTM truyén théng chi xir Iy dir lidu dau vao trong hudng vé phia trude, BILSTM
khac phuc han ché nay bang cach dao tao mo hinh theo hai hudng: tién va lui [79].
BiLSTM bao gém hai 16p LSTM song song: (1) xir 1y chudi du vao theo huéng
thuan, (2) xur Iy né theo huéng nguoc lai. Phia trude 16p LSTM doc dit liéu dau vao
tir trai sang phai. Pong thoi, 16p LSTM nguoc lai doc dit liéu dau vao tir phai sang
bén trai [80]. Qua trinh xtr 1y hai chiéu nay cho phép mé hinh nam bat thong tin tir ca
bbi canh qua khu va twong lai, cho phép hiéu ré hon sy hiéu biét toan dién vé su phu

thudc thoi gian trong trinh tu.
1.5.8. EfficientNet

Mang tich chdp (ConvNet — hay CNN) da tr¢ thanh mot trong nhitng m6 hinh
dugc st dung nhiéu nhét trong linh thuc thi gidc may tinh. Mang ConvNet thudng
duoc phat trién véi ngan sach tai nguyén cd dinh va sau d6 duoc mé rong quy mé dé
¢6 do chinh x4c cao hon néu c6 sin nhiéu tai nguyén hon [81]. Do d6 nham ting do
chinh xac mo6 hinh thi ching ta thuong c6 3 hudng sau : (1) Tang dd sau cua mo hinh,
(2) Tang d6 rong ciia timg layer trong mo hinh, (3) Cai thién chat luong ciia dau vao
(tang chat luong, kich thudc anh). Mic du 3 hudng trén c6 thé giup mo rong mo hinh,

nhung co thé s& kho khan khi can tbi vu ddi voi mot mang ConvNet 16n.

Mang EfficientNet 1a mé hinh mang dwgc mé rong tir mé hinh ConvNet nhim
dat két qua tot hon (accuracy) vé6i sb lugng tham sé (params) it hon, sé FLOPS ting
1én (s6 luong floating points can tinh toan per seconds) [81]. Mingxing Tan, Quoc V.
Le [81] ciing dwa ra thém cac mo hinh EfficientNet BO dén B7 (BO 13 mé hinh co sé
con B1->B7 12 mé hinh duoc diéu chinh caa B0) da hoan toan vuot troi so vdi cac

md hinh ConvNet vé hiéu suét.
1.6. Cac d¢ do danh gia
Dé danh gia kha ning phat hién cta cac mo hinh dé xuit trong cac Chuong 2

va Chuong 3, luan an st dung sau do do bao gdm: PPV (Positive Pedictive Value),
TPR (True Positive Rate), FPR (False Positive Rate), FNR (False Negative Rate), F1
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va ACC (Accuracy) va duoc tinh toan bang cac thanh phan trong bang ma trin nham
1an cho trén Bang 1. 5. Theo d6, TP 1a ) luong cac mau tan cong dugc du doan ding,
TN la sb luong cac mau binh thuong duge du doan dung, FP 1a sb lugng mau binh
thuong dugc dy doan sai thanh tan cong va FN Ia ) luong mau tAn cong duoc du

doan sai thanh binh thuong.

Bdng 1. 5. Bang ma trdn nham lan

Actual Class

Attacked Normal
Attacked TP (True Positives) kP (False
Predicted Class Positives)
Normal FN (False TN (True
Negatives) Negatives)

Céc d6 do nay dugc dinh nghia nhu sau:

- Gid tri dy doén duong tinh (PPV-Positive Predictive Value, hay Precision),
con goi la do chinh xac la thudc do trong tat ca cac mau tan cong du doan dugc dua

ra, c6 bao nhiéu mau du doan 1a chinh x4c, duoc tinh theo cong thirc:

TP
PPV = — 1.3
TP+ FP (&9
- Ty 1€ duong tinh that (TPR-True Positive Rate, hay Recall) con goi 1a do
nhay, hay d bao phu 1a thudc do trong tat ca cic mau dugc dy doan 13 tin cong, co

bao nhiéu mau d dugc du doan chinh xéc, duoc tinh theo cong thurc:

TP
TPR = ———— (1.4
TP + FN /
- Ty 1é dwong tinh gia (FPR-False Positive Rate), hay con goi 1a “nham 13n” 1a
thude do trong tit ca cac mau binh thudng, ¢ bao nhiéu mau duoc du doan sai 14 tAn

cong, duogc tinh theo cong thuc:

FP
FPR = —— 1.5
FP+TN (1.9
- Ty 1€ am tinh gia (FPR- False Negative Rate), hay con goi “bo sét”, 1a thudce
do trong tat ca cac mau tin cong, c6 bao nhiéu miu duoc du doan sai 13 binh thuong,

duogc tinh theo cong thuc:
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FN
FNR = N LTP (1. 6)

- b6 do F1 1a trung binh diéu hoa giita Precision va Recall. F1 ¢6 khuynh
huéng 14y gia tri nho hon giita Precision va Recall. Néu chi dung Precision, mé hinh
chi dua ra du doan cho 1 diém ma né chic chin nhat, khi d6 Precision = 1, tuy nhién
khong thé néi ddy 13 mé hinh tét. Mit khac, néu chi dung Recall, mé hinh dy doan
tat ca cac diém déu 1a duong tinh, khi d6 Recall = 1, tuy nhién ciing khong thé néi
day 12 mot mé hinh tét. Do d6, sir dung F1 dé danh gia s& khach quan hon, dugc tinh
theo cong thuec:

2TP

— (1.7)
2TP + FP + FN

F1

- 6 chinh x4c toan cuc (ACC) hay d6 chinh xac chung, 1a thudc do trong tat
ca cac mau dua vao du doan (bao gdm ca tan cong va binh thuong), ¢6 bao nhiéu mau
tan cong va binh thuong dugc du doan chinh xac, dugc tinh theo cong thire:

TP +TN

ACC = 1.8
ce TP+TN+ FP+FN (1.9

1.7. Két luan chwong

Trong phan dau, chuong 1 di trinh bay khai quat vé web va dich vu web, tong
quan vé tan cong web; dong thoi khai quat vé phat hién tan cong web, cc giai phap,
cong cu va k¥ thuat chinh; cac van dé vé hoc may va hoc sau sur dung trong luan an.

Noi dung chinh cua chuong 1 cua ludn an phan tich cac nghién ctru trong cac
k¥ thuat phat hién tan cong web, dua ra nhan xét va tur do dé xudt hai bai toan can
giai quyét trong ludn an dugc trinh bay trong cac chuong 2 va chuwong 3.

Noi dung cua chuong nay di dugc cong bd trong bai bao:

Hoang Xuan Dau, Ninh Thi Thu Trang, Nguyen Trong Hung. “A Survey of

Tools and Techniques for Web Attack Detection”. Journal of Science and Technology

on Information security, Special Issue CS (15) 2022, pp. 109-118.
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CHUONG 2. PHAT HIEN TAN CONG WEB DUA TREN HQC MAY
SU DUNG WEB LOG

Chirong 2 ludn dn trinh bay tong quan vé web log, cdc dé xudt nghién civu lién
quan t&i phat hién tan cong web sir dung hoc mdy. Chirong sé dé xudt mé hinh phat
hién tan cong web sir dung dit liéu web log. Phan tiép theo trong chwong nay trinh
bay tdp dir liéu thir nghiém va cdc kich ban thir nghiém, so sanh danh gia két qua thir

nghiém voi cac cong trinh nghién cvru co lién quan.
2.1. Khai quat vé web log
2.1.1. Gigi thiéu vé web log

Web log 1a cac ban ghi duoc dung dé ghi lai nhimng hoat dong cuia cac may chit
web. Cac ban ghi web log thuong dugc luu trit trong cac file log dudi dang van ban
thuan. Cac may cha web thong dung hién nay, nhu Mozilla Apache HTTP Server,
Microsoft IIS, Nginx déu cung cip co ché dé ghi lai log hoat dong vao file.

Web log c6 nhiéu dinh dang khac nhau, chtra nhitng thong tin lién quan toi
thoi gian, ndi dung trao d6i gitra may khach va may cha web. Dir liéu log c6 thé duoc
Irru vao mot file, hodic chia thanh cac file log riéng biét, nhu log truy cap, log 16i, log
tham chiéu, ... tuy thudc vao loai may cha web. Web log c6 thé dugc xtr 1y boi cac
cong cu phén tich log gitp trich xuat nhiéu thong tin hiru ich vé hanh vi nguoi dung
web. Ngoai ra, khi hé théng gip su cb, web log ciing 1a mot ngudn cung cip cac dit

liéu quan trong cho quan tri vién tim hiéu nguyén nhan va khac phuc sy ¢6 [82].

File log cua cac loai may chu web khac nhau chtra cac loai dir 1iéu khong hoan
toan giéng nhau. Tuy nhién, dit liéu log chira trong file log ctia hau hét cac loai may

chu web bao gom [83]:

- Tén nguo1 dung (Username): Xac dinh tén nguoi dung (hay dinh danh nguoi
dung) da truy cap website. Trong truong hop khong xac dinh dugce tén nguoi dung,
dia chi IP méy khach duoc str dung dé xac dinh dinh danh cta ngudi dung.

- Puong dan truy cap (Path): Xac dinh tai nguyén ma ngudi dung truy cap trén
website.

- Thoi gian truy cép (Date and Time): Cho biét thoi diém va khoang thoi gian
ngudi dung thim mot trang web. Thong sé nay thudng dung trong viée xac dinh céc
phién lam vi¢c cia nguoi dung.

- Trang xem cudi cung (Last page visited): Cho biét trang ma nguoi dung xem

trudce khi ro1 website.
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- May khéach nguoi dung (User Agent): Mot chudi mé ta loai, phién ban cua

may khach web (thudng 13 trinh duyét web) ngudi dung sir dung dé truy cap website.
URL (Uniform Resource Locator): Pia chi tai nguyén duogc truy cap bdi

nguoi dung, co thé 1a mot trang HTML, mot chuong trinh CGI, hodc mot doan ma,....

- Loai yéu cau (HTTP method): Phuong thirc yéu cau giri dén tir may khach,
c6 thé 1a GET, POST, HEAD,...

| u_ex150603.log - Notepad = =] X

File Edit Format View Help

#Software: Microsoft Internet Information Services 8.5 A
#version: 1.0

#Date: 2015-06-03 19:48:12

urields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-si
2015-06-03 19:48:12 ::1 GET /openatrium - 80 - ::1 Mozilla/5.@+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+like+Gecko - 50¢
#software: Microsoft Internet Information Services 8.5

#version: 1.0

#Date: 2015-06-03 19:50:07

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-st

2015-06-03
2015-06-03

GET /openatrium/themes/seven/images/task-check.png - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3; +WOW64;+Tri
111 Mozilla/S5.0+(Windows+NT+6.3; +WOW64 ; +Tric i

2015-06-03 ::1 GET /openatrium - 80 - ::1 Mozilla/S.@+(Windows+NT+6.3;+WOW64;+Trident/7.0;4rv:11.0)+likesGecko - 301
2015-06-03 11 GET /openatrium/ - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;4rv:11.0)+likesGecko - 3¢
2015-06-03 :1 GET /openatrium/install.php - 80 - ::1 Mozilla/S5.@+(Windows+NT+6.3;+WOW64;+Trident/7.0;4rv:11.0)+1ike
2015-06-03 t1 GET /openatrium/install.php profile=openatrium 89 - ::1 Mozilla/S5.0+(Windows+NT+6.3;+WOW64;+Trident/;
2015-06-03 i1 GET /openatrium/modules/system/system.admin.css © 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trider
2015-86-03 :1 GET /openatrium/profiles/openatrium/openatrium.css @ 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Tri
2015-06-03 i1 GET /openatrium/modules/system/system.theme.css © 80 - ::1 Mozilla/S5.0+(Windows+NT+6.3; +WOW64;+Trider
2015-06-03 11 GET /openatrium/modules/system/system.base.css @ 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident
2015-96-03 11 GET /openatrium/modules/system/system.maintenance.css @ 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;4
2015-06-03 11 GET /openatrium/modules/system/system.menus.css @ 89 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider
2015-06-03 11 GET /openatrium/modules/system/system.messages.css © 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Tri
2015-06-03 11 GET /openatrium/themes/seven/reset.css @ 80 - ::1 Mozilla/5.8+(Windows+NT+6.3;+WOW64;+Trident/7.0;4r\
2015-06-03 11 GET /openatrium/themes/seven/style.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r\
2015-06-03 :1 GET /openatrium/themes/seven/logo.png - 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:
2015-06-03 :1 GET /openatrium/misc/drupal.js © 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+]
2015-06-03 11 GET /openatrium/misc/jquery.js v=1.4.4 80 - ::1 Mozilla/S.8+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:1
2015-06-03 :1 GET /openatrium/misc/jquery.once.js v=1.2 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r
2015-06-03 11 GET /openatrium/themes/seven/images/buttons.png - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3; +WOW64;+Trider
i1
:1

GET /openatrium/themes/seven/images/task-item.png - 8@

< >

Hinh 2. 1. Cac ban ghi web log trén may chu web Microsoft I1S

Céac ngudn sinh web log file chinh gém: Client Browser (Trinh duyét may
khach), Web Proxy Server (May chu web proxy) va Web Server (May chu web) [84].

Client Browser Web Proxy Server Web Server
Request Request
Respone Respone

=l = =
Log file Log file Log file

Hinh 2. 2. Céc nguén sinh web log
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2.1.2. Mgt sé dang web log

Cac dinh dang web log dugc st dung phd bién nhat hién nay bao gém dinh
dang web log chuin cia NCSA (NCSA Common Log Format), dinh dang web log
két hop (NCSA Combined Log Format), dinh dang web log mé rong cia W3C (W3C
Extended Log Format) va dinh dang web log ciia may chia web Microsoft IIS
(Microsoft IIS Log Format) [84] [83]. Tuy nhién trong thuc t& mdi may cha web déu
hd tro mot s6 dinh dang web log trong s cac dang ké trén do d6 ngudi quan tri co
thé lua chon dinh dang web log sir dung dé may chu sinh céc file web log phu hop.

2.1.2.1. NCSA Common Log Format

NCSA Common Log Format hay Common Log Format, 1a dinh dang web log
v6i cac trudong cd dinh ma khong thé tiy chinh. M6t s6 thong tin co ban ¢6 trong dang
web log nay gom: yéu cau ngudi ding, hostname (tén) ciia may khach, tén ngudi
dung, ngay, gio, loai yéu cau, ma trang thai HTTP tra vé, s6 lugng byte giri boi server.
Céc trudng trong mdi ban ghi log duoc phan cach boi dau trang. Nhimng trudng khong
chtra dir liéu s& duoc bicu dién bang dau (-), cac ky tu khong in dugc s& dugc biéu
dién boi dau (+).

Véi may chit Apache HTTP Server, dinh dang Common Log Format c6 thé
dugc cau hinh nho chudi dinh dang nhu sau [85]:

LogFormat "%h %l %ou %t \"%r\" %>s %b" common

Vi du, véi Common Log Format thi mot dau muc (entry) s& c6 dang nhu sau:

127.0.1.1 - frank [10/Oct/2021:13:55:36 -0700] "GET /apache pb.gif
HTTP/1.0" 200 2326

Trong d6, cac trudng thong tin ctia dau muc nay gom:

-127.0.1.1 (twong tng ki hiéu %h): Dia chi IP ciia may khach gui yéu cau dén
may chu.

- Tréng (-) (tuwong tng ki hiéu %I): Dinh danh ctia may khach.

- frank (twong tmg ki hiéu %u): Dinh danh/tén cua ngudi ding guri yéu cau
duoc xac dinh nho thu tuc xac thuc HTTP.

- [10/0ct/2021:13:55:36 -0700] (twong tng ki hi¢u %t): Thoi gian may chu
két thuc xur 1y yéu cdu, theo dinh dang sau: [day/month/year:hour:minute:second

zone], hay ngay/thang/nam:gio:phut: giay va mui gio. Trong do, day = 2*digit, month
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= 3*[etter; year = 4*digit; hour = 2*digit; minute = 2*digit; second = 2*digit va zone
= (“+7| %) 4*digit.

- "GET /apache pb.gif HTTP/1.0" (twong tng ki hiéu \"%r\"): Yéu cau cua
may khach guri 1én may chu.

-200 (tuong Gmg ki hidu %>s): Ma trang thai ma may chu giri tra vé cho may khéch.

- 2326 (twong ung ki hiéu %b): Kich thudc ctia goi tin tra vé cho may khéch,
khong bao gdm header.

2.1.2.2. NCSA Combined Log Format

NCSA Combined Log Format goi tat 1a Combined Log Format vé co ban
tuong tu nhu Common Log Format, ngoai trir viéc né bo sung thém hai trudng thong
tin & cudi 1a Referrer (Lién két tham chiéu) va User agent (May khach nguoi dung).
Véi Apache HTTP Server, dinh dang nay co thé duoc cau hinh nhd chudi dinh dang
nhu sau:

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-
agenti\"" combined [86]

Vi dy, voi Combined Log Format, mot dau muc s€ nhu sau:

127.0.1.1 - frank [10/Oct/2021:13:55:36 -0700] "GET /apache pb.gif
HTTP/1.0" 200 2326 "http://www.example.com/start.html" "Mozilla/4.08 [en]
(Win98; I ;Nav)"

Céc trudong duge bo sung bao gom:

- "http://www.example.com/start.html" (tuong tng ki hi¢u \"% {Referer}i\"):
Cho biét trang web nguoi dung di tham trude khi dén trang hién tai.

- Mozilla/4.08 [en] (Win98; I ;Nav)" (twong ung ki hi¢u \"% {User-agent}i\"):
Cho biét thong tin vé trinh duyét va hé diéu hanh may khach dang sir dung.

2.1.2.3. W3C Extended Log Format

Hién nay, W3C Extended Log Format dé& xuét boi The World Wide Web

Consortium (W3C) la dinh dang dugc sir dung rong rai nhét va dugc hau hét cac may
chiit web hé trg [87]. Pinh dang web log ndy c6 cac kha ning:

- HO tro kiém soat nhitng thong tin s& dugc ghi trong web log.

- Ho trg mot dinh dang web log chung cho ca may chu proxy, may khach va

may chu web.
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- Cung cip mdt co ché manh mé xtr Iy cac van dé vé céac ky tu thoat (character
escaping).

- Cho phép trao d6i dir liéu nhan khau hoc (demographic).

- Ho tro téng hop dir liu.

Mot file log theo dinh dang W3C Extended Log chira mot tap hop cac dong
van ban thuan gdm céc ky tu theo chuin ASCII (hodc UniCode) dugc phan tach nhau
boi ky tu xudng dong (LF hodc CRLF). Cac file log khac nhau s& c¢6 ky tu két thic
dong khac nhau tiy thudc vao quy wdc két thic dong ciia nén tang hoat dong. Trén

mdi dong thudng c6 mot chi thi (directive) hodc mot dau muyc (entry).
2.1.2.4. Microsoft IIS Log Format

Microsoft IIS 1a may chii web chay trén hé diéu hanh Microsoft Windows
Server. May cha Microsoft IIS hd tro nhiéu dinh dang web log khac nhau nhu: NCSA
Common Log Format, W3C Extended Log Format va Microsoft IIS Log Format.

Microsoft IIS Log Format chtra cac thong tin co ban nhu: Dia chi IP ciia may
khach, tén nguoi ding, ngay gio thuc hién yéu cau, mi trang thai dich vu, sd lugng
byte da nhan. Ngoai ra, ndé con chira cac thong tin chi tiét nhu hanh dong thuc hién,
file dich, thoi gian thuc hién. Céc trudng trong mdi ban ghi log dugce phan cach béi
dau phay, nhiing trudng khong chira thong tin thay bang dau ‘-, cac ky tu khong in
duoc thay bang dau “+’. Vi du, v&i Microsoft IIS Log Format thi mot dau muc cua

web log s€ nhu sau:

192.168.114.201, -, 03/20/01, 7:55:20, W3SVC2, SALESI1, 172.21.13.45,
4502, 163, 3223, 200, 0, GET, /DeptLogo.gif, -,

Trong do:

- 192.168.114.201 1a dia chi IP may khach

- 03/20/01, 7:55:20 1a ngay va gio thuc hién yéu cau
- W3SVC2 chi tién trinh chay dich vu web

- SALESI 1a tén may chu web

- 172.21.13.45 1a dia chi IP may chu web

- 4502 1a thoi gian xir 1y tinh bang mili gidy

- 163 1a sb byte cta yéu cau

- 3223 1a sb byte ctia phan hoi (két qua) may chu gii may khach
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- 200 12 m3 trang thai thuc hién yéu cau (thanh cong)

- GET 1a phuong thic yéu cau

- /DeptLogo.gif 12 file dugc yéu cau.

2.1.2.5. Cdc chudi dinh dang log ciia Apache HTTP Server

Apache HTTP Server cung cap kha ning ghi log rat toan dién va linh hoat, bao

gdm cac loai log nhu: Security Warning (canh bao an ninh), Error Log (log cac 131),

Access Log (log truy cép), Log Rotation (quay vong log), Piped Logs (cac log dudong

6ng). Log truy cap ctia Apache HTTP Server ghi lai tat ca cac yéu cau duoc xir 1y boi

may chi. Pinh dang cua log truy cap co6 thé duoc cau hinh boi cac chudi dinh dang,

nhu liét ké trong Bang 2. 1.

Bang 2. 1. Cdc chudi dinh dang ciia Apache HTTP Server

Chubi dinh dang M3 ta
%% Dau phan tram
%oa Dia chi IP may khach
%A Dia chi IP cia may cuc bd
%B Kich thudc cua goi tin trd 101 tinh bang byte, khong tinh
° HTTP header
Kich thudc ctia goi tin tra 101 tinh bang byte, khong tinh
%b HTTP header. Trong dinh dang Common Log, néu khong c6
° byte nao duoc gu’l thi duoc biéu dién boi
dau ‘-’ chtr khong phai s6 0.
% {VARNAME}C Is\ic_)ri] e(iung cua cookie VARNAME trong yéu cau gui dén
%D Thoi gian xir 1y yéu cau giri dén, tinh bang micro gidy.
%{VARNAME}e | Gié tri cia bién moéi truong VARNAME
%f Tén file
%h Hostname ctia may khach, qéu thudc tinh HostnameLookups
dugc dit 1a off thi s€ thay bang dia chi IP
%H Giao thirc ctia goi tin yéu cau gui dén
%{VARNAME}i Glra tri t}*uong VARNAME trong header cua yéu cau gui dén
may chu.
ok SO lugng yéu cau gitr két noi (keepalive) dugce xur 1y trong
° két noi.
o] Logname, néu khong bét thudc tinh IdentityCheck thi s& thay
° bang dau ‘-’
oL Néu y€u cau dén hodc goi tra 161 phat sinh 1(’,~3i thi s€ 1a Log
ID tir Error log tuong ung, néu khong sé 1a dau ‘-’
%m Phuong thirc cua goi tin yéu cau
%{VARNAME}n | Gia tri cua chi thich VARNAME ¢ cac module khac
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Chubdi dinh dang M3 ta
%{VARNAME}o E,(i)l dung cua truong VARNAME trong header ctia goi tin tra
%p Canonical port (cong chinh tic) ctia may chu nhan yéu cau
A :
dén
% {format} p Céc dinh dang kha dung: canonical (chinh tac), local (cuc bd)

va remote (tur xa).
%P ID cua tién trinh xtr 1y yéu cau
ID cua tién trinh hoac luong xur ly yéu cau. Céac dinh dang

YotformatiP | 1y 4 dung: pid, tid va hextid.
%q Chudi truy van
Yor Dong dau tién cua truy van
%R Bo phan xu 1y tao goi tin tra 101 (néu co)
%s Trang thai
%t Thoi gian nhan yéu cau dén
% {format} Thoi gian & dinh dang format, gdm céac dang sau: sec, msec,

usec, msec frac, usec frac.
%T Thoi gian can dé xur 1y yéu cau, tinh bang gidy.
Thoi gian can dé xu 1y yéu cau tinh bang UNIT, cac UNIT

0
o {UNIT}T c6 thé 1a: milli gidy (ms), micro gidy (us) va gidy (s).
%u Nguoi dung & méay khach, néu nhu yéu cau da duoc xac thuc
%U URL duoc yéu cau, khong bao gdm chudi truy vén.
%V Tén ctua may chu phuc vu yéu cau.
%V Tén cua mdy chu
Trang thai ctia két ndi sau khi hoan thanh goi tra 10i:
v x: K&t noi bj huy bo truée khi gdi tra 16i hoan thanh.
+: Két ndi co6 the dugc gitr sau khi gobi tra 101 gui di.
-: Két ndi dugc déng khi gbi tra 10i g di.
%I S6 byte nhan, bao gdm ca header
%0 Sb byte giri, bao gdm ca header
%S Sb lugng byte dugc chuyén (ca nhin va giri).

%{VARNAME}"ti | Noi dung ctia dong cudi trong yéu cau giri dén méy chil
%{VARNAME}"to | N6i dung cua dong cudi trong goi tra 161 glri tr may chu

2.2. Phat hi¢n tan cong web dua trén hoc may

Két qua nghién ciru va khao sat tai muc 7.3.3.2. Phdt hién duwa trén bat thuong
nhan thiy, cac giai phap dé xuat phat hién tdn cong web dua trén dit liéu web log 1a
mot hudng hi€u qua. Pac biét, huong nghién ctru st dung hoc may la nhanh co trién
vong do md hinh phat hién don gian, cé thé duoc xay dung ty dong tur tap dir liéu
huin luyén. Day cling chinh 1a nhanh nghién clru cta ludn an chon thyc hién.

Mic du cac nghién ctru da c6 cho phat hién tin cong web dat két qua kha quan,
tuy nhién van con mot sé van dé can tiép tuc nghién ctru nhu: (1) mét sé dé xuat tuy

st dung co ché don gidn, nhung chi cho do chinh xac phat hién cao véi tap dir li€u cu
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thé hodc véi mot loai tn cong web cu thé, va sb lugng déc trung qua it hodc qua
nhiéu dién hinh nhu cac nghién ctru cua Sharma va cOng su [20], Saleem va cOng sy
[21]; (2) mdt s6 dé xuét sir dung mo hinh hoc sau hoac st dung bo cong cu giam sat
may chu nén doi hdi chi phi tinh toan 1én cho qua trinh xay dung mé hinh, cling nhu
qua trinh giam sat phat hién va diéu nay lam giam kha ning trién khai ing dung trén
cac hé thong thuc [15] [16]; va (3) mot s6 dé xudt v6i co ché phuc tap, sir dung mo
hinh hoc sau, doi hoi nhiéu tai nguyén tinh toan, nhung khong phat hién duoc nhiéu
hinh thtc tin cong web (SQLi, XSS, CMDi, duyét duong dan), nhu [7] [15].

Do d6, trong luan 4n nay NCS dé xuat mo hinh c6 kha niang phat hién duogc
nhiéu loai tin cong web (SQLi, XSS, CMDi, duyét duong dan), cai dit tuong ddi don
gian, c6 d6 chinh x4c cao, yéu cau tai nguyén tinh toan tuong ddi thap va c6 kha ning
ng dung thyc té. Chi tiét vé mo hinh phat hién tin cong dé xuat duoc mo ta trong

muc ti€p theo cua luan an.

2.3. Xay dung va thir nghiém mé hinh phat hién tin cong web dwa trén hoc may
st dung web log

2.3.1. Gidi thiéu mé hinh

Giao thire HTTP 1 nén tang truyén thong dit liéu cho web. Theo d6, may khach
gri yéu cau HTTP dén may chi va may chi xir Iy yéu cau va tra vé phan héi HTTP
cho may khach. Néu may chu bi tan cong, diéu d6 c6 nghia la né nhan dugc mot hoac
nhiéu yéu cau doc hai. Nhitng yéu ciu nay thuong duogc luu lai trén tép tin log cta
may cha web. Do yéu cau HTTP ¢6 nhiéu thanh phan, nén NCS chi tip trung vao ndi
dung truy van URI trong yéu cau HTTP. Hinh 2. 3 hién thi mot s6 mau truy vin URI
tan cong duoc giri dén may cha web va duogc luu lai trong weblog.

84.55.41.57 - - [17/RApr/2016:07:16:06 +0100] "GET
|/wordpresspr—admin/update.php?action:install—plugin&plugin:file—manager&iwpnoncezjC6c837fca|HTTP/1.1" 200 5698
"hNCCp: //www.example.com/wordpress/wp—admin/plugin-install.php?tab=search&s=rile+permission”

84.55.41.57 - - [17/Rpr/2016:07:18:19 +0100] "GET
Ywordpress/wp-admin/plugins.php?action=activatesplugin=file-managers2Ffile-manager.phps_wpnonce=p£932ee530 |
HTTP/1.1" 302 451

"http://www.example.com/wordpress/wp-admin undate.DhD?action:inﬁtallfDludin&Dluqin:file—manacer&gwnnoncezﬁc6c8a71
84.55.41.57 - - [17/Rpr/2016:07:21:46 +0100] "GET

|/wordpre&5/wp admin/admin-ajax.php?action=connector&cmd=uploadstarget=11 d3AtY29udGVudA&name$5B%5D=r57.php&FILES= |
1460873968131 HTTP/1.1"™ 200 731 "http://www.example.com/wordpress —admin/admin.php?page=file-manager settings"

84.55.41.57 - - [17/Rpr/2016:07:22:53 +0100]|"GET fwordpress/wp—content/r57.phleTTP/l.l" 200 %03¢ "-"
84.55.41.57 - - [17/Rpr/2016:07:32:24 +0100] "POST /wordpress/wp-content/ro7.php?14 HTTP/1.1"™ 200 8030
"http://www.example.com/wordpress/wp-—content/r57.php?14"

84.55.41.57 - - [17/Rpr/2016:07:29:21 +0100] "GET /wordpress/wp-content/r57.php?29 HTTP/Ll.1" 200 8391
"http://www.example.com/wordpress —content/r57.php?28"

84.55.41.57 - - [17/Rpr/2016:07:57:31 +0100] "POST /wordpress/wp-admin/admin-ajax.php HTTP/1.1" 200 949

"http://www.myw ebsite.com/wordpre ss/wp-admin/admin.php?page=file-manager settings"

Hinh 2. 3. Truy van URI trong weblog
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Phén tich k§ hon cau triic mét truy van URI tir mau dit liéu weblog tai Hinh 2.
3, ¢6 thé thidy URI chtra cac thong tin yéu cau cai dat va kich hoat mot plugin tir ké tin

cong dugc guri to1 may chu web:

"Ywordpress/wp-admin/update.php?action=install-plugin&plugin=file-
manager& wpnonce=3c6¢8a7fca”, thi chudi truy vin (?query_string) trong URI

la: “?action=install-plugin&plugin=file-manager& wpnonce=3c6c8a7fca”

Duya trén diéu nay, phuong phap phat hién duoc thiét ké bang cach kiém tra
cac truy van URI trong dir liéu weblog (cu thé 1a cac ?query_string trong URI) dé
phat hién tdn cong web. Hinh 2. 4 biéu dién m6 hinh phat hién tan cong web dua trén
hoc may st dung dir liéu weblog. M6 hinh dé xuat sir dung tap dac trung ky tu dugc
trich xuat tir truy van URI trong dir liéu weblog. M6 hinh phat hién tan cong web dé
xuat dugc trién khai trong 2 giai doan: (a) giai doan huan luyén va (b) giai doan phat
hién. Trong giai doan huan luyén dit liéu URI tin cong va binh thuong dugc thu thap,
tiép theo sé tién hanh tién xir 1y dir liéu thu thap dugc nham trich xuét cac dic trung
cho qué trinh huén luyén. Trong budc huan luyén, cac thuat toan hoc may co giam
sat, nhu Naive bayes, SVM, Cay quyét dinh, Rimng ngiu nhién duoc ap dung dé hoc
ra bo phan loai hay mé hinh phat hién, thuat toan cho két qua tot nhét s& duogc st dung
cho mé hinh phat hién. Trong giai doan Phat hién, cac truy van URI s& duoc trich loc
tir dir liéu weblog, qua qua trinh tién xu 1y nhu giai doan Huén luyén va dén budc

phan loai stt dung B0 phan loai tir giai doan Huén luyén dé xac dinh truy van Binh

\ A A
thuong hay Tan cong.
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ,
. . i e Vector dic t ;“-_ Thuit todn hoc may i
(a) Giai dogn huan luygn ! ecl or_:.alc gy |
Trich chon d3c tmg ] i l |
URI Fl | '
Binh thuimg L H ) |
Tip di liéu huan n-gram + L i Huin luyén B phin logi |
Tuyén TE-IDF 5' ° ? !
ML | i
| I
URT ML ! i
Tn cong | : E
— 1
i
- y i
B Tién xglj - |
i
i

_____________________________________________________________________________________________________________________________

WebLog —» Téchﬁ’ﬁ'{ vén - — Phin loai
o
P i Bi’?h Tin cong
Vector dic trung | thwimg

(h) Giai doan phat hién

Hinh 2. 4. M6 hinh phdt hién tan cong web dya trén dit liéu weblog
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2.3.2. Tién xur Iy dir lieu
Céc nghién cuu [7] [21] [14] [15] st dung cic k¥ thuat Word2vec, bag of
words, tap trung vao xur 1y dic trung véi cAp do tir, trong toan truy van URI (cAu tric
URI duoc trinh bay tai muc 1.1.3. Kién triic itng dung web va cdc thanh phan). Luan
an tap trung khai thac dic trung théng ké ky tu ciia cum n-gram xuét hién trong mot
thanh phan cua truy vin URI 14 ?query_string. Trong Luan an, NCS s& thyc nghiém

v6i 2-gram, 3-gram, 4-gram va 5-gram dé chon ra n-gram cho két qua tdt nhat.

2-gram, hay bi-gram 13 cum 2 ky tu lién tiép nhau trong chudi ky tw. Vi dy,
v6i truy van URI v6i phuong thic GET “1%union” gom céc bi-gram {1%, %u, un,
ni, io, on}. Mot truy van trong URI c6 thé chira cac ky tu trong tap 26 ky tu chit cai
(a-z), 10 ky tu s6 (0-9), va 30 ky tu ddc biét / + 2 & ; =, ““ () <>* I $#| "~ { } \ --
%~@ . []:dodd sd bi-gram cé thé 1a TS(bi-gram) = 66> = 4.356.

3-gram, hay tri-gram 1a cum 3 ky tu lién tiép nhau trong chudi ky tw. Vi du,
v6i truy van URI véi phuong thic GET “1%union” gém céc tri-gram {1%u, %un,
uni, nio, ion}. Tuong ty cach tinh tong s6 bi-gram, tong so tri-gram c6 thé c6 1a TS(tri-
gram)=66=287.496.

4-gram, 5-gram 1a cum 4 va 5 ky tu lién tiép nhau trong chudi ky tu. Vi du vai
truy van van URI v6i phuong thic GET “1%union” gdm cac 4-gram {1%un, %uni,
unio, nion} va 5-gram {1%uni, %unio, union}. Tuong tu cach tinh téng sd bi-gram,
tong s 4-gram co thé c6 12 TS(4-gram)=66*=18.974.736 va tong s6 5-gram co thé co
la TS(5-gram)=66°=1.252.332.576.

Tiép @6, voi mdi tap dic trung TS(n-gram) cac phan tir s& dugc tinh tan suit
xudt hién biang phuong phip TE-IDF (Term Frequency-Inverse Document
Frequency) [88] va két qua s& thu duoc 1a mot vector dic trung trong ing. Tuy nhién
c6 thé nhan thiy v&i n-gram cang 16n thi tap ddc trung TS(n-gram) ciing cang 16n dan
t61 vector dic trung tuong tmg ciing rat 16n din dén thoi gian cho qua trinh huin
luyén sé rat dai. Bé khic phuc van dé nay, NCS str dung phuong phap giam chiéu dit
lidu dé giam kich thudc vector dic trung, qua d6 1am giam thoi gian huin luyén dong
thoi khong 1am anh huéng qua nhiéu téi hiéu ning ciia moé hinh. Luan an s& thyc
nghiém ba phuong phap giam chiéu dir liéu, bao gdm: phuong phap hé s trong quan,
phuong phap Information Gain va phuong phiap PCA (Principal Component
Analysis). Trén co s¢ thuc nghi€ém, luan an danh gid va lga chon phuong phép giam

chiéu cho hiéu suat tot nhat.
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Phwong phép giam chiéu bang hé s6 twong quan: Hé s6 twong quan 1a mot chi
s6 thong ké do ludng strc manh ctia mdi quan hé giita hai bién. C6 nhiéu loai hé sb
turong quan khac nhau. Trong luin 4n st dung hé s tuong quan Pearson. Hé sb twong

quan Pearson gitta hai bién X va Y dugc tinh bang cong thirc sau [89]:

Cov(X,Y)
Pxy = —— 2.1)

Ox 0y

Cov(X,Y): La hi¢p phuong saicua X vaY
ox: Do léch chuan cia X
gy: Do 1éch chuan cua Y

Phwong phdp giam chiéu dir liéu bang Information Gain: Information Gain
(IG) 1a mot phuong phap danh gia dic trung dua trén ham nhiéu va dugc sir dung
rong rai trong hoc may. IG dugc dinh nghia nhu mot dai luong do luong luong thong
tin thu duoc vé mét 16p tir mot ddc trung. Gia tri thong tin dugc tinh toan dya trén dai
luong entropy. Ham entropy duoc dinh nghia nhu sau [90]: Cho mét phan phdi xac
sudt cia mot bién roi rac x c6 thé nhin n gia tri khac nhau {x;, x,, .., x,,}. Gia sir xac
sudt dé nhan dugc giatrix lap, = p(x = x;) v6i 0 < p; < 1va Y. p; = 1. Ham phan
phdi sé 1a P = (py, Py, ..., Py). Gia tri entropy la:

H(P) == ) pylogp, >
i=1

Tir cong thirc vé entropy, nguyén tic tinh toan cua IG nhu sau [89]:

Budce 1: Xét mot bai toan voi C 16p khac nhau. Giad st dir li€u voi mot nat
khong c6 14 véi dir liéu cac diém tao thanh tap hop S c6 s6 phan tir 1a S v N. Gia sir
trong N dit liéu nay thi c6 N, diém dit liéu (v6i ¢ = 1,2, ..., C) thudc 10p c. Xac suat

e qm 10 A A ‘ e , N A . \ ,
cho moi dir li¢u thudc 16p ¢ xap xi FC . Nhu vay, entropy ¢ nit nay dugc tinh nhu sau:

H(S) = — Z log2 (2.3)

Budce 2: Gia str tap dir liéu duoc chia thanh céc tap con theo mot dac dieém x.
Duya trén x, diém dir li€u trong S dugc chia thanh cac nlt con: S;,S,, ..., S, voi
my,my, ..., m;, diém trong mdi nit con. Ludn 4n xac dinh cong thic sau 13 tong

entropy c6 trong sO ciia moi nut con.
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H(x,S) = — zi_l%H(Sk) (2. 4)

Budc 3: Tinh toan gia tri thu dugc thong tin dua trén dac diém x.

G(x,5) = H(S) —H(x,S) 2.5)

Phwong phdp giam chiéu dit liéu bang PCA: Pé don gian héa tinh toan, PCA
s& tim mét co sé truc chuin dé tao ra mot co s& mdi, trong do cac thanh phén quan
trong nhit nim & mot sd toa do cta thanh phén dau tién. Céac bude thuc hién PCA
nhu sau [89]:

Budc 1: Tinh vecto trung binh cua tat ca dir liéu.
_ 1 2.6
X == Z X, (2.9

Budc 2: Trir vecto trung binh khoéi mdi diém dit lidu.
X =Xn—Xn (2.7)
Budc 3: Tinh ma tran hi¢p phuong sai:

S=—XXT 2.8

Budc 4: Tinh céc gia tri riéng va vector riéng voi norm bang 1 cia ma tran nay,

sap xép chung theo thir ty giam din cua gia tri riéng.

Budc 5: Chon K vector riéng c¢6 K gi trj riéng cao nhat dé xay dung ma tran
UK v6i cac cot tao thanh mot khong gian truc giao. K vector ndy con duoc goi la cac
thanh phan quan trong tao thanh mot khong gian gan vai phan phdi cua dir liéu gbc

d3 chuén hoa.
Budc 6: Chiéu dit lidu gbc di chuan héa xudng khong gian da tim théy.

Budc 7: Tinh toan toa do cua dir liéu moi. D li€u mai la toa do cua cac diém

dir liéu trén khong gian mai theo cong thure.
Z = UgX (2.9

Dit liéu gdc o thé duoc xap xi theo dit liéu méi nhu trong cong thc.
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Nhu vay, qua trinh tién xur 1y dir liéu web log dya trén k¥ thuat n-gram, TF-

IDF va giam chiéu duoc thuc hién theo cac budce nhu sau:
Budc 1: Tach céc truy van ?query_string trong cac truy van URI
Budc 2: Tir cac truy van ndy thuc hién tach cac dic trung n-gram

Budc 3: Tinh gia tri cho cac dac trung n-gram st dung phuong phap TF-IDF

[88]. V&i mdi n-gram, gia tri tf-idf dugc tinh toan nhu sau:

B f(t d)
Hed) = e Fed: wed (2.10)
idf (¢, D) = lo N (2. 12)
P09 €Dt ea)l
tf —idf(t,d,D) = tf(t,d) x idf(t,D) (2.13)

Trong d0, tf(t,d) 1a tan suit cua n-gram ¢ trong URI d; f(t,d) 1a s lan n-
gram ¢ xuat hién trong URI &; max {f (w,d) : w € d}1a s6 lan xuat hién 16n nhét cia

mot n-gram bat ky trong URI d; D 1a tap tat ca cac URI va N 1a tong s6 lugng cac URI.

Budc 4: Giam chiéu dit liéu st dung phuong phéap hé sb twong quan, phuong
phép Information Gain, hoac phuong phap PCA.

2.3.3. Huén luyén va phdt hi¢n

Mo dau giai doan huan luyén, cac truy van URI binh thuong va URI tan cong
xay dung bd dir liéu hudn luyén c6 sd lugng URI 1a M. Trong khau tién xir 1y tiép
theo, tach cac truy van trong bo dir licu huén luyén thanh céc n-gram va st dung
phuong phap TF-IDF dé tinh gié tri cho cac dic trung n-gram nay. Tuy nhién véi n-
gram cang cao thi s luong dic trung cang nhiéu nén vector dic trung cang 16n. Do
d06, budc tiép theo sé& tién hanh giam chiéu vector dic trung nay bang phuong phap
giam chiéu dit liéu, sau qua trinh gidm chiéu mé hinh thu duoc ma tran dic trung la
Mx(N+1) trong d6 M 14 s6 lugng URI, N la s6 dic trung sau khi giam chiéu va thém
1 cot dan nhén cua cac truy van.

Tiép dén, ma tran dic trung cua cac URI duoc huan luyén str dung mot s6 thuat
toan hoc may c giam sat truyén thong dugc hd trg boi thu vién Sklearn trong Python

dé xay dung va kiém thir cac mo hinh phat hién. Cac thuat toan hoc may duoc st
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dung bao gém: Naive Bayes, SVM, cdy quyét dinh va rimg ngiu nhién. Déi voi mdi
thuat toan, 1ay ngau nhién 80% tap dit liéu dung cho qua trinh huin luyén dé xay dung
mo hinh phat hién va 20% dit liéu con lai dé kiém thtr dé tinh toan cac do do danh
gia. Ludn 4n st dung phuong phap cross-validation v6i k=10 dé tinh d6 do danh gia
cudi cung 13 trung binh cia cac d6 do sau 10 1an chay. Cubi cing, mé hinh phat hién
st dung thuat toan hoc may nao cho két qua tot nhat dya trén danh giad cac do do s€

duoc lya chon dé xay dung mo hinh phéat hién tan cong web duya trén weblog.

Trong giai doan phét hién, cac truy vin URI duogc tach tir web log can giam
sat, thuc hién tién xur Iy nhu qua trinh huan luyén, tiép theo sir dung bo phan loai tir

qua trinh hudn luyén dé phat hién URI 1 tdn cong hay binh thudng.

Pé danh gia két qua thir nghiém, ngoai cac do do dugc trinh bay tai myc 7.6.
Cdc d¢ do ddanh gid, luan an con str dung do do Detection Rate (DR) dé do ludng hiéu
qua ciia mo hinh phat hién dé xuat cho ting loai tan cong web. DR cho mdi kiéu tan
cong web dugc tinh nhu sau:

DR = §6 tan cong phat hién cia moi loai 2. 14)

Tong sb6 tin cong

2.3.4. Tgp dit li¢u thir nghigm

Céc thtr nghiém trong luan an dugc thuc hién trén tap dir li¢u dugc dan nhan
HTTP Param Dataset [91] co cac truy van binh thuong duogc loc tir bg dir ligu HTTP
CISC 2010 [69] va cac truy van tan cong SQLi, XSS, CMDi, duyét dudng din duoc
thuc hién tir cic mdi truong tin cong SQLmap, XSSya, Vega Scaner, FuzzDB
repository. Bo dit liéu nay gom 31.067 chudi truy van ?query_string trong URI ciia
cac yéu cau web, bao gdm do dai va nhan cia truy van. C6 2 loai nhén truy véan la
Norm (Binh thuong) va Anom (T4n cong). Nhin Anom lai gom 4 loai tan cong cu
thé: SQLi, XSS, CMDi va duyét dudong dan. S6 luong timg loai URI cho nhu trong
Béang 2. 2. B§ dai cua cac URI rt da dang, co thé tir 1 ¢én 1058 ky tg, nhu minh hoa
trén Bdng 2. 3. Pé dai cdc truy van va nhan trong HTTP Param Dataset.

Bang 2. 2. 86 heong tirng loai trong tdi trong HTTP Param Dataset [86]

Truy van S6 lwong Nhan
Binh thuong 19.304 Norm
SQLi 10.852 Anom

XSS 532 Anom
CMDi 89 Anom
Duyét duong dan 290 Anom
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Bang 2. 3. Bé dai cdc truy vin va nhén trong HTTP Param Dataset

URI / Payload Length | Attack_type | Label
¢/ caridad s/n 14 norm norm
campello, el 12 norm norm
campello, el 12 norm norm

40184 5 norm norm
-3136%") or 3400=6002 21 sqli anom

1") as gfzb where 7904=7904;begin )
) dl;gms lock.sleep(5); end-- ¢ 60 sqli anom
1))) union all select null,null,null# 37 sqli anom
-5622" where 7970=7970 union all select 66 sqli anom

7970,7970,7970,7970,7970--

location=?javascript:alert(1)>click 35 XSS anom
<svg><script>alert(/1/)</script> 32 XSS anom
</script><script>alert(1)</script> 34 XSS anom
5rt(0);">rhainfosec 19 XSS anom
+|+dir+c:",10,cmdi,anom $++dir+c:" 35 cmdi anom
&&+|+dir ¢:",12,cmdi,anom $&&dir c:" 36 cmdi anom
&&+|+dir c:/ 12 cmdi anom
[ Jete/passwd 47 path-traversal | anom
/etc/passwd 11 path-traversal | anom

2.3.5. Thir nghiém va két qud
2.3.5.1. Kich ban thu nghiém

Muc nay mo ta 4 kich ban thir nghiém nham danh gia toan di¢n anh hudng ctia
cac tham s6 sir dung dén hiéu suat cia mo hinh phét hién tin cong web dé xuat. Chi

ti€t vé cac kich ban nay nhu sau:

- Kich ban 1: Danh gia anh huéng ciia cac tham sb 2-gram, 3-gram, 4-gram,
5-gram str dung trong khau tién xtr 1y 1én hiéu suat ciia mo hinh dé xuat v4i thuat toan
hoc méay Rung ngau nhién, tir d6 lya chon tham s6 n-gram cho két qua tot nhat. Trong
kich ban nay Luén an sé& sir dung tap dir liéu v6i 80% cho huan luyén va 20% cho
kiém thtr va phuong phap kiém tra chéo 10 1an dé tinh két qua trung binh hi¢u suat
phat hién ctia md hinh dé xuat. Trong kich ban nay, tip dic trung dugc giit nguyén va

cac phuong phap giam chiéu dir liéu khong duogc sir dung.

- Kich ban 2: Panh gia anh hudng ctia ba phwong phap giam chiéu dir liu 1a
PCA, Information Gain, Hé s twong quan lén tap dic trung thu dugc tir Kich ban 1
(thudt todn Random Forest sit dung véi n-gram cho két qua tot nhat). Tt d6 lua chon
dugc phuong phap giam chiéu dit liéu cho két qua tot nhat. Trong kich ban ndy Luan
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an st dung tap dit liéu véi 80% cho huan luyén va 20% cho kiém thir va phuong phap
kiém tra chéo 10 1an dé tinh hiéu suat phat hién trung binh ctia m6 hinh dé xut.

- Kich ban 3: Panh gia két qua cia mo hinh huin luyén sir dung cac thuat toan
hoc may c6 giam sat Navie Bayes va SVM, Cdy quyét dinh, Ring ngdu nhién (10,
30, 50, 60 cdy) v6i n-gram cho két qua tbt nhat tir Kich ban 1 va phuong phap giam
chiéu dit liéu cho két qua tdt nhat tir Kich ban 2, tir 6 lya chon thuét toan cho két
qua t6t nhat, s& dugc str dung cho qua trinh phat hién. Trong kich ban nay Lu4n 4n s&
sir dung tap dit liéu v6i 80% cho huan luyén va 20% cho kiém thir va phuong phap

kiém tra chéo 10 lan dé tinh hiéu suat phat hién trung binh ciia mé hinh dé xuét.

- Kich ban 4: Banh gia mo6 hinh phéat hién dé xuét vé6i thuat toan hoc may co

giam sat cho két qua tot nhat tir Kich ban 3 véi cac nghién ciru lién quan.
2.3.5.2. Két qua thir nghiém
Két qua thtr nghiém theo Kich ban 1 duoc thé hién tai Bang 2. 4 danh gia cac

dic trung 2-gram, 3-gram, 4-gram, 5-gram véi thuat toan Rimg ngau nhién.

Bdng 2. 4. Két qua danh gid Kich ban 1

Thuittogn | P3¢ trumgn- | PPV TPR FPRIFNR|ACC| F1 | oo
i gram (%) | (%) | (%) | (%) | (%) | (%)

2-gram 98,94(99,32(0,64 | 0,68 |99,34(99,13| 17,90

Rirmg ngiu 3-gram 100 [99,14| 0 | 0,86 [99,68/99,57| 92,99

nhién 4-gram 99,91] 99,1 |0,05| 0,9 [99,63]99,51| 132,56

5-gram 100 {98,80| 0 [1,20(99,55(99,40| 135,23

Két qua tir Bang 2. 4 cho thy véi thuat todn Rimg ngiu nhién khi sir dung dic
trung 3-gram cho do chinh xac chung ACC va d6 do F1 cao nhit so v6i khi mé hinh
1an luot str dung cac dic trung 2-gram, 4-gram va 5-gram. Cu thé, d6 do ACC va F1
lan luogt 13 99,68% va 99,57 so véi 99,34% va 99,13%, 99,63% va 99,51%, 99,55%
va 99,40% khi sir dung twong tng voi cac mé hinh 1an luot stir dung 3-gram, 2-gram,
4-gram va 5-gram. Dong thoi, thoi gian chay clia md hinh dya trén thuat toan Rung
ngiu nhién khi str dung cac dic trung 2-gram va 3-gram 1a ngan hon rat nhiéu so véi
khi sir dung 4-gram va 5-gram. Lun an khong str dung két hop dong thoi cac dic
trung 2-gram, 3-gram, 4-gram va 5-gram vi 2 1y do chinh sau: (1) viéc két hop nhiéu
dic trung n-gram khong 1am ting déng ké hiéu suat phat hién cia mo hinh (st dung
3-gram da dat d¢ chinh xac chung ACC trén 99%) va (2) viéc két hop lam sb luong

dac trung huan luyén s€ rat 1on va di€u nay dan dén yéu cau cao vé tai nguyén tinh
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toan va thoi gian huin luyén va phat hién kéo dai, lam giam kha nang phat hién tan
cong web theo thoi gian thyc. Luan an ké thira tir cac nghién ctru trude day da st
dung 3-gram va cho két qua tdt, nhu trong [17]- [19]; NCS ciing tién hanh thuc
nghiém véi cac n-gram khac nhau (gdm 2, 3, 4, 5 gram), thi 3-gram déu cho két qua
tong thé tot nhat, gdm ca hiéu suat phat hién va thoi gian xir Iy nhanh — phu hop véi
cac ung dung giam sat theo thoi gian thuc. Do d6, Luén an lya chon dac trung 3-gram
— 1a dic trung cho hiéu suét phat hién cao nhét cho cac qua trinh xur 1y dit lidu tiép
theo tai Kich ban 2.

Két qua thtr nghiém theo Kich ban 2 duoc thé hién tai Bang 2. 5 - danh gia anh
huong ctia ba phuong phap giam chiéu dit liéu 1a PCA, Information Gain, Hé s6 tuong

quan khi str dung thuat toan Rirng ngau nhién va tap dic trung 3-gram tir Kich ban 1.

Bang 2. 5. Két qua Kich ban 2

Ay o PP giam chiéu dit | PPV | TPR | FPR | FNR | ACC | Fl
Thuat toan

liéu (%) | (%) | (%) | %) | (%) | (%)
PCA 98,97 | 98,72 | 0,62 | 1,28 | 99,13 | 98,84
Rugfigfa“ Information Gain | 99,28 | 94,53 | 0.41 | 5,47 | 97,68 | 96.85

Hé s6 twong quan | 99,59 | 92,77 | 0,23 | 7,23 | 97,14 | 96,06

Két qua tir Bang 2. 5 cho thy sau khi thuc hién giam chiéu dit liéu, phuong
phap giam chiéu v6i PCA cho két qua ACC, F1, TPR cao nhét so vdi cac phuong
phap giam chiéu Information Gain va Hé sb twong quan. Cac do do ACC, F1, TPR
lan luot 1a 99,13%, 98,84%, 98,72% str dung PCA so v6i 97,68%, 96,85%, 94,53%
va 97,14%, 96,06%, 92,77% st dung Information Gain va H¢é sb tuong quan. Nhu
vay, két qua cua Kich ban 2 khing dinh phuong phép giam chiéu dit liéu PCA cho két

qua t6t nht va duoc stir dung cho qué trinh tién xur 1y dit liéu trong mé hinh dé xuét.
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Hinh 2. 5. Biéu do gid tri ddc trung sir dung phwong phdp PCA

Két qua thir nghiém theo Kich ban 3 dugc thé hién tai Bang 2. 6 - danh gia két
qua ctia mo hinh huan luyén sir dung cac thuat toan hoc may c6 giam sat Cay quyét
dinh, Navie Bayes, SVM va Rirng ngau nhién (10, 30, 50, 60 ciy) v6i 3-gram va
phuong phéap giam chiéu dir liéu PCA tir Kich ban 1 va Kich ban 2.

Bang 2. 6. Két qua Kich bdn 3

PPV TPR FPR FNR ACC F1

Thuat toan (%) (%) (%) (%) (%) (%)

Navie Bayes 89,48 | 9641 | 6,84 | 3,59 | 9438 | 92,82
SVM 99,87 | 98,50 | 0,08 | 1,50 | 99,09 | 99,18
Cay quyét dinh 96,48 | 98,42 | 2,17 | 1,58 | 98,05 | 97,44

Rimg ngdunhién- 10 | 98,13 | 98,85 | 1,14 | 1,15 | 98,86 | 98,49
Rimng ngau nhién-30 | 98,68 | 98,80 | 0,80 | 1,20 | 99,05 | 98,80
Rirng ngiu nhién-50| 98,97 | 98,72 | 0,62 | 1,28 | 99,13 | 98,84
Rimng ngdu nhién - 60 | 98,80 | 98,76 | 0,72 | 1,24 | 99,08 | 98,78

Két qua tai Bang 2. 6 cho thdy mé hinh st dung thuit toan Rung ngiu nhién
(50 cay) v6i dic trung 3-gram két hop phuong phéap giam chiéu dit liéu PCA cho hiéu
suét phat hién tot nhéat, nguoc lai mo hinh sir dung thuat todn Navie Bayes cho két

qua thap nhat. Cy thé, d6 do ACC va F1 ctia m6 hinh dya trén Ring ngau nhién (50
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cay) 12 99,13% va 98,84% so v&i 94,38% va 92,82% cho bdi mo hinh dya trén Navie
Bayes. Cac m6 hinh dua trén Ring ngau nhién (30, 60 ciy) va SVM déu cho két qua
d6 do ACC tuong dong, tir 99,05% dén 99,09%. Cac md hinh dua trén Rimg ngiu
nhién (10 cdy) va cdy quyét dinh cho két qua do do ACC thip hon dang ké, 1an luot
1a 98,86% va 98,05%.

Ly do Iya chon ) lugng cay nhu trén thuc nghi¢m: hién chua cé co so ly
thuyét cho viéc luva chon s6 luong cay cho thuat toan RF vao cac bai toan thuc té do
) luong cay cho hiéu suAt mo hinh cao nhat phu thudc vao tap dir licu huén luyén.
Do vay, NCS thuc hién chay nhiéu lan voi dai cac sd luong cay khac nhau dé tim ra
s6 lugng ciy cho hiéu suat cao nhat. Mic du vy, s6 lugng ciy trong RF khong lam
thay d6i qua 16n sy chénh 1&ch vé hiéu suat phét hién va dy chi 1a mot phuong phép tinh
chinh (fine-tuning) mé hinh.

Kich ban 4 danh gia két qua cia mo hinh dé xuat véi cac nghién ctru lién quan
vé cac do do va thoi gian huan luyén. Tuy nhién, mot s6 cong trinh khong cong bd
céu hinh thuc nghiém va cac tham sb trong qua trinh thyc nghi€ém nén luan an thuc
hién lai cac nghién ctru ndy trén méi trudng tuong dong véi viée thyc hién moé hinh
dé xuét. Cu thé cac thuc nghiém nay duoc thuc hién trén tai khoan Kaggle véi cau
hinh RAM 13G, GPU P100.

Bang 2. 7. Két qua Kich bdn 4

Thoi | Thoi
M6 hinh PPV | TPR |FPR|FNR|ACC| F1 gian gian
%) | (%) | (%) | (%) | (%) | (%) | huén | phat
luyén hién
M6 hinh dé xuit -
Rimg ngiu nhién (50|98,97(98,72| 0,62 | 1,28 |99,13(98,84| 2752 | 149
cay)
Liang va cong su [15]]99,04|96.88] 1,13 | 3,12 [97.78[97.05| 117720 | 5.67
Ming Zhang va c0ng | g¢ 59193 35| 137 | 6,65 |96.49(95.92| 151,00 | 4,18
sur [49]
Saiyu Hj‘ﬁfﬁng N 198 77/93.71]0.62 | 6.29 |97.41|96.17[13063,56| 15,05
Pan va cong su [16] |90,60[92.80 91.80
S. Shamﬁ‘zgj‘ CONESU 199 60(91,52] 0,20 | 8,48 |96.91(95,39

Bang 2. 7 cho thdy m6 hinh dé xuét dya trén Ring ngiu nhién (50 cdy) cho
hiéu sudt phat hién t6t hon dang ké so véi cac dé xuit [15] [16] [20] [49] [7]. Cu thé,
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cac do do ACC, F1, TPR cta mo hinh dé xuét 1an luot 14 99,13%, 98,84%, 98,72%
so voi 97,78%, 97,95%, 96,88% cua Liang va cong su [15]; va 96,61%, 95,39%,
91,52% ctia Sharma va cong su [20]; va 096,49%, 95,92%, 93,35% cua Ming Zhang
va cong su [49]; va 97,41%, 96,17%, 93,71% ctia Saiyu Hao cung cong su [7]. Déng
thoi, md hinh dé xuit cho do am tinh gia (FNR) va dwong tinh gia thip (FPR). Cu
thé, FNR ctia md hinh dé xuét 1a thap nhat 1a 1,28% so vai 3,12%, 8,48%, 6,65% va
6,29% lan lugt cua [15], [20], [49] va [7]. 6 do FPR cuia m6 hinh dé xuit 13 0,62%
bang vé6i Saiyu Hao ciing cong su [7], thap hon 1,13% va 1,37% cua Liang va cong
su [15] va Ming Zhang va cong su [49]. Thoi gian huin luyén ctia mé hinh dé xuét 1a
27,52 gidy nhanh hon nhiéu so v&i cac dé xuat [15], [49] va [7]. Thoi gian phat hién

cia md hinh dé xuat 1,49 gidy nhanh hon nhiéu so vé&i cac dé xuat [15], [49] va [7].

Duéi day la giai thich chi tiét vé viée str dung va Iya chon cac tham sb, siéu
tham sd trong thuc nghiém gom céc thuat toan ( TE-IDF, PCA, RF):

TF-IDF Vectorizer chuyén dbi van ban thanh ma tran TF-IDF, noi mdi gia tri
dai dién cho tan suat xuit hién cua mot tu/ngtr két hop v6i mic do quan trong ctia
ti/ngit d6 trong van ban. Cac siéu tham sd st dung:

- min_df=0.0: Tham s6 nay xéc dinh sd lan t6i thiéu mot tir/ngit phai xuat hién
trong tap dir liéu dé duoc gitr lai. Gia tri 0.0 ¢6 nghia la khong bé qua tir/ngir nao.

- analyzer="char": Xac dinh muc d6 phan tich, ¢ day la ky tu.

- sublinear tf=True: Str dung TF dudi dang logarit, gitp giam bot anh huong
clia cac tir xudt hién qua nhiéu lan.

- ngram_range=(3, 3): St dung n-gram & cip d6 3 ky tu (trigram).

- max_features=8000: Gidi han s luong tinh ning (features) téi da dugc st
dung trong ma tran TF-IDF la 8000.

PCA giam chiéu dir liéu bang cach chon cac thanh phan chinh (principal
components) dé giir lai nhiéu thong tin nhat c6 thé.

-n_components=256: Xac dinh s luong thanh phan chinh duoc giir 1ai 1a 256.
Viéc chon 256 thanh phﬁn nay co thé dua trén mot sd tiéu chi nhu gilt lai mot ty 1€
nhat dinh cta tong phuong sai hoic thir nghiém dé xac dinh sb lugng thanh phan phu
hop vaéi dir ligu.

Random Forest 1a mot thuat toan hoc may sir dung nhiéu cdy quyét dinh dé
thuc hién phan loai.

- n_estimators=50: S6 luong cay quyét dinh trong rimng.
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- criterion="gini": Xac dinh tiéu chi ding dé danh gia chét luong phan chia tai

mdi nit trong cay quyét dinh.

- max_depth=None: Xac dinh do sau tbi da cia mdi cdy trong rirng. None cd
nghia 1a khéng giéi han d6 sau, cho phép cay phat trién cho dén khi tit ca cac 14 chi

chtra mét 16p dit liéu hodc céac diéu kién dung khac dugc thoa man.

- min_samples_split=2: Xac dinh s6 lugng mau t61 thi€u can cd tai mot nut
trudc khi nat do co6 thé duoc chia thanh cac nat con. Gia tri nhé hon c6 thé dan dén

ciy quyét dinh quéa phirc tap va d& bj overfitting.

-min_samples_leaf=1: Xac dinh s6 luong mau t6i thiéu can c6 tai mot 14 (leaf
node). Gia tri nho hon cho phép cay phéan chia dén cac 1a nhé hon, trong khi gia tri

16n hon gitip 1am cho mé hinh tong quat hon.

- min_weight fraction leaf=0.0: Xac dinh ty 1¢ trong so tbi thiu ctia cac miu

trong mot 1a.

-max_features="sqrt": Xac dinh s luong dic trung duoc xem xét tai mdi phan
chia nut. sqrt c6 nghia 1a s6 lugng dic trung sé& 1 cin bac hai clia tong s ddc trung,

gilip giam su tuong quan giita cic cdy trong rimg va cai thién tinh tong quat.

- max_leaf nodes=None: Xac dinh sb luong 14 tdi da trong cay quyét dinh.

None ¢6 nghia 14 khong gidi han s6 luong 14.

-min_impurity decrease=0.0: Xac dinh murc giam t6i thiéu ctua do khong tinh
khiét (impurity) can thiét dé thuc hién mot phan chia. Gitp diéu chinh muc do tinh
khiét ma cay can dat duge dé thuc hién phan chia.

- bootstrap=True: Quyét dinh c6 str dung phuong phap bootstrap (tao mau voi
thay thé) d¢é tao ra cac tap con dit liéu cho mdi cdy hay khong. True nghia 1a sir dung

bootstrap.

- oob_score=False: Xac dinh c6 tinh toan diém sb Out-Of-Bag (OOB) hay
khong. OOB score 1a mot phuong phap danh gia mé hinh ma khong can mot tap dir
liéu kiém tra riéng biét.

- n_jobs=None: Xac dinh sb luong 16i CPU str dung dé tinh toan. None cd
nghia 13 st dung mét 151, trong khi gia tri khac c6 thé chi dinh sé luong 151 dé ting
tdc do tinh toan.

- verbose=0: Quyét dinh muc do thong béo chi tiét trong qua trinh huan luyén.
0 c6 nghia 13 khong c6 thong béo, trong khi gia tri 1én hon ¢ thé cung cip thong tin
chi tiét hon.



66

- warm_start=False: Quyét dinh c6 st dung trang thai da huan luyén trude do

dé tiép tuc huan luyén thém hay khéng. False nghia 12 khong sir dung warm start.

- class_weight=None: X4c dinh trong s6 cho cac 16p khac nhau trong dir liéu
huén luyén. None c6 nghia 13 tat ca cac 16p c6 trong sd bang nhau. Trong sd c6 thé
gitip cai thién mé hinh khi dir liéu khong can bang.

- ccp_alpha=0.0: Xac dinh tham s pruning (cit tia) dé giam d6 phic tap cia
ciy quyét dinh. 0.0 nghia 1a khong ap dung pruning. Gi4 trj 16n hon sé& gitp loai bo

cac nhanh cay it quan trong hon.

- max_samples=None: Xac dinh s6 luong mau toi da duge sir dung dé huan

luyén mdi cdy quyét dinh. None nghia 1a str dung tit ca cac mau trong tap huan luyén.

- monotonic_cst=None: Xac dinh cac rang buoc don diéu cho céac dac trung.
None c6 nghia 14 khong ap dung rang budc nao. Khi c6, nd giup dam bao rang mdi
quan hé gitra cac dac trung va nhan 1a don diu.

Bang 2. 8 thé hién két qua ctia md hinh dé xuét dya trén ring ngau nhién trong
phat hién ting loai tn cong cu thé: SQLi, XSS, CMDi, duyét duong dan (Path) va ty
1¢ phét hién trung binh. C6 thé thdy, mé hinh cho ty 1¢ phét hién tin cong SQLi cao
nhat va ty 18 phat hién tan cong CMDi 13 thap nhat.

Bdng 2. 8. Ty Ié phdt hién (DR) cho cdc cudc tan cong web trén thudt todn hoc mdy

SQLi(%) | XSS(%) | CMDi(%) | Path(%) | Trung binh (%)
99,90 98,68 82,02 98,62 99,67

2.3.6. Nhin xét

Trong muc nay, luan an dénh gia vé hiéu suat phat hién ciia mo hinh dé xuét
dua trén cac khia canh sau: (1) anh huéng ctia viéc phan bd s6 lwong tan cong web
dén ty 1¢ phat hién, (2) hi¢u sudt phat hién cia mo6 hinh dya trén cac thuat toan hoc

may khac nhau va (3) so sanh gitra mo6 hinh dé xuat véi cac dé xuat trude do.

Nhu da trinh bay trong muc 2.3.4. Tdp dir liéu thu nghiém, bd dit li¢u c6 phan
bd khong déu vé sb lugng cac loai tan cong web, cu thé: Sb lugng tan cong SQLi
chiém da s6 v6i khoang 97% trong tong s6 cac loai tn cong, vi dy 1a loai hinh tan
cong phd bién nhét, trong khi cc kiéu tin cong khac, gdm XSS, CMDi va duyét
duong dan chi chiém ty 1& khoang 3%. S6 luong cac loai tan cong web cu thé trong
tap dir liéu phan bd khong can bang do d6 anh hudng toi hiéu suat phat hién véi timg

loai tan cong web. Diéu nay dan dén ty 1¢ phat hién cho tin cong SQLi l1a cao nhat va
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ty 1¢ phat hién cho tdn cong CMDi 1a thap nhét. Cuy thé, ty 1¢ phat hién SQLI, duyét
duong dan, XSS va CMDi sir dung thuat toan rung ngﬁu nhién 1an luot 14 99,90%,
98,62%, 98,68% va 82,02%, nhu cho trén Bang 2. 8. Hiéu suat phat hién tdn cong
CMDi khéng cao do lwong dit liéu huin luyén trong tap dir liéu cho loai tin cong web

nay khéng du dé xay dung mot mé hinh phat hién tét.

Nhu d3 trinh bay trong muc 2.3.1. Gidi thiéu mé hinh, mé hinh phat hién dé
xuét trong luan an duoc xay dung dya trén cac thuat todn hoc may c6 giam sat su
dung dit liéu hudn luyén do d6 khong yéu cau phai xay dung, cip nhét thuong xuyén
cac tap luat phat hién nhu trong [53] [63] [64] [65]. Ngoai ra, md hinh dé xuat khong
yéu cdu truy cip vao mi ngudn cua cac trang web nhu trong [22] ciing nhu khong
can cac co ché dic biét nhu [16] dé thu thap thong tin dau vao vi mo hinh sir dung dir
liéu web log 1a dir liéu dau vao dé phat hién cac dang tdn cong web. V& hiéu suat phat
hién, mé hinh dé xuat cho d¢ chinh xac ACC 1a 99,13%, F1 1a 98,84%, Recall la
98,72% cao nhat so [15] [16] [20] [49] [7], dong thoi thoi gian huan luyén cua mo
hinh dé& xuat ciing nhanh hon nhiéu so véi cac nghién ciru [15] [20] [7] khi thuc

nghiém trén cung mot moi trudng nhu cho trén Bang 2. 7.

Két qua thyc nghiém trong luan an cho két qua tot hon cac nghién ctru lién
quan vé cac do do va thoi gian do cac 1y do: (1) Trong qua trinh xir 1y dit liéu, ludn
an da tap trung xtr 1y chudi truy van (?query_string) trong URI truy cap trong khi
cac nghién ciru khac lai sir dung toan bo URI. Chudi truy van 1a cac thanh phan tin
tic thuong stir dung dé nhung cac doan ma tdn coéng vao dia chi URL cua trang web.
Viéc str dung toan bo URI c6 thé lam giam ty trong ctia dir liéu tin cong chira trong
chudi truy van din dén lam giam hiéu suat phat hién. (2) Luan 4n st dung phuong
phap trich chon dic trung n-gram 13 phuong phap twong ddi don gian va st dung céac
thuat toan hoc mdy truyén thdng cho qué trinh huin luyén va phat hién do d6 thoi
gian xur Iy s& ngan hon cac nghién ctru lién quan khi str dung cic phuong phép trich
chon dac trung phtrc tap cling nhu st dung thuat todn hoc sdu cho qua trinh huin
luyén va phat hién.

2.4. Két luan chwong

Trong phan mé& dau, Chuong 2 trinh bay khai quat vé web log va mot sé dang
web log pho bién; khao sat mot s nghién ctru lién quan trong phat hién tin cong web
st dung céc k¥ thuat hoc may va hoc sau tir d6 c6 nhirng danh gia vé wu nhuoc diém
va dé xuit mé hinh phat hién cua luan an.

Noi dung chinh cta chwong 2 cua lusn 4n dé xuat mo hinh phat hién tin cong

web dua trén cac k¥ thuat hoc may c6 giam sat st dung dir li¢u web log. M6 hinh c6
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kha nang phat hién 4 kiéu tan cong web nguy hiém, bao gbm SQLi, XSS, CMDi va
duyét duong dan. Cac thur nghiém trén tap dit li¢u dugc gén nhan va nhat ky web thuc
cho thfiy mo hinh phat hién dya trén thuat toan rimg ngau nhién dat dugc do chinh
xac tong thé (ACC) va d6 do F1 cao, lan luot 14 99,13% va 98,84%. Két qua hiéu suat
chung cho thdy mé hinh d& xuét c6 thé phat hién cac cudc tin cong web phd bién mot
cach hi¢u qua va n6 hoat dong tdt hon cac mo hinh phat hién dugc khao sat [15] [16]
[20] [49] [7], ddng thoi thoi gian hudn luyén ctia mé hinh cling nhanh hon dang ké so
v6i cac dé xuat [15] [20] [7].

Ngoai hi¢u suét phat hién cao, m6 hinh duoc dé xuét con c6 mot sd vu diém
khac so vdi cac dé xuat da cé: (1) mo hinh dugc xay dung st dung céac thuat toan hoc
may c6 giam sat truyén thong nén c6 chi phi tinh toan thip nhung dat dugc hiéu suat
phat hién tét. Didu nay rat quan trong dbi véi viée trién khai thuc té vi hé thong phat
hién tin cong web thudng can phai xir Iy mot luong rat 1on nhat ky web; (2) viée xay
dung mo hinh cé thé duoc thuc hién tu dong va khong yéu cau cap nhat thuong xuyén;
dong thoi, thoi gian huan luyén ctiia mo hinh dé xuat ngin hon nhiéu lan so véi cac

dé xuat trude do.

Mot s6 han ché trong moé hinh dé xuat bao gdm: (1) hién tai mo hinh dang
duoc hudn luyén bé‘mg tap dit liéu chua du 16n nén chua bao ham hét duoc cac truong
hop tin cong va (2) trong tap dir liéu hién dang c6 su chénh léch vé luong dir licu
giita cac kiéu tan cong (kiéu tin cong SQLi dang chiém da s6). Pé khic phuc cac han
ché trén c6 thé sir dung thém phuong phap sinh dit liéu, giup tap dit liéu can bang hon

gitra c4c loai tan cong.
Noi dung cuia chuong nay cling dugc cong bo tai hai cong trinh:

1. Xuan Dau Hoang, Trong Hung Nguyen, “ Detecting common web attacks
based on supervised machine learning using web logs”, Journal of Theoretical and
Applied Information Technology Vol.99. No 6, 31st March 2021, Scopus Q4. Truy
van tir http://www.jatit.org/volumes/Vol99N06/9Vol99No6.pdf.

2. Hoang Xuan Dau, Nguyén Trong Hung, “Phat hién tin cong web thuong
gip dua trén hoc may str dung web log”, Hoi nghi khoa hoc qudc gia vé "Nghién ctru
co ban va irng dung Cong nghé thong tin" FAIR 2020.
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CHUONG 3. PHAT HIEN TAN CONG THAY POI
GIAO DIEN TRANG WEB

Chirong 3 gidi thiéu khdi qudt vé tan cong thay doi giao dién website va phong
chong dang tan céng nay trong phan dau. Phan tiép theo ciia chiwong trinh bay cdc
gidi phdp tong thé phong chong, cdc ky thudt phdt hién tan cong thay doi giao dién
website. Phan cudi chiong mé td mé hinh dé xudt cho phdt hién tdn cong thay déi

giao dién website, cdc kich ban thir nghiém, cdc két qud va danh gid mé hinh dé xudt.
3.1. Khai quat vé tin cong thay doi giao dién va phong chéng
3.1.1. Gidi thi¢u

Tan cong thay d6i giao dién trang web 1a viéc khai thac cac 16 hong trén trang
web hodc may chu web nham thuc hién ma khai thac 1am thay doi giao dién hodc xoba,
thay d6i ndi dung ciia trang web thong qua vin ban, hinh anh hodc ca hai [92]. Theo
thong ké trén trang web Zone-h.org, khoang 250.000 trang web bi tin cong thay doi
giao dién trén toan thé gidi vao nam 2022 va con sb nay 1a hon 100.000 trang web
trong 6 thang dau nam 20238 Hinh 3. 1 va Hinh 3. 2 13 anh chup man hinh bi tin
cong thay do6i giao dién cua cong thong tin jbail-byblos.gov.Ib va trang web c¢6 tén
mién .gov thudc Brazil vao thang 7 nim 2023%. Theo cic thong bao dé lai trén céac

trang web https://ippur.pa.gov.br cua quan Brazin da bi nhom tin tac “0x1988” tAn cong.

Mirror saved on: 2023-10-27 00:13:49

Notified by: SOK Domain: http://jbail-byblos.gov.lb 1P address: 188.114.97.2 B
System: FresBSD Web server: Unknown Notifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2023-10-27 00:13:439

HACKED BY SOK !

Hinh 3. 1. Trang web jbail-byblos.gov.Ib bi thay déi giao dién 2/2023.

8 "Zone-H.org," [Online]. Available: http://www.zone-h.org/stats/ymd. [Accessed 7 2023].
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IMirror saved on: 2023-07-19 17:51:13

Notified by: 0x1558| Domain: ht:Ds:,ﬁ":pounpa.gov.:J*_c'kud.ht'nlI I]p address: 177.234.154.10 2 I

This is a CACHE (mirror) page of the site when it was saved by our robot on 2023-07-19 17:51:13

HACKED BY

GZ: b44t - nel00d - Mr.Krooz.305 - Sanninja - NDA - Sonix - Libero

#LEGENDS NEVER DIE#

Hinh 3. 2. Trang web ¢ tén mién ippur.gov.br ciia Brazil bj tan céng thay doi giao
dién vao thang 7/2023

C6 nhiéu nguyén nhan khién céc trang web, cong thong tin dién tir va ng dung
web bi tin cong thay doi giao dién [93]. Tuy nhién, nguyén nhan chinh la cac 16 hong
bao mat nghiém trong ton tai trong cac trang web, cong thong tin dién tir va ing dung
web hodc cac may chi luu trit, cho phép tin tic thuc hién cac cudc tan cong [18] [36]
[19] [92] [94]. Theo [95], XSS (Cross-Site Scripting), SQLi (SQL injection), 15i bao
ham cac tép cuc bo hodc tir xa, quan 1y tai khoan va mat khau khong dang cach va
phan mém khong cap nhat 1a nhiing 15 hong bao mat nghiém trong va phd bién nhat

tn tai trong cac trang web, cong thong tin dién tir va tmg dung web.

Céac cudc tan cong thay doi giao dién trang web co thé gy ra cac hau qua
nghiém trong cho ¢4 nhan, t6 chtrc s¢ hiru cta trang web d6. Nhitng cudc tan cong
nay co thé ngay lap tirc 1am gian doan cac hoat dong binh thudng cua trang web, giy
t6n hai dén danh tiéng ctia c4 nhan, t6 chirc s& hiru va co thé giy thit thoat dit licu.
Thiét hai vé danh tiéng cac t6 chirc va c4 nhan la chu sé hitu website bi tan cong ciing
nghiém trong va co thé kéo dai. C6 hang trim, tham chi hang ngan khach hang chimg
kién website ctia cong ty bi thay d6i giao dién ddn dén mat long tin va c6 thé kéo theo
nhiéu hau qua khac, nhu gia c6 phiéu sut giam, kho khan trong ban hang,... Néu
khong duoc xir Iy kip thoi, diéu nay ¢6 thé bién thanh cudc khung hoang truyén thong
khi sy kién dugc quang ba nhanh chong trén cac mang xa hdi va cac phuong tién
truyén thong dai chung.

Mot trong cac hiu qua nghiém trong khac cua tin cong thay d6i giao dién 1a
tiém tang gy mat mat dit liéu. Khong phai tt ca cac cudc tin cong thay dbi giao dién

déu c6 muc dich pha hoai tryc dién. Do tan cong thay ddi giao dién rat dé gay chu v,
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nén mot so tin tic sir dung chung dé chuyén huéng su cha y dé c6 thém thoi gian thuc
hién cac hanh vi tdn cong nguy hiém khac nhu dénh cap thong tin nhay cam, cai dat
mi doc, leo thang dic quyén,... Trong mot sb trudng hop, viée thay doi giao dién hay
x6a trang web cé thé co nghia 1a mot sy méat mat dit liéu d3 dién ra. Riéng vi¢c mét
mat dir liéu c6 thé co hau qua rat 1on. N6 c6 thé dan dén cac vu kién va phat nang,
dic biét néu cac cude didu tra cho thiy rang cong ty cha sé hitu dd khong tudn tha
cac yéu cau phap 1y vé bao mat dit liéu va dam bao tinh riéng tu cho ngudi dung. No
tham chi c6 thé budc giam dbc diéu hanh cong ty phai tur chirc, hodc bi dudi viéc do

hau qua cua viéc méat mat dir liéu duoc cong bd rong rai.
3.1.2. Phong chong tin céng thay déi giao dién trang web

Do mirc d6 lan rong va hau qua nghiém trong cua cc cudc tin cong 1am thay
d6i giao dién véi cac trang web, cong thong tin dién tir va ing dung web, nhiéu bién
phap va cong cu da duoc nghién ciru, phat trién va trién khai trén thuc té dé chong lai
cac cudc tan cong nay [18] [17] [19]. Cac giai phap phong chdng tan cong thay doi

giao dién website co thé duoc chia thanh 3 nhom chinh sau:

- Nhém (A) bao gdm cic giai phap va cong cu dé ra quét cac 16 hong bao mat
trong may chu luu trir va ing dung web, nhu Acunetix Vulnerability Scanner, App
Scanner [55] va Abbey Scan® da duoc trinh bay tai muc /.3.2. Cdc gidi phdp va cong

cu phat hién tan céng web.

- Nhém (B) str dung cac cong cu giam sat va phat hién tin cong thay doi giao
dién, nhu VNCS Web Monitoring [50], Nagios Web Application Monitoring Software
[51], Site24x7 Website Defacement Monitoring [52] va WebOrion Defacement
Monitor'?, Visualping!; Imperva Application Security [56] va Fluxguard [57], da

duogc trinh bay tai muc 1.3.2. Cdc gidi phdp va céng cu phat hién tan cong web.

- Nhém (C) gdm céc ky thuat phat hién tin cong thay doi giao dién duya trén
chit ky va dua trén bat thuong, bao gdm cac giai phap phat hién don gian, nhu: so
sanh checksum, so sdnh DIFF va phan tich DOM tree trén cac trang web [17]; hodc
cac k¥ thuat, giai phap phat hién tin cong thay d6i giao dién trang web st dung thong
ké, hoc mdy. Cac nghién ctru cta ludn 4n tip trung theo huéng dé xuit cac mé hinh
phat hién tin cong thay ddi giao dién dua trén hoc may nham nang cao hiéu suit phat

hién va giam ty I¢ canh bdo sai.

% "Abbey Scan," Misterscanner, [Online]. Available: https://misterscanner.com. [Accessed 5 2021].

0 "WebOrion Defacement Monitor," Banff Cyber Technologies, [Online]. Available:
https://www.weborion.io/website-defacement-monitor/. [Accessed 5 2021].

1 "What is Visualping?," Visualping, [Online]. Available: https://visualping.io/. [Accessed 7 2023].
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3.1.3. Phat hi¢n tin céng thay doi giao dién

Tur cac nghién ctru danh gia duoc khao sat tai muc 1.3.3.2. Phdt hién dya trén
bat thuong c6 thé thdy cac giai phap da dé xuat cho phat hién tin cong thay dbi giao

dién trang web dang ton tai nhitng van dé sau:

- C4c giai phap phat hién tAn cong thay dbi giao dién trang web dya trén ki
thuat don gian, nhu kiém tra checksum, so sanh DIFF va phan tich cdy DOM chi c6

thé hoat dong tdt v6i cac trang web tinh.

- M6t s6 dé xuét yéu cau sir dung nhiéu tai nguyén tinh toan do chung st dung
cac mo hinh phat hién c6 do phirc tap cao, dién hinh nhu trong [70] [28].

- Mot s6 dé xuét khac c6 murc d6 canh bao sai cao, trong khi hi¢u sudt phat
hién lai phu thudc vao viéc lya chon cac ngudng phat hién, dién hinh 1a cong trinh

nghién cuu [27].

- Nhiéu dé xuét chi c6 thé xir Iy noi dung van ban ciia cac trang web. Cac thanh
phan trang web quan trong khac, nhu ma JavaScript, CSS, cac tép anh nhing khong
duogc xir Iy hodc chi xtr 1y bang k¥ thuat don gian, chang han nhu kiém tra tinh toan

ven dya trén ham bam, dién hinh 14 cac nghién ciu [18] [19] [17].

- Céc nghién ctru [28] [18] [19] [17] st dung tap dit liéu nho hodc rat nho véi
khoang 300 dén hon 1000 dir liéu trang web bi tdn cong va binh thuong. Tap dit liéu

thir nghiém nho anh huéng dén do tin cay cua két qua phat hién.

- Hau hét cac nghién ciru chi tap trung nghién ctru cac dic trung tép tin HTML
va kiém tra ma ham bam cuia cac anh nhung trong ndi dung trang web, chua c6 nghién
clru nao tap trung vao ndi dung van ban thuan trong tép HTML két hop st dung anh

chup man hinh cua trang web.

Theo nghién ciru [96] cac trang web bi tin cong thay doi giao dién thudng
chtra viin ban va hinh anh trong ndi dung trang web thé hién cho muc dich cta ké tin
cong. Ciing theo nghién ctru nay, viée két hop dit liéu cac cudc tan cong va dir lidu
van ban, dit liéu hinh anh 13 ngudn dit liéu phong phu cho phét hién rong quy mé hoat
dong tin cong thay d6i giao dién. Mat khac, theo Mao va cong sy [97] va thong ké
cac cudc tan cong thay ddi giao dién trang web tir [98] cho thiy sau khi bi thay d6i
giao dién thi trang web c6 giao dién méi chi thudn mot dai mau (mdu den — trdng, do
- den,..) hodc chira tin nhan, hinh anh nhiing hoic logo va video khéng lién quan t4i
tiéu dé cua trang web hodc 1a cac doan vin ban thong bao ngin gon “owned” hoic

“hacked by” hodc “hacked by anonymous”. Vi du: Hinh 3. 3 biéu dién (a) giao dién
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trang web trudc va (b) sau khi thay d6i vé toan mau den cha dao va thong diép “Haker
by Imkey7”.

| ®

POV K CK ¢ DAY KO

Kami hanya bekerja dengan

" pembantu yang telah melewati ‘
proses seleksi yang ketat, sehingga |8
Anda dapat yakin pembantu yang
kami rekomendasikan adalah yang &
terbaik untuk Anda '

Hacked by ImKey7

(a) (b)
Hinh 3. 3. Giao dién trang sejatimulia.com truéc va sau khi bi thay déi giao dién

Véi viée giao dién trang web bi tin cong thay d6i toan bd hodc mot phan nhur
Hinh 3. 3 (b) thi viéc st dung dac trung 1a hinh anh chup man hinh trang web ngay
sau khi bi tAn cong s& c6 gid tri trong phat hién tin cong thay ddi giao dién. Tuy nhién,
v6i nhitng trudong hop thay ddi giao dién véi mau sic khong ndi bat, chi c6 mot vai
thong diép ngan nhu Hinh 3. 5 14 giao dién trang nay sau khi bi tin cong thay doi giao
dién, thi viéc &p dung dac trung anh khong con hi¢u qua do d6 véi truong hop nay st
dung dic trung vin ban nhu cac thong diép trén giao dién bi tin cong s& hiéu qua hon.

Tir nhitng dénh gia trén, luan 4n dé xuat mo hinh phat hién tan cong thay doi
giao dién trang web dua trén viéc két hop hai dic trung hinh anh chup man hinh trang

web va ndi dung van ban cua trang web.

<
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Hinh 3. 4. Trang web cefojor.gov.ao truéc khi bi tan céng thay doi giao dién
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Hinh 3. 5. Trang web cefojor.gov.ao bi tan cong thay doi giao dién

Cu thé luan 4n d& xuit mo hinh phat hién tin cong thay d6i giao dién trang
web duya trén két hop 2 dic trung hinh anh chup man hinh trang web va noi dung vin
ban trang web theo hai nhanh: Nhénh (1) 1d mo hinh phat hién dya trén ddc trung hinh
anh chup man hinh trang web, tap trung phat hién hinh anh nhiing trang web bi tdn
cong thay ddi toan bd giao dién, nhu Hinh 3. 3 (b); va Nhanh (2) 1a m6 hinh phat hién
tan cong thay doi giao dién trang web dua trén dic trung vin ban ciia trang web, tip
trung phat hién nhiing trang web bi tin cong thay d6i giao dién voi mau sac khong
noi bat, chi c6 mot vai thong diép ngan nhu Hinh 3. 5. Két qua phat hién ctia 2 nhanh

duogc két hop dé cho két qua cudi cuing ciia mo hinh phat hién tong thé.

Trong mo hinh dé xuét, dic trung van ban dugc trich xudt tir noi dung van ban
thuan cta cic trang web. Dic trung hinh anh duoc trich xuat tir hinh anh chup man
hinh ctia trang web. Uu diém ctia anh chyp man hinh cua trang web 13 cung cap hinh

anh chinh xéc vé giao dién ctia trang web, gom ca cau truc va ndi dung cua trang.

Muc tiép theo ctia luan 4n sé trinh bay vé tap dit liéu cho qué trinh huan luyén
va thir nghiém mo hinh phat hién ctia Nhanh (1) v6i dac trung hinh anh chup man

hinh trang web, va Nhanh (2) v6i dic trung vin ban trich xuét tir ndi dung trang web.
3.2. Thu thap b0 dir li¢u thir nghiém

Céc nghién ctru [28] [18] [19] [17] [71] déu st dung tap dir liéu twong ddi nho
tir 100 dén khoang 4000 miu trang web binh thudng va bi tin cong. Cac bo dir lidu
nhé nhu vay khong thuc su phu hop voi cac thuat todn hoc sau dugc sur dung trong
cac mo hinh huén luyén va phat hién. Pong thoi, cac nghién ctru nay thu thap tap dit
liu dén nhan tn cong tir cic ngudn ma, co s& luu trit cac trang web bi tin cong thay
d6i giao dién, nhu zone-h.org, zone-xsec.com va déu khong cong b tap dir lidu st
dung. Do do, luan an sé& tién hanh thu thap dir liéu tAn cong vo1 nhan “Defaced” tur
ngudn zone-h.org - ddy 1a mot kho luu trix dir liéu vé tAn cong thay ddi giao dién trang
web duogc thanh 14p tir nim 2002 vé6i nhidu thong sé duge luu trit, trong d6 c6 hinh

anh chup man hinh trang web tai thoi diém bi tin cong thay ddi giao dién. Dit liéu
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cac trang web binh thuong dan nhan “Normal” dugc thu thap tur tap 1 tri¢u trang web

do Alexa cung cap [99].
Qua trinh thu thap va xay dung bo dir li¢u nhu sau:

- Thu thép cic trang web binh thudng: Puoc thu thap truc tiép tir cac trang
web va cac dia chi web uy tin trén thé gidi trich xuat tir danh sach 1 triéu tén mién
web xép hang hang dau theo Alexa [99]. Tiép tuc tién hanh sang loc, loai bo cac tén
mién trung 1ap, sau do thuc hién kiém tra lai cAc tén mién trong danh sach va chi st
dung nhiing tén mién con hoat déng. Tiép theo, tai va chup anh man hinh giao dién
trang web, dan nhan “Normal” va luu trit trong thu myc “normal\image”; Sau do6 trich
xudt ndi dung van ban tr ma HTML cua trang web va dan nhin “Normal”, luu trir
trong thu muyc “normal\text”. B9 dit liéu thu thap duoc gom 57.220 trang binh thudng.
Céc trang web duogc thu thap dam bao tinh chinh xéac ctia b dir liéu khi dugc thu thap
tir cac trang web uy tin, dong thoi co tinh da dang khi bao gdm ca cac trang web tinh
va cac trang web dong vdi ndi dung dugce thay ddi lién tuc. Bén canh d6, bo dit liéu
bao gém ca cac trang web véi cac ngdn ngit khac nhau dé dam bao mo hinh huan

luyén hoat dong t6t véoi nhicu dang trang web.

- Thu thap cac trang web bi tdn cong thay doi giao dién: Pdi véi dit liéu trang
web bi tin cong thay doi giao dién, tién hanh thu thap tir co s dif liéu ctia zone-h.org
[98] tir nam 2008 dén 2019. Dir liéu thu dugc s& 12 anh man hinh tai thoi diém trang
web bi tin cong thay doi giao dién, duoc dan nhin “Defaced” va luu trit trong thu
muc “defaced\image”. Cung v&i anh chup man hinh, thu thip ma HTML tuong trng
ctia trang web tai thoi diém bi tAn cong thay doi giao dién, sau d6 tir ma nay trich xuét
cac dac trung van ban, dugc dan nhan “Defaced” va luu trit trong thu muc
“defaced\text”. Luan an chi thu thap céc trang c6 c4 hinh anh chyp man hinh va ma
HTML tai thoi diém bi tAn cong. B dir liéu thu thap dugc gém 39.014 trang web bi
tan cong thay d6i giao dién. Céc trang web duoc thong ké & website Zone-H.org di
dugc x&c nhan tir cac quan tri vién cua trang web nén dam bao dugc tinh xac thuc
cua bd ditr li¢u. Cac trang web bi tan cong thay doi giao di¢n dugc thu thap dam bao
tinh da dang, gdm cic trang web quan trong cua cac qudc gia bi tdn cong thay ddi
giao dién, nhu cong thong tin dién tir va cac trang web ctia cac cong ty, doanh nghiép

16n cling nhu cta chinh phu cac nudce.

Cu thé, NCS di thu thap 5.75GB dit liéu anh chup man hinh va ndi dung vin

ban cta cac trang web, phan bd nhu cho trén bang Bang 3. 1 va Hinh 3. 6.
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Bang 3. 1. Tap dir liéu thuc nghiém

A s TeA Nhan 2
Tap dir ligu Normal - 0 | Defaced-1 Tong
Image 57220 39014 96234
Text 57220 39014 96234
Image + Text 192468

= Normal

Defaced

Hinh 3. 6. Ty I¢ dir liéu Normal va Defaced

3.3. Phat hién thay d6i giao dién sir dung anh chup man hinh trang web
3.3.1. Gidi thiéu mé hinh

Pé hiéu ré hon vé dic trung anh chup man hinh cac trang web dugc sir dung
cho md hinh dé xuat, trong luan an st dung k¥ thuat Histogram dé tinh gié tri cta
diém anh sau d6 thé hién trén biéu d6 v6i 2 anh chup man hinh ciia trang web binh
thudng va trang web bi tin cong. Hinh 3. 7 (a) 1a anh chup man hinh trang web binh
thuong c6 nhan “Normal” trong tap dir liéu va Hinh 3. 7 (b) 1a anh chyp man hinh

trang web bi tan cong thay ddi giao dién c6 nhan “Defaced” trong tap dit lidu.

RO\X/ FUNERALI
HOMES INC

o

(a)

Hinh 3. 7. Dit liéu anh chup trang web binh thirong va b tan cong

uh oh!
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Hinh 3. 8. Histogram cua anh chup man hinh trang khi binh thuong va trang khi bi

tan cong

Hinh 3. 8 (a) va Hinh 3. 8 (b) twong ung la Histogram cua anh chup man hinh
trén Hinh 3. 7 (a) va Hinh 3. 7 (b). T gi4 tri Histogram c6 thé thdy v&i anh chup man
hinh binh thuong cac gia tri cua diém anh xuat hién déu va da dang hon, con gia tri
diém anh cta anh chup man hinh bi tan cong thay d6i giao dién c6 tinh don diéu hon
va gid tri cac diém anh rai rac, khong dong déu. Do d6, c6 thé khang dinh dic trung

anh chyp man hinh c6 kha ning phan loai tin cong thay doi giao dién trang web.

Hinh 3. 9 biéu dién mo hinh phat hién tin cong thay ddi giao dién trang web
dua trén dir liéu anh chup man hinh trang web. M6 hinh st dung dir li¢u dau vao 1a
anh chup man hinh cua trang web binh thudng va trang web bi tan cong thay doi toan
bd giao di¢n. M6 hinh duoc xay dung dua trén co s phan tich dac diém nhan dang
clia tan cong thay doi giao dién trang web, khi trang web bi tan cong thay doi giao
dién thi toan bo ndi dung trang web bi thay d6i va giao dién trang web ciing bi thay
d6i. M6 hinh dé xuét phat hién tdn cong thay d6i giao dién trang web duoc trién khai
trong 2 giai doan: (a) giai doan hudn luyén va (b) giai doan phat hién. Trong giai doan
huén luyén tip dit liéu hudn luyén duoc thu thap tir anh chyp céc trang web thudng
va trang web bi thay ddi giao dién, tiép theo anh duoc chuin hoa vé cung kich thudce
224x224, thuc hién tién xu 1y, sau do6 trich chon dac trung va huén luyén véi thuat
toan hoc sau EfficientNet(B0) dé cho ra bd phan loai. Trong giai doan phat hién, trang
web giam sat dugc chup 4nh man hinh, qua qué trinh tién xir 1y dit liéu nhu giai doan
huin luyén va dén buéde phan loai st dung bd phan loai tir giai doan Huén luyén dé

xac dinh binh thuong hay tan cong.
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Hinh 3. 9. M6 hinh phdt hién tan céng thay déi giao dién trang web sir dung dnh

chup man hinh trang web
3.3.2. Tién xi¢ Iy div lidu va hudn luyén mé hinh phdt hién

Tur dit liéu thu thap dugc cua cac trang web binh thudng va trang web bi tan
cong thay d6i giao dién, chwong trinh thuc hién chup anh man hinh cia ting trang
web chuan bi tién xtr 1y, chuin hoa lam dir liéu dau vao cho thuit toan
EfficientNet(B0) thuc hién trich chon déc trung va huin luyén. Cu thé qua trinh thyc
hién nhu sau:

Budc 1: St dung k¥ thuat Scaling dé chuan héa anh mau tho ban dau vé dung
kich thudc 224x224 - kich thude chuan dau vao cia thuat toan EfficientNet(B0) [81].

Tiép dén voi mdi diém anh, gia tri cua ching dugce chuyén vé gia tri trong
khoang [0,1] véi muc dich 1am giam mat mat dit liéu khi tinh toan véi gia tri cia cac
diém anh ban dau tir [0, 255] va giup ting tdc do hoi tu ciia mé hinh.

Budc 2: Str dung mé hinh EfficientNet(B0) voi cdu trac co ban nhu Bang 3.
2, qua tung 1&p cua thuat toan thu dugc vector dac trung cé kich 1280.

Bdng 3. 2. Kién triic co ban ciia mang EfficientNet(B0) [81]

Stage Operator Resolution | Channels | Layers
(i) (Fy) (H) x (W)) () Ly
1 Conv3x3 224 x 224 32 1
2 MBConvl, k3x3 112 x 112 16 1
3 MBConv6, k3x3 112 x 112 24 2
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Stage Operator Resolution | Channels Layers
O) (Fp (H) x (W)) () (L)
4 MBConv6, k5x5 56 x 56 40 2
5 MBConv6, k3x3 28 x 28 80 3
6 MBConv6, k5x5 14 x 14 112 3
7 MBConv6, k5x5 14 x 14 192 4
8 MBConv6, k3x3 7x7 320 1
9 Convlxl & Pooling & FC 7x7 1280 1

Budc 3: Sau khi thu dugc tap dic trung 1280 tir md hinh EfficientNet(BO0), tiép
dén str dung mot 16p BatchNormalization gitp chudn hoa dit liéu, tranh nhiéu & cac
dic trung. Sau d6 13 1 16p Dense véi 128 node sir dung ham kich hoat 13 softmax két
hop voi 1 16p BatchNormalization dé chuan hoa ngay sau dé, gia tri dau ra cua 16p
nay s& dua vao 1am gia trj dau vao dé tinh ra két qua cudi cung & 16p dau ra véi 2
node 1a 2 gia tri xac suét cho viéc hinh anh dau vao 14 bi tin cong thay doi giao dién
hay 1a trang web binh thuong. Mang EfficientNet duoc bo di 16p fully-connected cudi
cung va thay thé bang cac 16p fully-connected phéan loai anh chup man hinh cia trang
web 13 binh thudng hay bi tin cong. K§ thuat BatchNormalization duoc st dung dé
tang tc qué trinh hoi ty ciia md hinh dong thoi cling ngan chan viée qua khop trong
qua trinh huan luyén. Qua trinh st dung thuat toan EfficientNet(B0) dé trich chon dic

trung va hudn luyén duoc thé hién tai Hinh 3. 10.

Luan 4n st dung thuat toan hoc sau EfficientNet(B0) dé xay dung mo6 hinh
phat hién tir anh chup man hinh va sir dung mé hinh dé phat hién tin cong thay doi
giao dién. EfficientNet hién dugc coi 1a mdt trong nhiing kién trac CNN manh mé
nhit trong linh vuc xir 1y va phan loai anh. Dya trén k¥ thudt phong to mé hinh,
EfficientNet c6 kha ndng dat dJ chinh x4c cao trong viéc phan loai anh trong khi yéu
cau tai nguyén tinh toan thap hon dang ké so vdi cac kién tric mang no ron trudc day
[81]. Vi dy, EfficientNet nho nhat (B0) chi voi 5 triéu tham sb da c6 hiéu suat phan
loai tot hon so véi mo hinh noi tiéng ResNet50 v6i 23 triéu tham so. EfficientNet co
thé giam dang ké s6 lugng tham sd huan luyén dé dat hiéu suat cao bang cach st dung
cac khdi MBConv duoc gidi thidu trong mang MobileNetV2. Hon nira, EfficientNet
c6 kha niang phong to hiéu qua bang cach can bang cac yéu td tao nén mo hinh: do

sau, do rong va do phan giai ciia mang.
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input: [(None, 224, 224, 3)]
output: [(None, 224, 224, 3)]

efficientnet-b0_input: InputLayer

'

input: (None, 224, 224, 3)

efficientnet-b0: Functional

output: (None, 1280)

input: (None, 1280)
output: (None, 1280)

batch_normalization: BatchMNormalization

input: (None, 1280)
output: (None, 128)

'

batch_normalization_1: BatchNormalization

dense: Dense

input: (None, 128)

output: | (None, 128)

input: (None, 128)

dense_1: Dense

output: (None, 2)

Hinh 3. 10. Kién triic mang EfficientNet(B0) cho trich chon déc trung

Luén an lya chon mang EfficientNet(BO0) véi cac ti€u chi: (1) EfficientNet(BO0)
13 mang co so 1 tién dé cho viéc xdy dung va phat trién cac mang EfficientNet tir B1
dén B7 nén co kich thudc nhoé va it tham sé hon déng ké so véi cac phién ban sau,
nén tdc do xir Iy nhanh hon. Chang han, Mingxing Tan va cong sy [81] di st dung
EfficientNet(B0) trén tap dit liéu ImageNet véi sb luong tham sé cta nhoé hon 1,5 lan
so v6i EfficientNet(B1) va nho hon 12 lan so véi EfficientNet(B7); (ii)
EfficientNet(B0) c6 kha nang hoat dong tdt trén cac tap dir liéu nhé. Cu thé,
EfficientNet(B0) cho hiéu sudt phin loai tot trén hai bo dit liéu twong ddi nho 1a
CIFAR-10 va CIFAR-100 (chi thdp hon khoang 2% so vé&i EfficientNet(B7)), nhung
EfficientNet(B0) lai nhanh hon 12 1an so véi EfficientNet(B7) [72]. Céc phién ban
EfficientNet(B1) dén EfficientNet(B7) thuong phu hop cho cac tap dit liéu 16n hon
va yéu cau sitc manh tinh toan cao hon. Trong truong hop dit liéu khong qua 16m,
EfficientNet(B0) dat dugc hi¢u suét tot voi toe do tinh toan nhanh hon so vdi cac
phién ban B1 dén B7 cua EfficientNet. Do tap dir liéu sir dung trong bai toan phat
hién tan cong thay d6i giao dién trang web khong qua 16n va yéu ciu thoi gian phat
hién ngén, nén viéc ra chon EfficientNet(B0) dé xay dung mé hinh phat hién 13 phu hop.

3.3.3. Tap dit li¢u thir nghi¢m

Dt li¢u trong qua trinh thir nghiém léy tir bo dir liéu mo ta tai muc 3.2. Thu

thdp bo dir liéu thir nghiém. Tap dit liéu anh chup man hinh duoc st dung 1am dau
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vao cho mé hinh huan luyén. Tap dit liéu duoc chia ngdu nhién thanh 3 phan 1a tap
huan luyén (Training set), tap xac thuc (Validation set) va tap kiém tra (Test set) theo
ty 1€ nhu sau:

- Tap huén luyén chiém 60% dugc st dung dé lam diu vao md hinh va tinh
chinh tham s& mo hinh;

- Tap xac thuc chiém 20% duoc dung dé kiém tra do chinh x4c ciia mo hinh
trong qué trinh hun luyén mé hinh nham diéu chinh tham s mé hinh tranh viéc qua
khép trong qué trinh huin luyén;

- Tap kiém tra chiém 20% dung dé danh gia mé hinh sau khi mé hinh da dugc
huén luyén xong.

Hinh 3. 11 biéu dién ty 1€ dir liéu cua cac Tap huén luyén, Tap xac thuc va Tap
kiém tra. Ty 1¢ giita s6 trang web binh thudng va s6 trang web bi tdn cong trong mdi

tap con twong duong vai ty 1€ trong ca bo dir li¢u thur nghiém.

Training Set (60%)
57760

Hinh 3. 11. Ty I¢ dir liéu anh chup man hinh cua cdc tap hudn luyén, xac thuc va

kiém tra
3.3.4. Thir nghiém va két qua
3.3.4.1. Kich ban thu nghiém

Pé huén luyén mo hinh, ludn én st dung tap huén luyén véi 57.740 file anh,
tap xac thuc v6i 19.247 file anh va tap kiém tra voi 19.247 file anh dé huan luyén va
danh gi4 hiéu suat ctia mé hinh. Thuét toan hoc sau dugc st dung 12 EfficientNet(B0).
Ngoai ra, tap dir li¢u trén cling dugc su dung dé xay dung mo hinh phat hi¢n dya trén
cac thuat toan hoc sau khéac, nhu Xception, Inception V3 va BiILSTM dé so sanh véi
mo hinh dé xuét dya trén EfficientNet(BO).

3.3.4.2. Két qua thir nghiém

Hinh 3. 12 14 biéu d6 thay d6i accuracy (ACC - do chinh xéc) trong qua trinh
hudn luyén véi cac thudt toan hoc sau, gébm (a) cho EfficientNet(B0), (b) cho
Xception, (c) cho Inception V3 va (d) cho BiLSTM véi tap huan luyén (train) va tip

xéc thuc (validation). C6 thé thdy két qua huan luyén véi tap hudn luyén va tip xéac



82

thuc 6n dinh va tot nhat 1a thuat toan EfficientNet(B0), theo sau 1a thuat toan

Xception, BILSTM va Inception.

model accuracy

model accuracy
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Hinh 3. 12. Biéu do thay doi accuracy (d9 chinh xdc) trong qud trinh hudn luyén voi

cac thudt toan hoc sau

Bdng 3. 3 cho thiy ma tran nham 1an ctia md hinh dé xuat va Bdng 3. 4 cung
cap hiéu suat ciia mo hinh dé xuét dya trén EfficientNet(B0) va cic mo hinh dua trén
Xception, BILSTM va Inception. Két qua cho thdy mo hinh dé xuat dya trén
EfficientNet(B0) cho d6 do ACC va F1 tot nht, twong tmg 1a 94,12% va 92,62%,
tiép sau 1a mo hinh dya trén Xception véi ACC va F1 twong ting 13 94,01% va 92,58%.
Cac md hinh dya trén cac thuat toan Inception va BILSTM cho két qua do do ACC
va F1 déu dudi 90%.
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Bdng 3. 3. Ma trdn nham lan mé hinh dé xudt sir dung ddc trung dnh

M0 hinh EfficientNet — Stir dung déc trung hinh Actual Class
anh chyp man hinh trang web Attacked Normal
. Attacked 7099 405
Predicted Class Normal 777 11016

Bang 3. 4. Hiéu sudt cuia mé hinh phat hién voi cac thudt todn hoc sdau

K thuat hoc siu | ACC(%) | PPV(%) | TPR(%) | F1(%) | FPR(%) | FNR(%)
EfficientNet(BO) | 94.12 | 9460 | 90.71 | 92.62 | 3.55 9.29
Xception 94.01 93.98 | 9121 | 92.58 | 4.05 8.79
Inception 89.91 8937 | 8478 | 87.02 | 6.69 15.22
BiLSTM 89.18 | 87.73 | 8522 | 86.46 | 8.13 14.78

DPé ¢6 so sanh toan dién véi cac nghién ctru da c6, NCS da cai dat va thu
nghiém lai caic mo hinh phat hién dya trén cac thuat toan hoc may co6 gidm sat dé xuat
trong Hoang [18] va Hoang [17] trén cung tap dit li¢u thir nghiém da thu thap mo ta
trong muc 3.2. Thu thdp bé dir liéu thir nghiém. Bang 3. 5 cho thiy, hiéu suit ciia mo
hinh dé xuat so sanh véi mé hinh cia Hoang [17] st dung thuat toAn RandomForest
khi str dung cung tap hudn luyén véi d6 do F1 va ACC lan luot 13 92,62% va 94,12%
so vo1 92,26% va 93,88%. Ty 1¢ am tinh gid khong qua chénh 1éch trong khi ty 1¢
duong tinh gia thip hon. Cu thé ty 18 4m tinh gia va duong tinh gia lan luot 12 9,29%
va 3,55% clia m6 hinh d& xuét trong luén 4n so véi 9,24% va 4,03% ctia mo hinh
trong Hoang [17] str dung thuat toan Ring ngiu nhién. Nhu vay, c6 thé khing dinh
tap dit liéu anh chyp man hinh trong mé hinh dé xuat c6 kha nang phan loai tin cong

thay d6i giao dién trang web tot hon so vé6i tip dic trung van ban trong Hoang [17].

Bdng 3. 5. Hiéu sudt mé hinh dé xudt so véi Hoang [17]

. ... | ACC | PPV | TPR | F1 | FPR | FNR
Mohinhphathien | o)) | %) | %) | 0 | (W | (%)
Rungngaunhien | g3 0 | 9381 | 9076 | 9226 | 403 | 9.4
Hoang [17]
EfficientNet(B0) | 94,12 | 9460 | 90,71 | 92,62 | 3,55 | 9,29

Bdng 3. 6. cung cap sb liéu tong hop so sanh hiéu sudt ciia mo hinh dé xuét véi
cac thuat toan hoc sau va cac mo hinh phat hién dya trén cac thudt todn hoc may
Naive Bayes, cdy quyét dinh va Rimg ngau nhién dé xuét trong Hoang [18] va Hoang
[17]. C6 thé thdy mo hinh dé xuat cho hiéu suat tét hon so véi cac dé xuat cia Hoang

va cong sy [17] va tot hon nhiéu so véi Hoang va cong sy [18].
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Bang 3. 6. Hiéu sudt mo hinh dé sudt voi cdc thudt todn hoc sau va mo hinh trudc do

M6 hinh ohét hieq | P3¢ | ACC [ PPV [ TPR | F1 [ FPR | FNR

PRATVIIEN | trung | (%) | (%) | (%) | (%) | (%) | (%)

Naive Bayes Hoang | Van | o5 54 | 20 15 | 7926 | 78,69 | 1521 | 20.74
[18] ban

Cay quyét dinh Van | go33 | gaa | 844 | 844 | 10,67 | 156
Hoang [18] ban

Rumg ngaunhién | Van | o ¢e | 9301 | 9076 | 92.26 | 4.03 | 9.4
Hoang [17] ban

Xception Anh | 94,01 | 9398 | 9121 | 92,58 | 4,05 | 879

Inception Anh | 89,91 | 8937 | 84,78 | 87.02 | 6,69 | 15.22

BiLSTM Anh | 89,18 | 87,73 | 8522 | 86,46 | 8,13 | 14,78

EfficientNet(B0) | Anh | 94,12 | 94,60 | 90,71 | 92,62 | 3,55 | 9,29

3.3.5. Nhdn xét

Dua trén két qua cho trong Béang 3. 6, c¢6 thé rat ra nhan xét: M6 hinh dé xuét
hoat dong tdt hon cac dé xuit trude do trén hau hét cac d6 do danh gia, trong d6 mo
hinh d& xuit cho d6 chinh xac chung (ACC) va d6 do F1 cao hon déng ké so véi cac
md hinh trude d6. Cu thé, d6 do F1 cua Hoang va cong sy [17] dua trén thuat toan
Rimng ngau nhién , Hoang [18] dua trén thuat toan Naive Bayes va Cay quyét dinh
va cac thuat toan hoc sau Xception, Inception, BILSTM va mo hinh phat hi¢n dé xuét
twong ung 14 92,26%, 78,69%, 84,4%, 92,58%, 87,02%, 86,46% va 92,62%.

C6 thé nhan thay ty 1é duong tinh gia (FPR) ctia mo hinh phat hién dé xuat
thép hon dang ké so voi cac mé hinh hoc sau khac str dung chung tap dac trung anh,
va thap hon nhiéu so v&i cdc mo hinh di ¢ ctia Hoang [18] dua trén thuat toan Cay
quyét dinh va Naive Bayes va md hinh Hoang va cong sy [17] dua trén thudt toan
Rirng ngiu nhién. Cy thé, FPR ctia mo hinh dé xuat, Hoang va cong su [18] dua trén
thuat toan Cay quyét dinh va Naive Bayes, Hoang va cong sy [17] dua trén thuat toan
Ring ngau nhién 1an luot 13 3,55%, 10,67%, 15,21% va 4,03%. Pong thoi, FNR cia
mo hinh dé xuat ciing thap hon nhiéu so vi Hoang va cong sy [18] dua trén thuat
toan Cay quyét dinh va Naive Bayes va gan nhu twong duong véi Hoang va cong su
[18] dua trén thuat toan Rung ngﬁu nhién 1an lugt 13 9,29%, 20,74%, 15,6% va 9,24%.

Két qua thue nghiém cho thdy mo hinh dé xuét cho két qua tot hon cac nghién
ctru khic véi hai 1y do: (1) anh chup man hinh trang web tai thoi diém bi tin cong
thay ddi giao dién dugc su dung lam dac trung trong mé hinh dé xuat chira dﬁy cac
thong tin va giao dién chinh ctia trang web da thay doi toan b nén cho kha nang phan
loai hiéu qua gitra cac trang web binh thudng va cac trang bi thay ddi giao dién; (2)

v6i tap dir li€u anh dau vao, viéc luan an lya chon moét thuat toan hoc sau dugc danh
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gia 1a manh trong viéc xir Iy anh nhu EfficientNet [81] 1a phu hop va cho hi¢u suat

phan loai t6t.

Han ché cia mé hinh dé xuét 13 mic di mé hinh dé xuét c6 do chinh xac chung
cao hon dang ké so v6i cac mé hinh da c6, nhung ty 18 canh bao sai, gdm FPR va
FNR van trén 10% la tuong di cao. Ngoai ra, v6i dic trung anh, mé hinh phat hién
kém voi nhirng trang bi tin cong c6 it thay ddi vé mau sic nhu Hinh 3. 5. Do d6, phan
tiép theo ctia Lu4n 4n s& dua ra mo hinh phat hién tin cong thay doi giao dién trang
web co thé giai quyét duoc cic van dé con ton tai néu trén bang cach st dung mé

hinh phat hién str dung déc trung van ban trong cac tép HTML.
3.4. Phat hién tin cong thay ddi giao dién sir dung ndi dung viin ban
3.4.1. Gioi thiéu moé hinh

Cung v6i dir liéu anh chyp man hinh 1a mot dic trung cho phat hién tan cong
thay do6i giao dién di duoc nghién ciru danh gia tai muc 3.3. Phdt hién thay doi giao
dién swr dung anh chup man hinh trang web, thi viéc phan tich dic trung van ban trong
ndi dung trang web ciing dem tdi gia tri phan loai tan cong thay doi giao dién [97].
Pong thoi ké thira tir cac nghién ctru [17] [19] [71] [18][18] vé viéc sir dung di liéu
ky tu trong vin ban HTML, trong phan nay luan 4n dé xuét sir dung dic trung vin
ban trén cac tép HTML.

Vi du nhu tai Hinh 3. 13, dac trung van ban trong t€p HTML duoc thu thap la:
Nev3rSleep Crew J3nggo - Hmei7 - WHo ? - ./StupidPeople - Fuck UR MOTH3R -
SUCK MY DICK ! [email protected].

Pé trich chon cac dic trung van ban thuan cta cac trang web, NCS thuc hién
tinh tan sudt xut hién cta cac tir trong ndi dung vin ban tép HTML 1a cac thong diép
hién thi trén cac trang web. Hinh 3. 14 biéu dién 1000 tir xuat hién nhiéu nhat trong
tap dit liéu trang web bj thay d6i giao dién (defaced) va Hinh 3. 15 biéu dién 1000 tir

xuat hién nhiéu nhat trong tip dir liéu trang web binh thuong (normal).
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Ragge-Bmei7-WHe - /SupidPeople - Fock UE MOTHIE - SUGK MY IIGK !

Hinh 3. 13. Ddc trung vin ban trong trang web bi tan cong thay doi giao dién
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Tu Hinh 3. 14 va Hinh 3. 15 ¢6 thé nhan thiy trong céc trang web bi tdn cong
thay doi giao dién, cac tu nhu “Hacker”, “Hacked”,.. xudt hién ndi bat véi tan suit
xudt hién cao nhét, trong khi cac tir trong dit liéu binh thuong xuat hién véi tan sut
kha twong doéng nhau va khéng c6 tir ndo thue su ndi bat. Do d6 viéc phan tich cac
dic trung vin ban sé c6 ¥ nghia trong phén loai tin cong thay doi giao dién va binh
thuong.

Hinh 3. 16 biéu dién m6 hinh d& xuét cho phat hién tin cong thay dbi giao dién
trang web str dung dic trung vin ban duoc trién khai trong 2 giai doan: (a) giai doan
huan luyén va (b) giai doan phat hién. Trong giai doan huan luyén, tap dir liéu huan
luyén dugc thu thap tir trich xuat ndi dung vin ban trong cac tép HTML tir cac trang
web bi tn cong va trang web binh thudng, sau d6 tép van ban dugc tach thanh céc tir
voi k¥ thuat Tokenizer, sau do huéin luyén voi thuat toan hoc sau BiLSTM dé tao ra
bo phan loai. Trong giai doan phat hién, trang web giam sat duoc trich xuat ndi dung
van ban, qua qua trinh tién xir 1y dir liéu nhu giai doan huan luyén va dén budc phan
loai stt dung bd phan loai tir giai doan Huén luyén dé xac dinh trang thai la binh
thudng hay bi thay doi giao dién.
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Hinh 3. 16. M6 hinh hudn luyén, phdt hién tin cong thay déi giao dién véi ddc

trung van ban
3.4.2. Tién xir Iy div liéu va hudn luyén mé hinh phdt hién

Dit liéu van ban thuan trich xuét tur trang web dugc tién xur ly dé trich chon

cac dac trung tao thanh mot vector dai dién cho trang web do. Tiép theo dir liéu duoc
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huan luyén dé xay dung mo hinh phat hién. Qua trinh xir Iy ciia mé hinh dé xuat duoc

thuc hién theo cac budc nhu sau:

Buée 1: T cée trang web binh thuong va trang web bi thay doi giao dién, sir
dung mot chwong trinh tu viét bang python trich xuit cic ndi dung vin ban lam di

liéu cho qua trinh hudn luyén.

Buoc 2: Tu tap dit li¢u van ban thu dugc sur dung st dung k¥ thuat Tokenizer
[100] dé tach cac tir trong van ban va mdi tir nay duoc anh xa thanh mot sb nguyén
duong (khi tokenizer phan tach vin ban, n6 xdy dung mot tir dién tir vung, gan cho
mdi tir mot chi s6 duy nhat. Tl dién ndy gitip 4nh xa mdi tir trong van ban thanh mot

s0 nguyén, tao ra mot biéu dién s6 cho cac chuoi van ban).

Tiép d6 lua chon 128 tir dau tién lién tiép nhau 1am dau vao cho thuét toan
BiLSTM, 128 tir dugc chon do luong thong tin thu dugc 1a vira du cho tinh toan gitp
mo hinh hoi tu nhanh va giam yéu cau tai nguyén tinh toan. Ngoai ra, viéc chon diy
tir lién tiép nhau bao dam cho mé hinh BiLSTM khi xt 1y dit liéu s& khong bo sot
thong tin nhd méi lién hé gitra cac tir lién ké nhau. Hinh 3. 17 biéu dién thuat toan

BiLSTM xur 1y trich chon dic trung va huan luyén mé hinh.

input: [(None, 128)]
output: | [(None, 128)]

embedding_input: InputLayer

'

input: (None, 128)
output: | (None, 128, 64)

embedding: Embedding

input: (None, 128, 64)
output: | (None, 128, 64)

spatial_dropout 1d: SpatialDropout 1D

input: (None, 128, 64)

bidirectional(lstm): Bidirectional(LSTM)
output: (None, 128)

'

input: (None, 128)

dense: Dense

output: (None, 2)

Hinh 3. 17. Cdu triic thudt todn BiLSTM sir dung trong mé hinh dé xudt

Buée 3: Str dung 16p Embedding dé gitip mé hinh hiéu dwgc mbi quan hé ngir
nghia ctia cac tir thong qua vector dau vao ciia md hinh. Két qua 13 mot vector
128x128 thé hién dic trung cia cac tir va mbi quan hé giita cac tir véi nhau trong tap

dir liéu, giup tang kha nang hiéu ndi dung van ban ctia mo hinh.
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Buée 4: St dung 16p GlobalMaxPooling dé giam chiéu dit liéu con 128. Vi
kich thudc cua dit liéu dau vao 16n 14 128x128 viéc dudi chiéu dit lidu vector nay s&

t6n thoi gian ma khong dat hiéu qua.

Bur6e 5: Lop két ndi day da cudi cung chuyén hoa 128 dic trung vé gia tri phan
loai cia mo hinh, st dung ham kich hoat softmax dé tinh x4c suit phat hién tn cong

hay binh thuong.

Luén 4n lya chon thuét toan BILSTM cho dé xuét phat hién tn cong thay ddi
giao di¢n dua trén ndi dung van ban vdi mot ) 1y do: (1) BiLSTM la thuat toan hoc
sau dugc str dung nhiéu trong xir Iy ngén ngit ty nhién véi cac bai toan phan loai van
ban, phan loai cam xuc,... [101] [102] [103] [104]. V& cau triac, mang BiLSTM bao
g6m cac don vi LSTM hoat dong theo ca hai hudng dé két hop thong tin tir bdi canh
qua khtr va tuong lai. BILSTM c6 thé tim hiéu cac phu thudc dai han ma khong gitr
lai thong tin trung 1ap. Do d6, né da ching té hiéu suét tuyét voi cho cac van dé mo
hinh hoéa tuan tu va dugc st dung rong rii dé phan loai van ban. Khong gidng nhu
mang LSTM, mang BiLSTM c¢6 hai 16p song song truyén theo hai huéng véi cac
duong truyén thuan va ngugc dé ndm bat cac phu thudc trong hai ngit canh [105]; (ii)
v6i ddc diém van ban ciia cac trang web bi tin cong thay doi giao dién nhu Hinh 3.
13 ¢6 tinh dic trung, s6 lwong tir it nén viée sir dung mo hinh BiLSTM véi tinh chét
1a tong hop thong tin tir hai chiéu cua ndi dung van ban do dé phu hop véi bai toan

dé xuat.

Luan 4n chon s6 luong 128 tu lién tiép cho dau vao cua thuét toan BiLSTM
v6i nhitng 1y do sau: (i) voi tinh chat cua thuat toan BiLSTM di duoc trinh bay tai
muc /.5.7. BiLSTM nén sé tir lién tiép nhau s& phu hop véi viée lua chon cac tan suit
xudt hién ctia tir trong ndi dung vin trén cac trang web va néu khong gian tir cang 16n
s& 1am tang yéu cau tai nguyén tinh toan, do d6 can lya chon khong gian tir phu hop;
(ii) voi dic diém cua trang web bj tin cong thay doi giao dién thi ndi dung trang web
thuong duoc thay thé bang hinh anh va phan vin ban trén trang web thuong khong
nhiéu, dién hinh nhu vi du tai hinh Hinh 3. 1 va Hinh 3. 2. Ddng thoi, qua danh gia
tap dir liéu voi yéu t6 s tir trén cac trang web bi tin cong va trén trang web binh
thuong thi nhan thiy sb luong trang web ¢ sb tir nhoé hon hodc bang 128 chiém ty
1& vuot troi. Cu thé, nhu trén Hinh 3. 18, s6 lugng trang web bi tan cong co sb luong
tir <=128 1a hon 30000 trang web (chiém 76,90% tap dit liéu), trong khi con sd ndy &
trang web binh thudng 1a khoang gan 35000 trang web (chiém 61,17% tap dit liéu),
nhu thé hién trén Hinh 3. 19. Do d6, trong bai toan nay viéc lwa chon khéng gian tir
1a 128 tir 1am dau vao cho thuat toan BiLSTM 1a phu hop.
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Hinh 3. 19. S6 heong tir trén mot trang web binh thirong
3.4.3. Tap div li¢u thir nghiém

Dt liéu trong qué trinh thir nghiém dugc st dung nhu trong mo ta tai muc 3.2.
Thu thap bo dir liéu tht nghiém. Tap dit liéu van ban dugc lam dau vao cho mo hinh
huin luyén. Tap dit liéu duoc chia ngiu nhién thanh 3 phén la tap huin luyén
(Training set), tap xac thuc (Validation set) va tap kiém tra (Testing set) nhu sau:

- Tap huédn luyén chiém 60% duoc str dung dé 1am dau vao mo hinh va tinh
chinh tham s6 mé hinh;

- Tap xac thuc chiém 20% duoc dung dé kiém tra do chinh xac ctia mé hinh
trong qua trinh huan luyén mé hinh nham diéu chinh tham s6 mé hinh tranh viéc qua

khép trong qué trinh huan luyén;
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- Tép kiém tra chiém 20% ding dé danh gia mo hinh sau khi mo6 hinh di dugc

huén luyén xong.
3.4.4. Thir nghiém va két qud

Luan an Iya chon thir nghi€ém mo hinh phat hién dé xuit dua trén thut toan
BiLSTM va cac mé hinh phat hién dé xuét boi [18] (Naive Bayes, Decision Tree) va
[17] (Ring ngiu nhién) chi st dung dit liéu vin ban trich xuét tir trang web dé so
sanh, danh gia.

Két qua thir nghiém cho trén Bang 3. 7 va Bang 3. 8. C6 thé thdy d6 chinh xac
ACC va d6 do F1 cua mo hinh phat hién dua trén BiLSTM cao nhét so voi cac mod
hinh dé xuét boi [18] (Naive Bayes, Decision Tree) va [17] (Ring ngau nhién ). Cu
thé, ACC va do do F1 ctia cac mé hinh ké trén 1an luot 1 96,54% va 95,66%, 82,54%
va 78,69%, 87,33% va 84,4%, 93,88% va 92,26%. Pong thoi d6 do duong tinh gia
va am tinh gia ctia mo6 hinh dé xuat voi thuat toan BiLSTM ciing thap hon so vai [17]
[18] 1an luot 14 2,03%, 5,57% so voi 4,04%, 9,24% va 10,67%, 15,6%.

Bdng 3. 7. Ma trdn nham lan mé hinh dé xudt svr dung ddc trung van ban

M6 hinh BiLSTM — Sur dung dac trung van Actual Class
ban Attacked Normal
) Attacked 7347 233
Predicted Class Normal 433 11234

Bang 3. 8. Két qua thur nghiém cac mo hinh phat hién dya trén cdc thudt toan hoc

may chi sw dung ddc trung van ban

M&b hinh phat Pic | ACC | PPV | TPR | F1 | FPR | FNR

hi¢n trung (§) (%) (%) (%) (%) (%)

Naive Bayes | v pan | 82.54 | 78.12 | 7926 | 78.69 | 1521 | 20.74
Hoang [18]

Cay quyétdinh | /0 4 8733 | 84,4 | 844 | 844 | 10,67 | 15,6
Hoang [18]

Rimg ngau nhién | o o0 1 9388 | 93.81 | 90.76 | 92.26 | 4,03 | 9024
Hoang [17]

BiLSTM Vin ban | 96,54 | 96,93 | 94,43 | 95,66 | 2,03 | 5,57

3.4.5. Nhdn xét

Tir két qua thir nghiém cho trén Bang 3. 8 c¢6 thé thay, mé hinh phat hién dé
xuét dua trén BiLSTM sir dung déc trung van ban cho cac d¢ do phat hi¢n tdt hon
dang ké so voi két qua ctia cac mo hinh dé xuat boi Hoang [17] va Hoang [18], cu thé
d6 do ACC, F1 lan luot 1a 96,54% va 95,66% so véi 93,88% va 92,26%, 87,33% va
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84,4%, 82,54% va 78,69%, dong thoi d6 4m tinh gia va dwong tinh gia cling thap hon
nhiéu so véi cac nghién ctru trude d6. Két qua thuc nghiém cho két qua tot hon céc
nghién ctru lién quan véi hai Iy do sau: (i) luan an da lya chon tap dit liéu thuan van
ban phi hop v6i viée phat hién tdn cong thay ddi giao dién do cac van ban nay thuong
thé hién céc thong tin ctia cac nhom tan cong va (i1) luan an lya chon thuat toan hoc
sau BiLSTM phu hop véi xur 1y dit li¢u 1a van ban, thuat toan BiLSTM duoc sir dung
nhiéu trong xtr Iy ngdn ngit tw nhién va thuat toan BiLSTM bao gém cac don vi LSTM
hoat dong theo ca hai huéng dé két hop thong tin tir bdi canh qua khir va tuong lai

pht hop v6i ndi dung tap dit liéu ctia bai toan dé xuét.

Nhu vay co thé két luan, cac dic trung van ban trich Xudt tir trang web c6 thé
dugc sir dung hiéu qua dé phan loai cic trang web binh thuong va cac trang web bi
thay doi giao dién, dac bi¢t 1a cac trang web bi thay doi giao dién khong c6 hoac co

it hinh 4nh va nhiéu ndi dung van ban.

Tuy vy, do dit liéu sir dung trong mé hinh dé xuat 12 van ban thuan nén mo
hinh dé xuét khong thé phat hién hodc phat hién v6i d6 chinh xac thap véi nhiing
truong hop tdn cong chi thay doi giao dién bang hinh anh hodc nhiing noi dung tir
trang web nhung mang tinh chat dua tin sai léch. Do d6, viéc két hop thém dic trung
hinh anh trong mo hinh phat hién 13 can thiét. Phan tiép theo ctia luan an sé& sir dung
mo hinh két hop dua trén ddc trung hinh anh chup man hinh va vin ban trich xuét tir

trang web dé nang cao hiéu qua phat hién tan cong thay doi giao dién.

3.5. Phat hién thay doi giao dién sir dung két hop ndi dung vin ban va anh chup

man hinh trang web
3.5.1. M6 ta mé hinh phat hién

Mo hinh phat hién dé xuat nham cai thién kha ning phat hién chinh xac va
giam ty 1& canh bao sai bang cach két hop cac dic trung van ban va dic trung hinh
anh tir chup man hinh trang web. Ly do st dung két hop dic trung vin ban va hinh
anh chup man hinh 13 do cac dic trung nay chtra hdu hét cac thong tin quan trong nhét
cua moi trang web, dac bi¢t giap khac phuc cac tdn tai cua cac mo hinh nhanh duoc
trinh bay tai muc 3.3. Phdt hién thay doi giao dién sir dung dnh chup man hinh trang
web va 3.4. Phdt hién tan céng thay déi giao dién sir dung néi dung vén ban. Cac két
qua phat hién tir cac mo hinh nhanh duoc két hop bang phuong phap tinh trung binh
c6 trong sd dé tao ra két qua cudi cung. Hinh 3. 20 biéu dién mé hinh phat hién tin
cong thay d6i giao dién trang web sir dung két hop dic trung vin ban va dic trung
hinh anh.
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Hinh 3. 20. M6 hinh phat hién tan céng thay doi giao dién két hop ddc trung van

ban va hinh anh trang web

Mo hinh dé xuat phat hién tan cong thay doi giao dién trang web st dung két
hop dic trung hinh anh va vin ban bao gom hai giai doan: (a) giai doan huan luyén
va (b) giai doan phat hién. Giai doan huan luyén da duogc thuc hién tai cic mo hinh
nhanh tai muc 3.3. Phat hién thay doi giao dién sw dung anh chup man hinh trang
web véi két qua thu duoc 12 B phan loai 1 va muc 3.4. Phdt hién tin cong thay déi
giao dién sir dung néi dung van ban voi két qua thu dugc 1a B6 phan loai 2. Ca hai

bd phan loai déu duoc su dung cho giai doan phat hién nhu mo ta trén Hinh 3. 20.

Trong giai doan phat hién, tir trang web can giam sat dugc tach hai dic trung
1a hinh anh chyp man hinh va di li¢u van ban, lan luot thuc hién véi cac mé hinh
nhanh twong g, két qua cudi ciing ctia mdi nhanh sau khi dugc phan loai cliing bo
phan loai trong tng tai qua trinh hudn luyén s& duoc két hop bang phurong phap hoc
két hop (tinh trung binh c6 trong s két qua tir cdc md hinh nhanh) tir d6 ¢6 bo phan
loai cudi ciing giup phat hién trang thai binh thudng hodc bi tdn cong thay doi giao

dién cua trang web can giam sat.

Hoc két hop (Ensemble learning) cho phép hop nhit cac gia tri quyét dinh da

hoc v6i cac co ché sau: 1ay trung binh, bo phiéu, hodc mot mo hinh da hoc,... Uu
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diém cia phuong phap nay 1a cho phép sir dung cic mé hinh khac nhau trén cac
phuong thirc khac nhau do d6 s& linh hoat hon. Luan 4n sir dung phuong phép lay
trung binh c6 trong sb cua cac xac xuat thu dugce tir cac mo du doan doc lap tac la léy
trung binh cong xac suit du doan cta cac mo hinh thanh phan duva trén BILSTM va
ExfficientNet. Du doan tong thé dugc thuc hién theo cong thirc X2, w;p;/ X2, w; ,
trong d6 p; 1a xac xuat duy doan ciia mo hinh nhanh tht i va w; 13 trong sd ctia mo
hinh nhéanh th i. Trong s6 cho mé hinh phan loai anh 1a w; va cho mé hinh phén loai

van ban 1a w,.

Bang 3. 9. Thudt todn cho mé hinh két hop

Thuit toin: Phat hién sir dung két hop

Piu vao: Trang web can giam sat
Piu ra: Trang thai trang web: binh thudng hay bi thay dbi giao dién
Khéi tao tham so va dir liéu:
e Pau vao: A dit liéu dau vao 1 anh chup man hinh trang web giam séat, B dit
liéu dau vao 1a van ban dugc trich xuat tir trang web giam sat
e M1 md hinh phan loai dya trén anh c6 trong s6 tuong tng 1a w,
e M2 md hinh phan loai dira trén ndi dung van ban véi trong s tuong tng 13
W;
e Lua chon trong s6 (w; ; w, ) =(0,5; 0,5) twong tng v6i md hinh M1 va M2

1: Thuc hién phat hién str dung dac trung anh véi mé hinh M1:

2: Trich chon dac trung anh, vo1 mo hinh EfficientNet(B0) véi dit li¢u anh A

3: Ap dung phan loai nhi phan két hop v&i B phan loai 1 tir mé hinh M1 c¢6
trong $6 w; va tinh xac suat du doan pl

4: Thuc hién phat hién st dung dic trung vin ban véi mo hinh M2:

5: Trich chon ddc trung van ban, sit dung mo hinh BiLSTM véi dir li¢u van

ban B

6: Ap dung phén loai nhi phan két hop voi Bo phan loai 2 tir mé hinh M2 ¢6
trong $6 w, va tinh xac suat du doan p2

7: Thuc hién két hop két qua 2 md hinh phat hién

8: Thuc hién dy doan cudi bang phuong phap két hop Y2, w,p;/ X4, w;

9: Phat hién

Trang web binh thuong hay bi tan cong thay doi giao dién

3.5.2. Tién xir Iy div liéu, huén luyén va phdt hién

Céc tap dir lidu sau tién xtr Iy duogc huan luyén dé xay dung cac mo hinh phat
hién thanh phan. Dit liéu vin ban thuan duoc huin luyén sir dung thuét toan hoc sau
BiLSTM va dir liéu anh chup man hinh duogc huin luyén st dung thuat toan hoc sau
EfficientNet. Thuét toan BILSTM 1a mot cai tién cia LSTM phu hop voi bai toan xtr

ly dir liéu dang van ban va du doan dugc moi lién h¢ cua cac tir xa hon nén han ché
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dugc viée bo sot thong tin [106] [107]. Hinh 3. 17 md ta ciu tric cua BiLSTM st
dung trong md hinh d¢ xuat. Cau trac cia BiLSTM bao gdm mét 16p Embedding,
mot 16p SpatialDropout, va mot 16p Bidirectinal (LSTM), cudi cung 14 13 16p Dense
st dung ham Softmax dé tinh x4c suit va du doan trang web binh thuong hoac bi tn
cong. Ly do lira chon thuét toan hoc siu EfficientNet(B0) dé xay dung bd phén loai
thanh phﬁn st dung dir li€u anh chup man hinh da dugc phéan tich tai muc 3.3.2. Tién
xit Iy dit liéu va hudn luyén mé hinh phat hién.

Nhu da dé cap trong muc 3.5.1. M6 td mé hinh phdt hién, qua trinh phat hién
bao gdm 2 16p phat hién dya trén 2 mo hinh nhanh hodc thanh phan sir dung dit liu
van ban thuan va anh chup man hinh. Viéc két hop két qua phat hién ciia 2 mé hinh

thanh phan sir dung phuong phap két hop.
3.5.3. Tap di liéu thir nghiém

Dit liéu trong qua trinh thir nghi€ém dugc st dung nhu trong mo ta tai muc 3.2.
Thu thdp bo dir liéu thir nghiém. Tép dir lidu thir nghiém ciing duge chia ngau nhién
thanh 3 tap con: 60% cho tap huan luyén (Training Set), 20% tap xac thuc (Validation
Set) va 20% cho tap kiém tra (Testing Set). Ty 1¢ gitta s6 trang web binh thudng va
s6 trang web bi tin cong trong tap huan luyén, tdp xac thuc va tap kiém tra twong

duong voi ty 1€ trong tap dit liéu thu nghiém.
3.5.4. Thir nghiém va két qud
3.5.4.1. Cac kich ban thir nghiém

Dé danh gid toan dién mo6 hinh két hgp dé xuat va so sanh véi cdc mo hinh dé
xuat boi cac nghién ciru da c6, luan an xay dung va thuc hién cac kich ban thir nghiém

nhu sau:

- Thur nghi¢m cédc mo hinh phat hi¢n dé xuét dya trén két hop dir liéu van ban
trich xudt tir trang web va dir liéu anh chup man hinh trang web st dung phuong phap
két hop.

- So sanh danh gia véi cac mo hinh phét hién don (chi sir dung duy nhat mot
dang dir 1i€u) va so sdnh danh gia vdi cac nghién ctru lién quan. Trong qua trinh thyc
nghi¢m NCS c¢6 danh gid cac cong trinh [17], [18] trén cung tap dir liéu voi mo hinh
dé xuét, cong trinh [71] NCS str dung két qua di cong bd ctia cong trinh dé so sanh

v6i md hinh dé xuat trén tap dir liéu xay dung.
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Céc két qua thir nghiém mo hinh két hop dugc cho trén Bang 3. 10 va Bang 3.

11. Theo Bang 3. 11, két qua ctia mé hinh két hop 1 tt hon két qua cho boi cac nhanh

doc 1ap, cu thé 1a phuong phap két hop c6 d6 do ACC va F1 tét hon tir md hinh nhanh
(EfficientNet(B0)) v6i dac trung anh va mo hinh nhanh (BiLSTM) véi dac trung van
ban 1an lugt 13 12 98,12% va 97,65% so véi 94,12% va 92.62%, 96,54% va 95,66%.

Dong thoi ty 16 am tinh gia va duong tinh gia ciing thdp hon dang ké.

Ciing theo Bang 3. 11, két qua ctia mé hinh két hop tot hon cac mé hinh di co,

g6m Naive Bayes ctia Hoang [18], Cay quyét dinh cia Hoang [18], Ring ngau nhién
ctia Hoang [17], SVM cuia Siyan Wu [95] véi d6 do ACC va F1 lan luot 13 98,12%
va 97,65% so voi 82,54% va 78,69%, 87,33% va 84,40%, 93,88% va 92,26%,

95,34% va 95,32%.

Bang 3. 10. Ma trén nham lan mé hinh két hop sir dung déc tring vén ban va hinh

anh chup man hinh trang web

A 1n £ 1 A1l s Actual Class
M0 hinh két hop (Van ban va hinh anh) Attacked Normal
) Attacked 7507 &9
Predicted Class Normal 273 11378

Bang 3. 11. Két qua thuwe nghiém mé hinh két hop

Ky thuithoc siuva | Pic | ACC | PPV | TPR | F1 | FPR | FNR

két hop trung | (%) | (%) | (%) | () | () | (%)

Naive Bayes Hoang | Van | o) 54 | 78 15 | 79026 | 78,69 | 1521 | 20,74
[18] ban

Cay quyetdinh Hoang | Van | o) 33 | g4 4 | 844 | 8440 | 10.67 | 15.6
[18] ban

Rung ngaunhién | Van | o3 g0 | 9301 | 90,76 | 92,26 | 4,03 | 9,24
Hoang [17] ban

SVM Siyan Wu [71] X;‘;‘ 9534 | 9537 | 9534 | 9532

EfficientNet(BO) | Anh | 94,12 | 94,60 | 90,71 | 92,62 | 3,55 | 9,29

BiLSTM X;‘;l 96,54 | 96,93 | 94,43 | 9566 | 2,03 | 5,57
BiLSTM-+ ::I‘l‘

EfficientNet L 98,12 | 98,83 | 96,49 | 97,65 | 0,78 | 351
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Luan an st dung Irfn 1a mot ham dé thiét 1ap lich trinh hoc (learning rate
schedule). Hdim nay xac dinh learning rate cho mdi epoch dua trén cac tham sé da

cung cap.
- epoch=50: S6 luong epoch hién tai.
- Ir_start=0.0001: Learning rate bit dau.
- Ir max=0.0004: Learning rate 16n nhat.
- Ir min=0.0001: Learning rate nho nhét.

- Ir_rampup_epochs=5: S6 luong epoch dé ting learning rate tir Ir_start dén

Ir max.
- Ir_sustain_epochs=5: S6 luong epoch dé duy tri Ir_max.
-Ir_exp decay=0.8: Ty 1é giam theo cAp s6 nhan sau giai doan sustain.
Bién dich mo hinh véi cac siéu tham sb tham sé:
- optimizer="adam'": Sir dung Adam optimizer, mot thuat toan t6i uu hoa pho bién.
- loss='categorical crossentropy': Him mat mat cho bai toan phan loai da 16p.
- metrics=['accuracy']: Sir dung do chinh x4c (accuracy) nhu mét thude do hiéu suat.
- epochs=50: Str dung s6 luong epoch huan luyén 1a 50

- loss_weights=None: Ap dung trong s6 cho cadc ham mat mat néu mo hinh cé
nhiéu dau ra. Trong s0 nay gitp dieu chinh mtrc 46 quan trong cta tirng ham mat mat

trong tong hop ham mat mét chung.

- weighted metrics=None: Tuong tu nhu metrics, nhung cho phép ap dung
trong sb cho céc chi sd.

- run_eagerly=False: Quyét dinh c6 thuc hién mé hinh theo ché d6 eager
execution hay khong. False c6 nghia la sir dung ché d6 d6 thi (graph mode), gitp ting

hiéu sudt va tc dd huin luyén bé'mg céch bién dich mo hinh thanh dd thi tinh.

- steps_per_execution=1: Xéc dinh s6 budc (batches) thuc hién trude khi cip
nhat trong s6 ctia mo hinh. 1 ¢6 nghia 13 cap nhat sau mdi bude. Viée ting gi tri ndy
¢6 thé cai thién hiéu suét bﬁng cach giam tan suét cap nhat trong $6.

-jit_compile="auto": Diéu chinh viéc bién dich Just-In-Time (JIT) cho mé hinh.
Khi dat 1a 'auto’, Keras s€ tu dong quyét dinh ¢6 nén sir dung bién dich JIT dé t6i wu

hoéa hiéu suat mo hinh hay khéng.
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-auto_scale loss=True: Cho phép tu dong diéu chinh ham mat mat dé cai thién
d6 6n dinh trong qua trinh huan luyén. True c6 nghia 14 tu dong diéu chinh ham mét

mat néu can thiét ¢ dam bao viéc huan luyén dién ra tron tru.
3.5.5. Nhdn xét

Bang 3. 11 trinh bay tong hop hiéu suit cia cic mo hinh d3 ¢ va cac mé hinh
dé xuét trong luan 4n. C6 thé thiy rang, mo hinh phat hién két hop duwa trén
BiLSTM+EfficientNet s dung cac dac trung van ban va dac trung anh chyp man
hinh trich xuat tir trang web cho két qua phat hién vuot trdi so v6i két qua cua cac dé
xuat dd c6 trén hau hét cac do do. Mo hinh phat hién dua trén EfficientNet chi st
dung céac dic trung anh chup man hinh trich xuat tir trang web cho két qua phat hién
kha tot, du ty 1¢ Am tinh gia (FNR) con twong dbi cao. Cu thé, d6 do F1 cia cac mo
hinh phat hién dé xuat boi [18] (Naive Bayes, Decision Tree) va [17] (Ring ngiu
nhién), moé hinh phat hién dé xuit bsi luan an dwa trén EfficientNet va
BiLSTM+EfficientNet lan luot 1 78,69%, 84,4%, 92,26%, 92,62% va 97,65%.

Mo hinh phat hién két hop ciing gitip giam dang ké ty 1& canh bao sai, gom ca
ty 1¢ FPR va ty 1¢ FNR. Cy thé, FPR va FNR cia mo hinh két hop dua trén
BiLSTM+EfficientNet va m6 hinh thanh phan dua trén EfficientNet 1an luot 13 0,78%
va 3,51%; va 3,55% va 9,29%.

Két qua thuc nghiém trén mo hinh két hop t6t hon cac nghién ctru khac véi Iy
do sau: (i) luan an lya chon tap dir liéu két hop cac dac trung anh chup man hinh va
van ban tir trang web thé hién diy du nhimng dic diém vé hinh thic va ndi dung tin
cong thay dbi giao dién; (ii) luan 4n ciing lya chon dugc thuat toan phi hop voi nhimng
dac trung (thuat toan EfficientNet, BILSTM lan luot voi diac trung anh va van ban);
(iii) luan 4n str dung phuong phap két hop lay trung binh trong sb tir cac md hinh
thanh phan s& hd trg nhau trong md hinh phat hién két hop.

Han ché ctia m6 hinh két hop 14 yéu cau tai nguyén tinh toan cao cho qua trinh
huén luyén va phat hién do mé hinh dua trén cac thuat toan hoc sau va xir Iy hinh anh.
3.6. Két luan chwong

Chuong 3 da gi6i thiéu khai quat vé phat hién tn cong thay dbi giao dién va
phong chdng, cac phurong phap phat hién tin cong thay d6i giao dién va so sanh danh
gia cac giai phap va mot sd k¥ thuat phirc tap duoc sir dung dé phat hién tin cong
thay ddi giao dién trang web.

Phén tiép theo ctia chuong dé xuit ba mé hinh phat hién tin cong thay doi giao

dién trang web st dung dac trung anh chyp man hinh trang web, dac trung van ban
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trang web va két hop dic trung vin ban trang web va anh chup man hinh trang web.
Céc mo hinh nhanh va mo hinh két hop dé xuat déu cho két qua tét hon cac cong bd
trudce do.

No6i dung cua chuong nay cling dugc cong bo tai cac cong trinh:

1. Trong Hung Nguyen, Xuan Dau Hoang, Duc Dung Nguyen, “Detecting
Website Defacement Attacks using Web-page Text and Image Features”, Article
Published in International Journal of Advanced Computer Science and
Applications(IJACSA), Volume 12 Issue 7, 2021, Scopus Q3. Truy vén tur
https://thesai.org/Publications/ViewPaper?Volume=12&Issue=7&Code=IJACSA &S
erialNo=25.

2. Nguyén Trong Hung, Hoang Xuan Dau, Nguyén Puc Diing, Vii Xuan
Hanh, “Phat hién tdn cong thay doi giao dién trang web str dung dic trung vin ban”
Hoi nghi khoa hoc qubc gia vé "Nghién ctru co ban va ung dung Cong nghé thong
tin" FAIR 2024.

3. Xuan Dau Hoang, Trong Hung Nguyen, Hoang Duy Pham, “A Novel
Model for Detecting Web Defacement Attacks Using Plain Text Features” Indonesian
Journal of Electrical Engineering and Computer Science (IJEECS), 2024, Scopus Q3
(Dad nhdn dwoc thir chdp nhan dang).


https://thesai.org/Publications/ViewPaper?Volume=12&Issue=7&Code=IJACSA&SerialNo=25
https://thesai.org/Publications/ViewPaper?Volume=12&Issue=7&Code=IJACSA&SerialNo=25
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KET LUAN

T4n cong g dung web ngay cang trd nén phd bién va nguy hiém, giy mat an
ninh an toan thong tin cho ¢4 nhén, co quan, td chirc, v6i cac hinh thirc lién tuc thay
d6i doi hoi phai c6 nhitng giai phap, k§ thuat mai, cap nhat thudng xuyén dé cé thé
phong chéng va ngan chin hiéu qua. Cac dang tin céng web thudng gip, nhu SQLI,
XSS, CMDi, duyét dudng dan thuong dé lai lich sir truy cap tai cac tép web log cua
may chi web, do d6 viéc khai thac cac tép web log két hop véi cac thuat toan hoc
may 1a mot hudng di cé trién vong. Dbi voi, cac dang tin cong thay dbi giao dién
trang web, ngoai viéc st dung phuong phap phat hién thong qua phan tich ct phap,
cdy DOM, viéc phén tich ndi dung trang web duoc trich xuat tir ma HTML va anh
chup man hinh ciia trang web két hop cac thuat toan hoc sau dang dem lai hiéu qua
t6t. Do d6, luan 4n nay tap trung giai quyét hai van dé: (1) nghién ctru, dé xuat mo
hinh phét hién tin cong web dua trén hoc may co giam sét sir dung dir liéu web log,
nham ting ty 18 phat hién diing va giam ty 1& canh bao sai, dong thoi mo hinh c6 kha
nang phat hién 4 kiéu tin cong web nguy hiém bao gom SQLi, XSS, CMDi va duyét
duong dan; va (2) nghién ctru, dé xuat cac dic trung va lua chon sit dung phuong
phap hoc sau pht hop véi cac dic trung cu thé cho xay dung mo hinh phat hién tin
cong thay d6i giao dién trang web, nham xay duyng mo hinh phat hién cho phép phat
hién hiéu qua tan cong thay d6i giao dién trang web. Van dé (1) duoc giai quyét bai
dong gop tht nhét cta luan an, con van dé thir (2) duoc giai quyét bai dong gop thu

hai cua luan an.

Péng gép thik nhdt cia ludn dn 1a & xuit mo hinh phat hién cac dang tan cong
web dua trén hoc may sir dung cac dic trung ky tu trong dit liéu truy van URI trich
xut tir web log. Céc thuat toan hoc may c6 giam sat duoc st dung gdm Rimg ngiu
nhién, Cay quyét dinh, Navie Bayes va SVM. M6 hinh dé xuét c6 kha ning phat hién
hiéu qua bén dang tin cong web thudng gip nguy hiém nhét, bao gébm SQLIi, XSS,
CMDi va duy¢t duong dan. Cac thir nghi¢m trén tap dir li¢u mau dugc dan nhan va
tap dir liéu web log thuc, khéng dinh mo hinh dé xuét dua trén thuét toan Rurng ngéu
nhién cho hi¢u suét tot hon cac mo hinh phét hién dua trén hoc sau [15] [16], véi do
chinh x4ac phat hién chung va d6 do F1 14 99.68% va 99.57%. Ngoai hiéu suét phat
hién cao, mo hinh dé xuét con c6 mot sé wu diém so véi cac dé xuat trude do: (i) mod
hinh d8& xuét dugc xay dung st dung cac thuat toan hoc may c6 giam sat truyén thong
v6i chi phi tinh toan thap nhung van dat duoc két qua cao, diéu nay rat quan trong
khi trién khai thuc t& vi hé théng phat hién tan cong web thudng phai xir Iy mot luong
web log rat 16n va (ii) mé hinh dé xuét ¢ thé dugc xay dung tu dong tir di liéu huan

luyén va khong yéu cau cp nhat thudng xuyén.
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Péng gop thir hai ciia lugn dn 13 d& xuat ba mo hinh phat hién tin cong thay
doi giao dién trang web dya trén hoc sau s dung dac trung hinh anh chyp man hinh
ctia trang web, dic trung vin ban trich xudt tir trang web va két hop cac dic trung vin
ban trich xuét tir trang web két hop véi cac dic trung hinh anh chyp man hinh cua
trang web. Thudt toan hoc sau sir dung 1a BILSTM va EfficientNet. Cac két qua thir
nghiém cho thidy mé hinh phat hién nhanh dya trén EfficientNet, mo hinh phét hién
nhéanh dua trén BiLSTM va mo hinh két hop déu cho hiéu suét phat hién cao hon cac
mé hinh dé xuit béi cac nghién ctru di trudc va mo hinh dya trén cac thuat toan hoc
sau khac. Pac biét, m6 hinh phat hién dya trén két hop hai dac trung hinh danh va van
ban cua trang web c6 hiéu sut phat hién vuot troi so voi két qua dé xuat boi Hoang
va cong su [17] va Hoang [ 18], cling nhu cac mo hinh dya trén cac thuat toan hoc sau
Xception, Inception va BILSTM va EfficientNet chi cic dac trung hinh a&nh chyp man

hinh ctia trang web.

Céc van dé hay ton tai cua cac dé xuat trong luan an cling chinh 14 cac huong

mo cho tiép tuc nghién ciru, bo sung. Cu thé:

- Van dé tht nhat 13 cac truy van URI chi c6 thé trich xuat tir web log néu
phuong thiec HTTP str dung 13 GET. Néu phuong thitrc st dung 1a POST, dit liéu giri
tir may khach dén may chii khong duoc luu trong log. Mot hudng giai quyét van dé
nay 1a trién khai mé hinh phat hién dudi dang 1 tuong lira tng dung web (WAF) dé

bat va xu ly tat ca cac yéu cau truy cap tir nguoi dung.

- M6 hinh phéat hién tin cong thay d6i giao dién dya trén BiLSTM va
EfficientNet doi hoi chi phi tinh toan 16n cho huin luyén do phai xtr Iy mot luong 16n
anh chup man hinh va noi dung van ban trang web stir dung cac thuat toan hoc sau.
Mot huéng khic phuc van dé nay 1a viéc huin luyén mé hinh c6 thé thuc hién offline
nén khong anh hudng nhiéu dén thoi gian phat hién. Ngoai ra, mé hinh c6 thé két hop
st dung phat hién dua trén chit ky véi cac dang tin cong di biét nham giam thoi gian

phat hién.
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