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3
GIOI THIEU

Tinh cp thiét cta dé tai

Hoc siu da tré thanh cong cu hiéu qua cho rat nhiéu tic vu hoc mdy
hién nay. Tuy nhién, viéc phu thudc vao ciac bd dit li€u véi kich thuée 16n
lai dit ra nhiting lo ngai vé quyén riéng tu. Hoc cong tic phan tin (federated
learning) ra ddi nhu mot giai phdp dot pha, cho phép cac bén hop tac huin
luyén m6 hinh ma van giif dif liéu an toan trén thiét bi c4 nhan. Mic dit mang
dén nhiéu 10i ich, hoc cong tic phan tan van d6i mit véi nhitng thach thiic,
dién hinh 12 ro ri dif liéu gian tiép. Cac k§ thuat nhiéu ngiu nhién va mi héa
da dugc nghién ctiu va 4p dung nhu nhiing k¥ thuét hia hen, gép phan nang
cao tinh riéng tu hiéu qua hon cho phuong phap nay. Tuy nhién, di kém véi
su tuong cudng tinh an toan cho mo hinh thi nhiing anh hudng tiém tang dén
dd chinh x4c ctia mé hinh va sy phiic tap vé mit tinh toan lai tré thanh nhiing
vAn dé 1am cho né khé ting dung dudc trong thuc tién.

Muc tiéu cua luin an

Muc tiéu ctia luan 4n nay 1a phat trién cac giao thic hoc cong tdc phan
tan hiéu qua va an toan trén co sG st dung cac giao thdc tinh toan bao mat
nhiéu thanh vién (SMC). Cu thé:

* Phit trién céc giao thiic SMC hiéu qua cho tinh tdng céc vector sb thuc
trong moi trudng ban tin cdy, trong d6 ton tai gia thiét thong dong gitta
cac bén tham gia.

+ Pé xuit giao thifc huin luyén mang hoc siu phan tdn méi dam béo tinh
chinh x4c, hiéu qué va an toan bing cach két hop cd ché hoc cong tac
phén tan va céc giao thiic SMC dudc dé xuat.

Dong gop chinh cua luin an

Luan an c6 cdc dong gbp chinh sau day:

» Dong gép 1. PE xuét ba giao thiic SMC cho bai todn tinh tdng cic
vector sd thuc trong trudng hop cac bén tham gia ban tin cdy. Cac giao
thic nay cho phép didm bio an toan trong trudng hop téi da c6 n — 2
trong n bén tham gia thong dong.
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» Déng gép 2. Phat trién céc giao thiic hoc cdng tac phan tdan dim bao
tinh an toan va hiéu qua st dung cac giao thiic SMC da dé xuit.

Cau truc luan an

Ngoai phan M& dau va Két luan, ndi dung clia do an chia lam ba
chuong:

 Chuong 1 trinh bay t6ng quan vé vin dé dam bao tinh riéng tu cho
deep learning, khao sét cac nghién cttu c6 lién quan va phat bi€u bai
toan nghién ctdu.

+ Chuong 2 dé xuét ba giao thifc tinh tdng bdo mat cdc vector sb thuc
hiéu qua. Cic giao thific bao gdm: giao thic két hop luong ti hoa véi
bién thé hé mat Elgamal, giao thiic sit dung ma tran mit na két hop bién
thé ctia hé mat ECC, giao thiic st dung ma tran mit na c6 xac thuc. Déi
vGi mdi giao thic thuc hién phan tich, chiing minh tinh an toan va hiéu
qua cua nd.

* Chuong 3 trinh bay hai giao thiic hoc cdng tac phan tan trén co s st
dung céc giao thiic SMC da dugc dé xuét trong ca hai trudng hgp mang
tdp trung cé mdy chd ban tin ciy va mang phi tip trung. Phan tich,
ddnh gid hiéu qui cla cdc giao thic nay trén khia canh ly thuyét, va
thuc nghiém danh gia trén mot s6 bo dit liéu khac nhau nhu: MNIST,
SMS Spam, va CSIC2010 trén céc kién tric mang hoc sau khéc nhau
nhu: CNN, LSTM, va CLCNN.
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CHUONG 1. BAO PAM TINH RIENG TU CHO HOC SAU

Chuong nay trinh bay vin dé dam bao tinh riéng tu trong hoc sau. Hoc
lién két két hop mat ma cho thiy tiém ning trong viéc bdo vé tinh riéng tu khi
huén luyén mang no-ron. Tuy nhién, cic phuong phdp ma héa gip phéi hai
han ché 16n: nguy co thong dong do chia sé khéa va kho khin trong viéc xi
ly s6 thuc, din dén kha niing mit do chinh xdc. Cac ndi dung trong Chuong 1
da dugc cong bd trong Cong b 1.

1.1. Hoc sau

Hoc sau 12 mot linh vuc hoc mdy doi héi nhiéu 16p tritu tugng phi tuyén
dugc thiét k& nham phat hién va md hinh héa cac miu phiic tap. Hoc siu gip
phai nhitng thach thifc 16n, bao gdm nhu cau vé lugng dit liéu khdng 16 va yéu
cau stic manh tinh todn dang ké dé tién hanh qu4 trinh huén luyén hiéu qua.

1.2. Pam bao tinh riéng tu trong hoc siu

Hiéu qua clia cac mang nd-ron sau phu thudc dang ké vao kich thudc
ctia tap dif liéu huln luyén. Viéc hudn luyén mo hinh toan cuc trong mdi
trudng cdng tac gap phai mot thach thic 16n: chia sé di liéu riéng tu cuc bod
gitta cdc bén tham gia. D€ gidi quyét vin dé nay, khai niém dim bao tinh riéng
tu trong hoc sau da ra doi [1].

1.3. Mot s6 phuong phap dam bao tinh riéng tu
1.3.1. Ndc danh hoa

Dé bao vé tinh riéng tu trong qua trinh huin luyén mo hinh, dit liéu
dudc tach biét khéi danh tinh ctia chii sé hitu. Tuy nhién, viéc 4n danh don
gian (vi du nhu loai bé tén) thutng khong dd, nhu da duge minh ching qua
truong hdp cudc thi Netflix Prize.

1.3.2. Cdc kj thudt mdt md va tinh todn bdo mdt nhiéu thanh vién
1.3.2.1. Khdi ni¢m

Pinh nghia 1.3.1. Gid sit K (K > 2) la sé luong phdn tik cua tdp cdc thanh
vién tham gia vao mang tinh todn phdn tdn. Méi thanh vién i € {1,2,...,K}
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c6 mot dau vao x; € X;. Ham f dugc dinh nghia la mot ham tinh todn da bén
nhu sau:

f:X—=>Y
xX= (x1>x27"'7xK) i—)f()f) = (fl(f),f2(f),-..,f1{(f))

Trong do, X = {x:x= (x1,...,xg)}vaY ={y:y= (fi(x),..., fxk(X))}, va
X; la khong gian gid tri ciia moi x;.

(1.3.1)

1.3.2.2. M6 hinh tdn cong

Trong tinh toan bao mat nhiéu thanh vién (SMC), cdc cudc tin cong
ctia d6i thii dudc phan loai theo hanh vi, siic manh va loai hinh tn cong. Vé
hanh vi, déi thd c6 thé 1a ban trung thuc hodc doc hai. Vé ning luc tin cong,
ho c6 thé bi gidi han hoic khong gidi han vé mit tinh toan. Ngoai ra, dbi thi
con dugc phan thanh tinh hodc thich tng, tuy thudc vao cach ho lya chon muc
tiéu dé thn cong.

1.3.2.3. Dinh nghia an toan

Luan an ap dung dinh nghia an toan cho céc giao thic tinh todn da bén
trong mo hinh ban trung thuc, sit dung cac kénh truyén thong cong khai ctia
O. Goldreich. [2].

Céc k§ thuat chinh trong SMC bao gébm chuyén giao mil, ma héa dong
céu va chia sé bi mat.

1.3.3. Cdc ky thudt lam nhiéu di liéu

Céc k¥ thuat 1am nhiéu dit liéu bao gdom viéc thay ddi hoic tao dif liéu
tir tap dif liéu gbc d€ huan luyén md hinh. Nhiing k§ thuat nay bao gdm nhiéu
cong, nhiéu nhan, tao sinh nhiéu va téng hop dit liéu.

1.4. Cac phuong phap dam bao tinh riéng tu cho hoc sau

Céac nghién ctiu v& PPDL c6 thé dudc chia 1am 3 nhém phuong phap
chinh. Nhém phuong phdp dau tién lién quan dén viéc chia sé tap dit liéu
cuc bo dudi dang nhiéu hoic ma hoa, sau do6 st dung cac thut toan hoc mdy
chuyén biét [3-7]. Phuong phap nay, dudc goi 1a "phudng phap chia sé dit
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liéu," stt dung cic k¥ thuat nhu ma héa dong ciu (HE), SMC, chia sé bi mit,
hodc thém nhiéu.

PATE [8] 1a mot phuong phap khéc trong PPDL. O phuong phép thi
hai nay, thay vi chia sé cac tap dif liéu huin luyén cuc bo, cac bén tham gia
hoic "gido vién" chia sé kién thiic vé dau ra du do4n cho mdt md hinh mdy
chii "hoc sinh". Sau d6, may chii "hoc sinh" huin luyén mo hinh cong khai
bing céch sit dung mot tap dit liéu cong khai chua duge gan nhan trén két qua
ctia cac mo hinh gido vién.

Hoc phan tan, dic biét 12 hoc lién két, 1a phuong phap chi dao dé huén
luyén cdc md hinh hoc su phan tdn ngdy nay. Phuong phap nay giai quyét
vén dé ro ri dit liéu truc tiép bang cach trao d6i cac mo hinh huén luyén trung
gian thay vi chia sé dif liéu cuc bo. Tuy nhién, viéc chia sé truc tiép cac tham
s6 mo hinh c6 thé gay ra 16 hong do ro ri dif liéu gidn tiép thong qua cc cudc
tAn cong nhu d4o ngugc mo hinh hoic suy luan thanh vién. Két qua 13, nhiéu
nghién citu da tich hop cac ky thuat nhu DP va SMC dé€ ting cuong bio mat
khi chia sé cic vector tham s6 md hinh. Cac phuong phap DP thutng yéu cau
su danh ddi gitta do chinh xé4c ctia md hinh va tinh riéng tu. Gidm nhiéu cai
thién do chinh x4c ctia md hinh nhung lai 1am ting nguy co bi tin cong din
dén ro ri dit lidu gian tiép. Do d6, viéc st dung SMC trong Hoc lién két dugc
danh gi4 cao. Tuy nhién, cdc giao thiic SMC hién nay gip phai hai han ché
dang chu y.

* Han ché diu tién lién quan dén viéc céc bén tham gia phai chia sé cling
mot khoa, khién SMC dé bi tén thuong trong cac kich ban thong dong.

* Han ché thi hai lién quan dén hiéu qué trong viéc xi ly sd thuc diu
chdm dong. Cac vector tham sb can phai chuyén ddi thanh sé nguyén
16n, gay han ché dang ké dén kha ning tinh todn ctia cdc giao thic.

Do dé, can phat trién cac giao thiic SMC c¢6 kha ning x{ ly thong dong
va duy tri d6 chinh x4c véi cac vector s6 thuc trong Hoc lién két. Luan 4n nay
dé xuét céc giao thilc SMC hiéu qua dé bio vé tham sd trong qua trinh huin
luyén phan tan mo hinh hoc sau, ddm bio hoat dong tét vdi vector sb thuc
trong moi trudng da bén, ngay ca khi c6 thong dong.

1.5. Han ché ctia cac phuong phap PPDL hién nay

Phuong phap chia sé dau vao thudng bao gdm viéc thém nhiéu hoic st
dung mat ma. Tuy nhién, viéc thém nhiéu lam suy yéu tinh bdo mat khi di
liéu trd nén dé bi tan cong suy luan va lam gidm do chinh x4c cia mo hinh
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do su bién dang di liéu. Trong khi d6, SMC cai thién an toan nhung lai lam
ting do phiic tap tinh todn va truyén thong. N6 ciing phu thudc vao viéc chia
sé khéa, gi6i han an toan trong cic tinh todn hai bén, khién né phit hgp hon
cho du dodn hon 12 huén luyén.

Chia sé dau ra 4nh huéng dén do chinh xdc ctia md hinh do 18i tif céc
mo hinh gido vién va yéu cau dif liéu cong khai cting cic md hinh cuc bo chét
lugng cao, diéu nay khong thuc té trong cdc méi trudng huén luyén phan tan
v6i dit liéu han ché.

Chia sé mo hinh, dugc chia thanh hoc phan tach (split learning) va hoc
lién két (federated learning), mang lai cic ddnh ddi khéc nhau. Hoc phan tich
chia sé cic tham s ctia mot s6 16p trong mang va 1am gidm do chinh xdc va
gi6i han sb luong ngudi tham gia. Hoc lién két 13 gidi phép thuc té nhét cho
hoc sau phan tdn, cin bang gilta dd chinh xac va chi phi thuc hién trong khi
ngin ngiia 10 i dif liéu truc tiép. Du vay, né van dé bi ro ri gian tiép thong
qua c4c tham s6 mo hinh bi 16. D€ gidm thiéu diéu ndy, cic ky thuat nhu Bao
mét vi sai (DP) va SMC dudc dé xuit. Do DP phai hy sinh d6 chinh xdc, vi
vay hoc lién két két hop véi SMC néi 1én nhu mot hudng nghién ciu day hita
hen, mang lai su cin bang gitta bdo mat va hiéu suét.

Tuy nhién, viéc tich hop hoc lién két v6i SMC ddi mit v6i cac thach
thic chinh:

* Céc bén tham gia phai chia sé kh6a mat ma truc tiép hodc thong qua
mot trung gian ddng tin cdy, diéu nay dé dan dén rii ro thong dong.

* Viéc chuyén ddi s thuc thanh s6 nguyén 16n 1am ting tai tinh todn va
lam cham c4 qud trinh tinh todn 13n truyén tai dif liéu.

1.6. Két luan chuong

Chuong nay da thao luan vé vin dé dam bdo tinh riéng tu cho hoc sau,
céac phuong phép khac nhau, va nhiing vu nhudc di€m cta tiing phuong phap.
Tur d6, ludn an xac dinh trong tim nghién ciu la dam bao tinh riéng tu cho
qua trinh huén luyén clia cic mang hoc sau phan tdn, cu thé hon 1a cac mo
hinh hoc lién két. Thong qua phén tich, luin 4n ciing két luan ring qu4 trinh
huén luyén nay chi yéu doi héi viée tinh tdng cac vector sd thuc. Do d6, luan
an sé dé xuét cac giao thiic hidu qua dé€ tinh tdng cic vector sd thuc nhiam
phuc vu muc dich nay.
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CHUONG 2. NGHIEN CUU PE XUAT CAC GIAO THUC TINH

TONG BAO MAT VECTOR SO THUC

Chuong nay gidi thiéu ba giao thiic méi dugc dé xuét d€ tinh tdng bao
mét cic vector s thuc, dudc thiét ké dé chdong lai su thong dong. Noi dung
ctia chuong nay lién quan dén cac Cong bo 3,5, 6, va 7.

2.1. Mt s6 kién thiic co sé vé mat ma

Nghién cifu nay dua trén hai nén tang quan trong trong linh vic méat
ma, do la bai toan logarit rdi rac trén cac dudng cong elliptic va trén cac
truong htru han.

2.2. Giao thifc tinh tdng bao mat vector so thuc véi ky thuét lugng ti héa
2.2.1. Giao thitc dé xudt

Giao thifc d& xuit dau tién st dung k¥ thuat lugng tif héa duge mo ta
trong Hinh. 2.1.
2.2.2. Udc luong sai sé tinh todn

Ménh dé 2.2.1. Giao thiic dé xudt c6 thé xdp xi téng ciia n vector véi sai s6
ctia méi thanh phan thit j dugc tinh theo cong thiic:

ASD) = /(52 + (892 + .+ (892 <d(n+1).
0] day, d la s6 chit s6 thdp phdn ding dé’ lam tron.
2.2.3. Phdn tich an toan

Ménh dé 2.2.2. Giao thiic tinh téng bdo mdt cho n thanh vién dugc trinh bay
trong Hinh cé khd ndng bdo vé tinh riéng tu ciia moi bén tham gia trung thuc
triée mdy chii va lén dén (n—2) bén bi tdn cong.

2.2.4. Ddnh gid hiéu ndng cua giao thiic

2.2.4.1. Chi phi tinh todn

Chi phi tinh toan cho viéc tao ra cac gia tri chia sé va thoi gian thuc
hién t6ng hdp bdo mat (dua trén thuit todn Shank) dudc thé hién trong Hinh
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Input:
* Mbi bén U; ¢6 vector riéng tu W; = {Wi(")7 1 < j < model_size}.
* M&i bén U; ¢6 hai vector khéa riéng tu: x; = {x§j>}7y,~ = {ylw}.
* Céc tham s6 h¢ théng: hé s6 nhan (), Z, va phan td sinh g.
Output: Tong gin ding ctia vector: W = Y7, W;.
Giai doan 1: Khéi tao
* Méi bén U; gtii cc vector khéa cong khai ctia minh {Xi(J)} = {gx‘w}v {Yi<j>} = {gy,(” 2
cling v6i hé sb chudn héa (minW; + o;, maxW; + o) t6i mdy chi.

n . n o
* Mdy chu tinh todn: X = { I XI-(J)} ;Y = { 11 Yim} cho 1 < j <model_size
i=1 i=1

va Wyar = max?_ | (maxW; + o) va Wy, = min}_, (minW; + o;),
sau d6 gti lai cho tat ca cdc bén tham gia.
Giai doan 2: Giai doan chinh

« M&i bén thuc hién lugng ti héa cac vector tham sb:
(i G _yy . .
Wl M 107, cho 1 < j < model_size.

* M6i bén U; ma héa cdc vector tham s bi mat:

t ‘max— Winin

. ) .

o ) . .
{Vi(-’) = Lm g’ } cho 1 < j < model_size
yin?

va giti dén mdy cha.
« My chii tinh todn {V()} = { n v}f)} cho 1 < j < model_size.
« Mdy chii thuc hién thuat toan Shank dé tim $¢) véi:
¢ =v0) cho 1 < j < model_size.

» M4y chii tinh téng vector: %(Wmm — Wain) + Wiin.-

Hinh 2.1: Giao thifc Tinh t6ng Bdo mat ctia Vector dua trén luong tir hoa sd
nguyén va hé mit Elgamal

2.2. Két qua cho thiy giao thiic ¢6 chi phi thuc thi thap, khién n6 phit hgp cho
cdc tinh hudng ting dung thuc té.

2.2.4.2. Chi phi truyén thong

Muic tiéu thu bing thong tai phia cdc mdy khach va Mdy chii cho mbi
vong ctia giao thiic dudc trinh bay trong Bang 2.1. Két qua cho thiy giao thiic
yéu ciu bing thong gip bdn 1an so véi mo hinh khong c6 bao vé quyén riéng
tu. Tuy nhién, su dinh ddi nay c6 thé chap nhan dudc trong céc ing dung thuc
té, nhd vao viéc ting cudng dam bao quyén riéng tu.
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Encryption time with number of clients

(a) Thoi gian trung binh d€ tinh cdc gid (b) Thoi gian d€ tinh gia tri tdng khi tong
tri chia sé hop

Hinh 2.2: Chi phi tinh to4n clia qu4 trinh tinh cdc gia tri chia sé va tdng hop
tdng trong giao thic 1

May khach i i May cha
Vong 1 | 2 x model size x key size 2 x model size x key size X n
Vong 2 model size x key size model size X real number size X n

Bang 2.1: Chi phi truyén thong ctia giao thiic 1

2.3. Giao thiic tinh tdng cac vector s6 thure st dung ma trin mit na
2.3.1. Giao thiic dé xudt

St dung hé mat trén duong cong Elliptic, giao thiic thi hai cho phép
nhiéu bén cling hop tac tinh todn tdng céc thong diép riéng tu ma khong lam
10 gié tri thuc. Giao thic nay dugc tém lugc trong Hinh 2.3.

2.3.2. Chitng minh tinh diing ddin

Ménh dé 2.3.1. Giao thiic dugc dé xudt trong Hinh 2.3 ¢6 thé tinh chinh xdc
téng cua n vecto.

N ” N n n
C6 thé chiing minh rang ¥ 7; bang ¥ W, hay T = Y W;.
i=1 i=1 i=1
2.3.3. Phan tich an toan

Ménh dé 2.3.2. Giao thitc duge dé xudt trong Hinh 2.3 c¢6 thé bdo vé tinh
riéng tu cho cdc thanh vién trung thic trudc mdy chii va toi da (n — 2) thanh
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Dau vao:

* Mbi bén U; ¢6 ma tran riéng W; = [Wi(kj)];l <j,k<d.

« Mdi bén U; c6 bdn ma tran khéa bi mat: p; = [pl(kj)Lqi = [qf.kj)},c,- = [cgkj)],di = [di(kj)].

« Mbi bén U; c6 bbn ma tran ngiu nhién bi mat: M;, N, r;, s;.

o Tham s6 hé théng: Pudng cong Elliptic E(Zg) véi bac q va di€m sinh G.

Pau ra: Vectd tdng: W =Y, W,
Giai doan 1: Khdi tao

* Thiét 1ap tham sb hé théng E(Zgq) va diém sinh G.

« Méi bén U; giti khéa cong khai ciia minh P, = {p G}, 0; = {4/ G},

vaC={c ki)G} D; = {d; (k) G} t6i may chu.
* Mdy chu tinh toan va gui lai: P = ): P,0= Z Q;,C= Z C;,D = Z D;.

i=1 i=1

Giai doan 2: Giai doan chinh

» Méi bén U; tinh toan va gti cac vectd tham sé cong khai ctia mo hinh dén may ch:

Ai=M;+r;,Bi=N;+si,

R; = {r,(k‘f)G-i-quJ)P(kj) _pEkJ)Q(kj)LSi _ {sl(kJ)G+Cl(k./)D(kj) _di(k.f)c(kj)}

n n ~ X
*Mdy chisaudétinhR= Y R;,S = Y S; vatim r va s sao cho moi phan tit thda man
i=1 i=1
rkNG = RKD) va sk G = s®) sau d6 gii M = Z Ai—rN= Z B; — s cho tit ca cdc bén

=1
* Mbi bén tinh T; = W; + M;N — MN; va gti T; cho may chu
n
» May chii nhan dudc tSng tit ca cac thong diép ctia cac bén dudidang T = ¥ T; =
i=1

W, =W.

™=

i=1

Hinh 2.3: Giao thic tinh téng vecto bio mat dya trén ma trin mit na

vién bi xam pham khdc (ciing thong dong vdi mdy chii) trong mé hinh bdn
trung thuc.

2.3.4. Ddnh gid hiéu ndng cua giao thiic
2.3.4.1. Chi phi tinh todn

Chi phi tinh toan cho viéc tao céac gia tri chia sé va thoi gian thuc hién
tong hop két qua (dua trén thuat toan Shank) dugc minh hoa trong Hinh 2.4.
Két qua cho thiy giao thiic chi phat sinh chi phi thuc thi thap, diéu nay gidp
n6 phit hdp cho cic kich ban tng dung thuc té.

2.3.4.2. Chi phi truyén thong

Chi phi bing thong trong mdi vong clia giao thiic dudc thé hién trong
Bang 2.2. Két qua chi ra ring giao thiic nay yéu cau bang thong cao hon dang
ké so véi giao thifc dé xuit dau tién. Tuy nhién, ddi véi cac kich ban yéu cau
dd chinh x4c cao, giao thiic nay lai c6 chi phi tinh to4n thip hon. Do d6, né
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Averrage encryption time at clienf

(a) Trung binh tinh gia tri chia sé (b) Thai gian thuc hién tinh gia tri tong
Hinh 2.4: Chi phi tinh todn gia tri chia sé va gi4 tri tong trong giao thiic
SVS2

van 12 mot lya chon kha thi cho cdc ing dung thuc tién.

Thanh vién i May cha
Vong 1 4 x model size x key size 4 x model size x key size X n
Vong 2 | 4 x model size x real number size + 2 x model size x key size | 2 x model size x real number size X n
Vong 3 model size X real number size model size X real number size x n

Bang 2.2: Chi phi truyén thong tai cac vong ctia giao thiic SVS2

2.4. Giao thitc tinh tong bao mat vector sitr dung ma tran mat na c6 xac
thuc

2.4.1. Giao thiic dé xudt

Giao thiic dugc dé xuit thd ba dudc mo ta nhu trong Hinh. 2.5.

2.4.2. Chitng minh tinh diing ddn

Ménh dé 2.4.1. Giao thiic dugc dé xudt trong Hinh 2.5 ¢6 thé'tinh chinh xdc
téng ciia n vecto.

N
Taco:V=(T—-QH '= (Y)Y, vi)HH ' = -21 Vi.
1=

2.4.3. Phdn tich an toan

Phin nay ctia lun 4n chiing minh ring (i) méi ngudi dung U;, véi cac
tham sb P, r;,s;, déu dudgc xdc thuc thanh cong, (ii) giao thic dudc chiing
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Dau vao:
*» M&i bén U; ¢6 ma tran riéng W; = [Wi(k")]; 1<j,k<d.
« Mdi bén U; 6 hai ma tran khéa bi mat: x; = [x//'],y; = [y*7)].
« Tham s hé thong: Truvng hiiu han Zjp, phan ti sinh g va ma trén kha nghich H kich thudc d x d.
Pau ra: Vecto tdng: W =YL Wi.
Giai doan 1: Giai doan khdi tao
« Mbi bén U; giti khoa cong khai {7} = (g%}, {r"")} = {g""'} dén may chi.
« My chil tinh toan: {X(9} = { 1 x,.(f'“} YRy = {H Yff")} va
i=1 i=l
gdi ching lai cho tAt ca cdc bén.
Giai doan 2: Giai doan chinh
#) xin)
" a0

« M&i bén U tinh todn mat na cong khai: R7Y = gt va thong diép T = viH + r;
sau d6 gti dén mdy chu.

. n . .
« My chi sau d6 tinh {MY} = {TTRYY} va tim Q sao cho g2 = M),
=1

N n
* Mdy chii thu dugc vectd tdng bing cach tinh: V = Y v; = (T — Q)H .
=

i=

Hinh 2.5: Giao thiic SVS dua trén ma tran méat na c6 xac thuc

minh 13 an toan trudc cac cudc tin cong tiém an trong md hinh tién tri ngiu
nhién, va (iii) giao thiic thé hién kha ning chdng lai su thong dong ctia tbi da
n — 2 thanh vién, bao gdm c4 mdy chi téng hop.
Meénh dé 2.4.2. Giao thitc duge dé xudt trong Hinh 2.5 ddm bdo an toan
trong mo hinh bdn trung thic.
Ménh dé 2.4.3. Giao thitc dugc dé xudt trong Hinh 2.5 ddm tinh riéng tw ciia
cdc thanh vién trung thic ngay cd trong truong hop cé t6i da n-2 thanh vién
thong dong (va thong dong véi mdy chil).

Céc chiing minh cho hai ménh dé nay dua trén cic bién ddi tinh toan
va gia thiét an toan ctia hé mat st dung.

2.4.4. Ddnh gid hiéu ndng cua giao thiic
2.4.4.1. Chi phi tinh todn

Hinh 2.6 thé hién chi phi tinh todn cho viéc tao cdc gid tri chia sé va
thoi gian can thiét d€ thuc hién téng hop bio mat sit dung thuat todn Shank.
Két qua cho thiy giao thic duy tri chi phi thuc thi thip, khién né tré thanh
mot Iua chon hiéu qua va thuc té cho céc ting dung.
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Averrage encryption time at client Cost of sum computation phase at server

woo  swo om0 S0

(a) Thoi gian tinh gia tri chia sé (b) Thdi gian tinh tdng an toan

Hinh 2.6: Chi phi tinh toan cho viéc tinh gi4 tri chia sé va tinh tdng bio mat
cla giao thifc SVS3

2.4.4.2. Chi phi truyén thong

Chi phi truyén thong trong mbi vong ctia giao thic dudc trinh bay chi
tiét trong Bang 2.3. Két qua cho thiy giao thiic yéu cau bing thong gip bon
1an so v6i mo hinh khong c6 bién phdp bao vé quyén riéng tu. Tuy nhién, su
gia ting bing thong nay 1a mot su danh déi hop ly trong cac tng dung thuc
tién, vi n6 ddm bao muc do bdo vé tinh riéng tu cao hon.

Thanh vién i May chu
Vong 1 2 x model size x key size 2 x model size x key size X n
Vong 2 | model size x (2 x key size + real number size) | model size X real number size x n

Bang 2.3: Chi phi truyén thong tai mdi vong
2.5. Tong Kkét chuong

Chuong nay di phan tich va dé xuét ba giao thiic méi cho phép tinh
tong cac vec td sd thuc mot cach an toan. Cac giao thic dudc dé xuat da dudc
ching minh la an toan trong m6 hinh ban trung thuyc. Cac danh gia cling da
chi ra tinh hi€u qua cta ching. Do d6, cac giao thic nay c¢6 kha niang dugc ap
dung vao cdc bai todn thuc tién yéu cau tinh todn an toan gid tri tdng hoic tin
suat.
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CHUONG 3. XAY DUNG CAC GIAO THUC HUAN LUYEN
MANG HOQC SAU CONG TAC PHAN TAN DUA TREN SMC

3.1. Giao thitc huén luyén mang hoc siu phan tan véi may chii tong hop
ban tin cay

3.1.1. Giao thiic dé xudt

Giao thic 1 dudi day thé hién giao thiic hudn luyén mang hoc sau phan
tdn vGi cha tdng hop ban tin cay:

Giao thitc 1: Khung hoc lién két an toan véi may chii tdng hop ban tin ciy

Dau vao: Mot méy chii téng hop bén tin cdy va tap hop n thanh vién tham gia % =
Uy,Us,...,U,, mbi thanh vién c6 mot tap dur liéu riéng tu tudng ting D; véi kich thude
m;, F: Ty 1¢ thanh vién tham gia trong mbi vong giao tiép, WO (m6 hinh toan cuc ban
dau).
Déu ra: M6 hinh toan cuc da dugc huin luyén W.
Quy trinh huén luyén:
Giai doan huén luyén gdm T vong giao tiép. M6i vong, ky hiéu 1a 7, bao gdm céc thao
tac sau:
« May chii chon n; = F x n thanh vién cho vong huén luyén hién tai.
* Giai doan (1) - Tinh toan cic gia tri chia sé cong khai:
— Phia mdy khdch (thic hién bdi n, khdch hang dong thoi): Gii cac gid
tri cong khai tuong ting véi cdc gid tri riéng tu ctia minh dén mdy chi.
— Mdy chii téng hop bdn tin cdy: Tinh toan céc gia tri chia sé cong khai
va phan phdi chiing, cling v6i md hinh toan cuc W, cho tit c cac bén
tham gia vong nay.
* Giai doan (2) - Tinh toan tong bao mat:
— Phia thanh vién (thuc hién bdi n, thanh vién dong thoi):
# HuAn luyén mo hinh W trén dit liéu D; ctia ho trong E vong lip,
thu duge W/ 1.
% Truyén md hinh W/ ™! da dugc che gidu: Mask(W/ '), sau khi 4p
dung cic bién ddi dua trén céc gia tri bi mat, dén mdy chd.
— Mdy chii téng hop bdn tin cdy:
+ Thuyc hién giai doan tinh toan téng béo mat véi Mask(W/ thi<
i < n; d€ thu dugc mod hinh toan cuc:

n
witl Z @W.Hl
SM

% Giti mo hinh toan cuc da dugc cdp nhat Wt cho tit ca cdc bén
tham gia.
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Hoat dong cta khung dugc minh hoa trong Khung 1 bao gom: Giai
doan (1) - Tinh toan cac gia tri chia sé cong khai va Giai doan (2) - Tinh
toan tong bao mét thé hién céc giai doan thuc thi cia cdc giao thiic tinh toan
bao mat SMC trong Chuong 2.

3.1.2. Trién khai thuc nghiém

Céc thuc nghiém da dudc thuc hién trén ba bo di 1iéu—CSIC2010,
MNIST va SMS-Spam—dé kiém tra tic dong ctia cac yéu t6 khac nhau 1én
hiéu suit cia mo hinh toan cuc, st dung cic kién triic mang tuong tng 1a
CLCNN, CNN va LSTM.

3.1.3. Két qud thuc nghiém va ddnh gid
3.1.3.1. Hiéu sudt ciia mo hinh téng qudt

Khung hoc lién két tap trung véi giao thitc tinh téng nhiéu bén an
toan st dung ma tran mét na
o Tidc dong ciia sé luong thanh vién. Thuc nghiém dau tién lién quan dén
viéc danh gia hiéu sult cia md hinh toan cuc dudi su thay ddi vé sb
lugng thanh vién. Cac giao thiic tinh tdng bdo mat st dung ma trin mit
na dudc st dung dé€ huin luyén trong 50 vong giao tiép. Hinh 3.1 trinh
bay két qua véi ba bo dit liéu: CSIC2010, MNIST va SMS-Spam.

Elgamal: CSIC2010 with IID Elgamal: MNIST with 11D Elgamal: SMSSPAM with 11D

Hinh 3.1: Két qua d6 chinh x4c ctia mé hinh theo s6 lugng thanh vién.

s Tic dong ciia ty 1é thanh vién roi bo trong méi vong. Hinh 3.2 cho thiy
tac dong cua cdc ty 1& dropout khac nhau 1én hiéu suit ctia mo hinh.
Céc ddnh gia c6 hé théng da dudc thuc hién véi cic ty 1& dropout lan
lugt 1a 0%, 10%, 20%, 30%, 40% va 50%.
Qua qua trinh kiém tra ky ludng, ré rang rang két qua thu dudc khi sit
dung giao thiic tinh tdng an toan véi mat ma ElGamal tuong ddng chiit ché
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ElGamal: CSIC2010 with IID ElGamal: MNIST with 11D ElGamal: SMSSPAM with IID

sccunacy

Hinh 3.2: D6 chinh xdc ctia md hinh véi céc ty 1& s6 thanh vién rdi bo.

v6i két qua tir viéc thi nghiém giao thiic tinh téng an toan st dung mat ma
ECC. Su tuong dong nay c6 dugc la nhd viéc bo toan cac tham sd mo hinh
& dinh dang s6 thuc ban dau, ddm bao tinh toan ven clia téng trong md hinh
mong mudn.
Két qua dd chinh xac ctia md hinh véi giao thiic sit dung k§ thuat
lugng tit hoa
o Anh hudng ciia sé sé thdp phan. Nhu minh hoa trong Hinh 3.3, 6 rang
ring viéc 1am tron cic tham s6 mo hinh xubng chi con 3 chit s6 thap
phan din dén su sut giam dang ké vé do chinh xdc. Ngudc lai, khi st
dung céc cai dit do chinh xdc ma héa cao hon (tic 1a 5 va 10 chit s6
thap phan), chi c6 nhiing bién d6i khong dang ké vé hiéu suét. Pang
chu y, viéc giam d6 chinh xac ma héa khong chi 1am suy gidm do chinh
x4c clia mo hinh ma con anh hudng xau dén tc do hoi tu, khién mo
hinh cin thém thdi gian dé€ hdi tu.

€51C2010 with ID MNIST with D SMSSPAM with ID

sccuracy

) 20 E) 0 @ E) o 5 ES
COMMUNICATION ROUNDS COMMUNICATION ROUNDS COMMUNICATION ROUNDS

Hinh 3.3: D6 chinh xdc ctia md hinh véi s6 luong sd thap phan khac nhau.

Khi s6 chit s6 thap phan dudc cb dinh & miic 3, Hinh 3.4 minh hoa do
chinh xédc cia m6 hinh huin luyén theo su thay d6i vé sb Iugng thanh
vién tham gia.
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Under 3 decimal places: CSIC2010 with ID Under 3 decimal places: MNIST with ID Under 3 decimal places: SMSSPAM with IID

= £ E) 3 ) By E) E) E) v E) B » L) E)

Hinh 3.4: D6 chinh x4c ctia mo hinh vé6i 3 chit sd thap phan véi sé luong
thanh vién khéc nhau

3.1.3.2. Hiéu sudt ciia mo hinh vdi dit liéu non-1ID

e Anh huéng ciia s6 lugng thanh vién tham gia. Hinh 3.5 cho thiy ring
viéc ting s6 luong thanh vién khong nhét thiét din dén hiéu suit tot
hon. Khi sé lugng thanh vién ting, su da dang ctia dif liéu c6 thé ting
theo. Tuy nhién, cic thich thiic lién quan dén viéc diéu phdi céc thanh
vién va téng hop cdc cip nhit ctia ho ciing ting 1én. Piéu nay c6 thé
thiy rd trong trudng hgp 50 thanh vién, khi mo hinh dudng nhu gip
khé khin trong viéc tim ra mot md hinh hoi tu tét.

ElGammal: MNIST with Non-IID ElGammal: SMSSPAM with Non-IID

— 10 clients — 10 clients
20 clients 06 20 clients
—— 40 clients —— 40 clients
—=— 50 clients —=— 50 clients
—e— 5clients 05 —o— 5 clients

0 10 20 30 40 50 0 10 20 30 40 50
CCOMMUNICATION ROUNDS COMMUNICATION ROUNDS

Hinh 3.5: D6 chinh x4c ctia m6 hinh véi su thay d6i s6 lugng thanh vién trong
trudng hgp non IID.

e Anh hudng ciia 1y 1é rdi bé trong mdi vong. Hinh 3.6 biéu dién do
chinh xdc ctia md hinh véi cic ty 1& sb thanh vién rdi bé khic nhau
trong trudng hdp non IID.

3.1.3.3. So sdnh voi cdc phuong phdp khdc

Két qué so sanh dugc chi ra trong Bang. 3.1.



ElGamal: MNIST with Non-IID

—— Drop rate = 50%
—#— Drop rate = 40%
—— Drop rate = 30%
—< Drop rate = 20%
—% Drop rate = 10%
—e— Drop rate = 0%

50
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ElGamal: SMSSPAM with Non-IID

—— Drop rate = 50%
—=— Drop rate = 40%
—— Drop rate = 30%
—<— Drop rate = 20%
— Drop rate = 10%
—e— Drop rate = 0%

0 10 20 30 40 50

CCOMMUNICATION ROUNDS COMMUNICATION ROUNDS

Hinh 3.6: Do chinh xéac véi ty 1€ r3i bd khac nhau.

Bang 3.1: So sanh hiéu suit so vdi cic phuong phap khac

Data
Method 1D Non-IID
MNIST | CSIC 2010 | SMS Spam | MNIST | CSIC 2010 | SMS Spam
Standalone 9658 9448 9203 314 .6103 8821
Centralized .9943 9676 9806 .9943 9676 9806
Fed-Avg (small noise) | .9741 9469 9147 9454 9442 8173
Fed-Avg (large noise) | .9659 .8745 .6397 .8954 1214 5634
Selective learning .9629 9575 9619 9724 8534 9662
FedAvg + SMC 1 .9942 9685 9728 .9882 9433 9762
FedAvg + SMC 2 9913 9654 9692 .9869 9621 9793
FedAvg + SMC 3 9913 9654 9692 .9869 9621 9793

3.2. Giao thitc hun luyén mang hoc sau phan tan trong moi truong phi
tap trung

3.2.1. Giao thiic dé xudt

Phan nay trinh bay giao thiic huin luyén mang hoc sau phan tn trong
trudng hop cdc bén tham gia phi tap trung va khong ton tai bén thif ba ban tin
cly.

Giao thite 2: Khung hoc lién bang phi tip trung véi giao thirc tinh tong nhiéu

bén an toan

Piu vao: Tap hgp n thanh vién % = Uy, U,, ..., U, vé6i céc tap di liéu riéng tu D; cd
kich thudc m;. F: Ty 1é thanh vién tham gia trong mdi vong giao tiép. Siéu tham sé:
T (sb vong giao tiép), E (sb vong lip cuc bd), B (kich thudc mini-batch cuc bd), WO
(md hinh toan cuc ban dau). DAu ra: Mb hinh toan cuc da dugc huén luyén W.
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Quy trinh huén luyén:
Giai doan huin luyén bao gdm T vong giao tiép. M6i vong, ky hiéu 1a ¢, bao gdm cic
thao tac sau:
¢ Cac thanh vién tham gia vao qua trinh bo phiéu dé chon mot niit chinh, Upagter-
Nut chinh chon n; = F X n thanh vién cho vong hién tai.
* Giai doan (1) - Tinh toan cic gia tri chia sé cong khai:

— Thao tdc phia thanh vién (thuc hién bdi n; thanh vién dong thoi): Gii
cdc gia tri cong khai tuong tng véi cac gia tri riéng tu cia thanh vién
t6i nut chinh.

— Thao tdc phia niit chinh: Tinh toan cac gia trj chia sé cong khai va phan
phdi chiing, cing v6i mo hinh toan cuc W', cho tit ca cac thanh vién
tham gia trong vong nay.

* Giai doan (2) - Tinh toan tong bao mat:

— Thao tdc phia thanh vién (thuc hién bdi n; thanh vién dong thoi):

* Huén luyén cuc bd mo6 hinh W' trén dif liéu D; ctia ho trong E
vong lap, thu dugc Wi’ 1,

+ Tinh todn cdc gid tri che gidu cho W/ biing cdch sit dung cdc
khéa bi mit tuong Gng cia thanh vién i.

»# Truyén mo hinh cuc bo da dudc che gidu M ask(Wi’H) t6i Umaster-

— Thao tdc phia niit chinh:

# Huln luyén cuc bd md hinh W’ trén dit 1iéu Dyager cia nd trong
E vong lap, tao ra WiTL .

* Két hgp cdc mo hinh di dudc che gidu nhan dugc va mo hinh ctia
chinh né, va thuc hién giai doan tinh todn tdng bao mat dé thu
dugc mod hinh toan cuc:

n
witl 2’: @Wtﬂ + Mmaster witl
m i m master*
i=1

# Truyén md hinh toan cuc W1 cho tit c4 cac thanh vién.

3.2.2. Trién khai thuc nghiém

Céc thit nghiém da dudc tién hanh st dung bd dit liéu MNIST va UCI
SMS Spam dé danh gi giao thiic dudc dé xuat. Phan nay trinh bay hiéu qua
clia giao thifc dugc dé& xuit trong xit ly dit liéu IID, Non-IID va khong cin
bing véi chi phi truyén thong thip va do chinh xac cao.
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3.2.3. Két qud thuc nghiém va ddnh gid

Hiéu suéit tong thé ctia mé hinh. Hiéu suét ciia Khung cong viéc Hudn
luyén Phén tan An toan (SDTF) dugc minh hoa trong Bang 3.2. Sau 100 vong
truyén thong, giao thiic dugc dé xuét dat do chinh xac 12 97.6% trén tap dit
liéu IID, trong khi con s dbi véi tap dif liéu Non-IID 12 93%. Mic du c6 su
thay ddi trong cac tham sd cuc bd, khung cong viéc c6 thé dudc coi 1a mot
m6 hinh ¢6 hiéu suit va do chinh xic cao.

Bang 3.2: P6 chinh xdc v6i cac tham s6 hun luyén cuc bo khac nhau trén bo
dit liéu MNIST véi kién tric CNN
MNIST CNN IID MNIST CNN Non-IID

0925

0.900

0875

0.850

B=10 E=5
0.825 -— B=10 E=20

Accuracy

—— B=50E=1
0.800 #— B=50E=5
= B=50E=20
orrs+4 [ e standalone
0.86 === baseline ~=- baseline

0750
0 40 60 80 100 20 40 60 B0 100

Rounds Rounds

So sanh v6i mdt s6 mé hinh khac. Thuc nghiém tht hai so sdnh do
chinh x4c cla framework dudc dé xuét véi sdu chién Iugc huin luyén khic
khi st dung cing mdt md hinh CNN trong 100 vong truyén thong dau tién.
Két qua dudgc trinh bay trong Bang 3.5. Framework dudgc dé xuat thuc hién tot
hon so v6i hau hét cac mod hinh CNN dudc cung cip trong kich ban nay véi
dd chinh xac 12 98.57% sau 100 vong truyén thong.

Bang 3.3: So sanh do chinh xdc ctia md hinh véi trudng hop dit lidu can bang

phan bo dong déu
Selective | Selective FedAVG Downpour CNN CNN SDTF
10% 50% Large | Small SGD Centralize | Standalone

Noise | Noise
5 0.7436 0.8141 0.75 | 0.899 0.8913 0.9756 0.9061 0.9616
10 0.7902 0.8417 | 0.802 | 0.901 0.9295 0.9824 0.9341 0.9798
20 0.8171 0.8686 | 0.866 | 0.934 0.9518 0.9889 0.9354 0.9803
50 0.8214 0.8991 | 0.871 | 0.945 0.9768 0.9901 0.9355 0.9843
100 | 0.8862 0.9105 0.88 | 0.96 0.9817 0.9912 0.9479 0.9857

Anh huéng ctia ty 1é sé mit roi b6 trong mdi vong truyén thong.
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Trong phan nay, hiéu suét cia framework dugc dé xut dugc danh gid trong
bdi canh c6 node dropout, xem xét cdc ty 1é dropout khac nhau. Két qua dugc
tom tit trong Bang 3.4.

Bang 3.4: Két qua vé hiéu suét ctia framework véi cdc ty 1& niit rdi bd mang
khéc nhau trén tap di liéu MNIST.
MNIST CNN IID MNIST CNN Non-1ID

2 —-= 0% drop
¥ f 1% drop
#— 5% drop
—— 10% drop
20% drop
""" standalone
=== baseline

=== baseline

20 40 &0 a0 100
Rounds Fil 4 50 80 100
Rounds

Véi di liéu khong can bang. Thuc nghiém cudi cing dénh gid cach
ma framework dugc dé xuit xt 1y dit liéu mit can bing. Viéc so sanh dudc
thuc hién gitta SDTF va niim chién lugc huin luyén khac nhau: hoc tip chon
loc vé6i 10%, hoc tap chon loc v6i 50%, DownpourSGD, FedAvg, va LSTM
tap trung. Két qua dugc trinh bay trong Bang 3.5.

Bang 3.5: Do chinh x4c ctia md hinh véi dit liéu khong cin biang

Selective | Selective | Downpour LSTM LSTM

10% 50% SGD FedAVG Centralize | standalone SDTF
5 0.9499 0.9507 0.9634 0.9568 0.9676 0.8645 0.9658
10 | 0.9551 0.9542 0.9641 0.9563 0.9689 0.867 0.9677

20 | 0.9559 0.9561 0.9684 0.9683 0.9782 0.9052 0.9686
50 | 0.9623 0.9678 0.9719 0.9696 | 0.9788 0.9134 0.9695
100 | 0.9688 0.9692 0.9726 0.9719 | 0.9813 0.9257 0.9721

3.3. Két luan chuong

Chuong nay da gi6i thiéu hai giao thic huin luyén hoc siu phan tan
dua trén cdc phuong phdp tinh tdng vecto sd thuc an toan tif chuong trudc.
Danh gid trén cac bo dit liéu MNIST, SMS Spam, va CSIC 2010 cho thiy
cac mo hinh thu dudc dat do chinh xac cao, vugt trdi so vdi cac phuong phap
khéc, chiing minh tinh kh4 thi clia céc giao thiic nay trong thuc té. Nhiing
phat hién nay dugc trinh bay chi tiét trong Cac cong b6 [2,3,4,5,6,7].
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CHUONG 4. KET LUAN VA KIEN NGHI

Luin 4n da dé xuit ba giao thiic tinh téng bao mat nhiéu thanh vién

cho vector sb thuc ciing nhu phét trién hai giao thic huin luyén mang hoc sau
phan tdn dua trén cdc giao thic nay. Dbi véi moi dé xuit, luin 4n di thuc hién
phén tich c4c khia canh vé tinh an toan, ddnh gia hiéu niing va tinh chinh xac
thu dugc cta giao thiic. Tém lai, cdc két qua chinh ctia luan 4n nhu sau:

+ Két qua dau tién ctia luan 4n d6 14 ba giao thifc tinh téng bio mat cho
cdc vector s6 thuc trong d6 ddm bio tinh téng cc vector s thuc hiéu
qua dam bao tinh an toan ngay ca trong trudng hop tdi da n — 2 trong
s6 n thanh vién tham gia thong ddng trong mdi trudng ban trung thuc.
Céc giao thiic ndy bao gdm: giao thiic st dung k§y thuat lugng ti hoa,
giao thic st dung ma trdn mat na va giao thic st dung ma trdn mat
na c6 xac thuc. Ching déu dudc chiing minh 12 an toan va hiéu qua dé
trién khai trong cic ting dung thuc té.

+ Két qua thif hai ctia lun 4n d6 12 phat trién cic giao thiic huin luyén
mang hoc siu phan tdn sit dung két hop k§ thuat hoc cong tic phan tan
va cdc giao thic tinh tdng bio mat da dudc dé xuét trong hai trudng
hop c¢6 mdy chii ban tin ciy va phi tip trung. Cac két qua phan tich vé
khia canh an toan va hiéu ning da chiing minh rang nhiing giai phap
mdi nay dap ing dugc cdc yéu cau thuc té dé€ xay dung nhiing ing dung
va hiéu qua.

Céc két qué ctia luan 4n da gép phan trong viéc phat trién céc giao thiic

dam bao tinh riéng tu cho hoc sau nham dua linh vuc nay gan hon véi viéc
ting dung thuc t&. Tuy nhién, ddy 12 linh vuc méi, diy thir thach do d6 can c6
nhiéu nghién ctiu hon trong tuong lai. Hudng phat trién tuong lai ctia Luin
4n bao gdom:

e Phit trién cdc giao thic mdi ddm béo tinh an toan hau lugng tif cing
v6i suf tién bo clia cdc cong nghé mat ma.

+ Phat trién, danh gid cic giao thiic an toan trong mot sd bai todn mdi
trong hoc mdy nhu hoc mdy giai thich dudc, hoc may véi dit lidu bt
dinh, hoc da muc tiéu,...

» Ung dung céc giao thifc vao mot sé bai toan ting dung cu thé nhu: y té,
tai chinh.

* Xay dung cic giao thiic méi d€ dap ting céac tinh hudng tinh to4n phan
tdn méi hodc cic yéu cau tif cic bai toan thuc té.
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