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MO PAU

Ly do chon dé tai

Trong bdi canh c4c hé thoéng tng dung web ngay cang phat trién, cac hinh thiic
tdn cong nham chiém quyén diéu khién mdy chi thong qua viéc cai cam webshell (ma
doc web) dang tré nén phd bién va giy hau qua nghiém trong. Webshell thudng dudc
nguy trang dudi dang cac t&p ma nguodn hop 1é (vi du PHP), cho phép ké tin cong
thuc thi 1énh tif xa, thao tac tép tin va dif liéu, duy tri truy cap lau dai, tir d6 tao diéu
kién cho cac hoat dong hau khai thac. Pic biét, véi cac k§ thuat lam réi (obfuscation),
md hod/bién doéi biéu dién (encoding/encryption) va bién thé ci phap, viéc phat hién
webshell bing cic co ché truyén thdng dua trén chit ky hoic luat don gian ngay cang

gip nhiéu han ché.

Vé tinh hinh nghién cifu, cic phuong phdp phat hién webshell c¢6 thé chia
thanh nhiéu huéng nhu: dua trén chit ky/ludt (signature/rule-based), phdn tich tinh
theo chuong trinh (program-analysis-based static detection), phdn tich dong/xdm dong
(dynamic/gray-box), cing nhu hoc mdy (machine learning) va hoc sdu (deep learn-
ing). M&i hudng tiép can déu c6 uu diém va han ché riéng, dong thdi chiu tic dong
manh béi dit liéu dau vao va chién lugc né tranh ctia webshell. Trén thuc té, huéng
hoc mdy theo ddc trung (feature-based machine learning) cho phép xay dung mot quy
trinh phat hién & mtc dng dung, c6 tinh tai 1ap va c6 thé trién khai quét ma ngudn

dién rong ma khong can thuc thi chuong trinh.

Tu cac van dé dit ra néu trén, dé tai Phdt hién webshell trong md nguon PHP
bang hoc mdy dudc Iva chon nham xdy dung mot quy trinh phat hién dua trén phdn
tich tinh (static analysis) va ddc trung (features) cia mi, dong thoi danh gia khach
quan hiéu qua ctia cdc m6 hinh hoc mdy co ban. D& tai phit hop vé6i yéu cau luan vin
thac si theo dinh huéng ting dung, vira dam bao tinh khoa hoc (c6 quy trinh, c6 danh
gi4), viia c6 y nghia thuc tién trong hd trg ra soat an ton ma ngudn.

Muc dich nghién ciu

Muc dich cta luan van la xay dung va danh gia mdt quy trinh phat hién web-
shell trong ma ngudn PHP bing hoc mdy (machine learning) & mtc co ban, cu thé: (i)

Chuén hoa tap du liéu dang ddc trung (feature-level dataset) phuc vu bai todn phan



loai nhi phan webshell/normal; (ii) Xay dung mo hinh phat hién dua trén céc
thuat toan hoc mdy phd bién, dé trién khai va dé danh gia két qua dau ra; (iii) Panh
gia khach quan mo hinh bing céc chi s6 va hinh minh hoa chuin (precision/recall/F1,
ma trin nham 1an, ROC/PR), tit d6 Iya chon mo hinh phi hdp trong pham vi nghién
ctiu.
Noi dung nghién citu

Luan van tip trung vao cac ndi dung chinh sau:

* Nghién cifu tdng quan vé webshell, dic diém va k§ thuit né tranh; phan tich cac

hudng phat hién webshell va dinh vi hudéng nghién ciu phu hdp (Chuong 1).

* Thu thap, kiém dinh chit luong va tién xi ly tip dit liéu dang CSV theo hudng
ddic trung (features); xay dung pipeline tién xi ly va chia tap train/validation/test
theo Idy mdu phdn tdng (stratified sampling) d€ dam bao tdi 1ap thi nghiém
(Chuong 2).

* Xay dung md hinh hoc may co ban cho bai toan phan loai webshell; lua chon
tham s6 don gian dua trén tap validation va thiét ké quy trinh suy luan (inference

pipeline) trén du liéu méi (Chuong 3).

« M6 phdng va ddnh gid két qua trén tap test doc lap bang cac chi s6 dinh lugng va
hinh minh hoa (confusion matrix, ROC, PR); so sanh mé hinh va dua ra két luan
lya chon md hinh phu hgp (Chuong 4).
Co s6 khoa hoc va tinh thuc tién cia dé tai

V& cd s6 khoa hoc, luan vin dua trén nén tang cla phdn tich tinh (static anal-
ysis) va hoc mdy co giam sdt (supervised learning) cho bai toan phdn loai nhi phdn
(binary classification). Cach tiép can dua trén ddc trung (features) cho phép biéu dién
mi nguodn dudi dang vector sd, tif d6 4p dung cdc md hinh hoc mdy co ban nhu hoi
quy logistic (logistic regression) va ritng ngdu nhién (random forest). Quy trinh thuc
nghiém dudc thiét ké theo nguyén tic tach bach train/validation/test va han ché ro r

dit liéu (data leakage), ddm bao két qua ddnh gid c6 ¥ nghia khoa hoc va c6 thé tdi lap.

V& tinh thuc tién, két qua ctia luan viin c6 thé hd trg qua trinh ra so4t ma ngudn
PHP trong cac hoat dong nhu kiém tra an toan, ddnh gia ma, hoic ho trg phan tng su
6. Viéc stt dung md hinh hoc mdy co ban gitp giam rao can trién khai, dé tich hop,
dong thdi céc chi sd danh gid va hinh minh hoa gitip ngudi van hanh hiéu rd mic bdo

dong gid (false positive) va b sot (false negative) dé Iva chon phuong 4n phu hop.



Nhirng dong gop cua luin van
Trong pham vi nghién ctiu, ludn van dat dugc cac dong gép chinh sau:

» Xay dung quy trinh xt ly tip dit liéu dang ddc trung (feature-level dataset) cho
phat hién webshell PHP, bao gom kiém dinh chit lugng dit liéu, sang loc dic

trung co ban va chuan héa thang do.

« Thiét ké chia tp train/validation/test theo ldy mdu phdn tang (stratified split) va

luu céc tao phdm dit lidu (data artifacts) nham dam bao tinh tai 1ap va lién két.

* Xay dung va so sanh cac mo hinh hoc mdy co ban (baseline va md hinh khuyén

nghi), lua chon tham s6 don gian dua trén validation.

* Dénh gid khach quan trén tap test bang bd chi sb va hinh minh hoa chuin (pre-
cision/recall/F1, confusion matrix, ROC/PR), tit d6 dua ra két luan lua chon mé
hinh phu hgp trong pham vi di liéu nghién cuu.

Péi tugng nghién ciru

Déi tugng nghién cifu ctia luan vin 12 bai todn phat hién webshell trong ma
ngudn PHP theo huéng phdn tich tinh (static analysis). Cu thé: (i) dif liéu dau vao
1a cac mau ma PHP dugc bi€u dién dudi dang ddc trung (features) va nhan web—
shell/normal; (i) mo hinh nghién ctiu la cac thuat toan hoc mdy (machine learn-
ing) & miic co ban cho phan loai nhi phan; (iii) ddi tuong danh gid 1a hiéu qua phat
hién webshell trén tap test doc 1ap thong qua cac chi s6 va hinh minh hoa chuén.
Phuong phap nghién ciu

Luan vin st dung két hop cic phuong phéap nghién citu sau:

* Phuong phdp téng quan tai liéu (literature review): hé théng héa cac hudng phat
hién webshell, phan tich wu/nhudc diém va dinh vi hudng nghién ciiu phu hop.

e Phuong phdp thic nghiém (experimental method): xay dung pipeline tién xit ly
dit liéu, hudn luyén mo hinh, lya chon tham sd trén validation va danh gia trén

test.

* Phuong phdp phdn tich va so sdanh (analysis and comparison): so sainh md hinh
dua trén cdc chi s6 dinh luong (precision/recall/F1, ROC-AUC, PR-AUC) va céic
hinh minh hoa (confusion matrix, ROC, PR), ti d6 riit ra nhan xét va két luan.

 Cong cu va moi truong: st dung ngon ngit Python dé€ xu 1y dit liéu, huin luyén

va xuit dit liéu dau ra.



CHUONG 1. TONG QUAN VA PHAN TiCH CAC PHUONG PHAP PHAT
HIEN WEBSHELL

1.1. Boi canh va van de nghién ciru

Webshell (ma doc web) 1a mot dang ciza hdu (backdoor) dugc cai vao ting dung
web nhiam cho phép ké tin cong thuc hién céc thao tdc tif xa nhu thuc thi 1énh, truy
xuat hoiic stra ddi dif liéu, tai 1én/tai xudng tép va duy tri quyén truy cip trdi phép.
Webshell thuong dudc nguy trang dudi dang cic tép ma ngudn hop 1é (vi du PHP),
khién viéc phat hién trd nén khé khin, dic biét khi két hop vé6i cac ky thuat lam rdi
(obfuscation) hodc ma héa chudi [1].

Viéc phat hién webshell gip nhiéu thach thic do ma doc c6 thé rat da dang vé
kich thudc, hanh vi gan gidng v6i cdc doan ma quan tri hop phap va thudng xuyén
thay d6i dé né tranh cic phuong phdp phat hién truyén théng. Theo cac khio sit gan
day, PHP van la nén tang xuat hién nhiéu webshell nhit va xu huéng tng dung hoc

mady trong phat hién webshell ngay cang dudc quan tam [1].

Cac phuong phap phat hién webshell hién nay chii yéu dugc chia thanh hai
hudng: phdn tich dong (dynamic analysis) va phdn tich tinh (static analysis). Phan
tich dong quan sat hanh vi khi chuong trinh dugc thuc thi nén c6 kha nang phat hién
mot s bién thé méi, tuy nhién yéu cau mdi trudng thuc thi va chi phi tinh toan cao.
Ngudc lai, phan tich tinh xt ly truc tiép trén ma ngudn hoic biéu dién trung gian ma
khong can thuc thi chuong trinh, phit hdp vé6i cac hé thong quét ma nguodn va quy trinh
ki€m thit phan mém [2, 3].

Trong hudng phan tich tinh, cac nghién ctiu tap trung vao ba nhém phuong
phap chinh gom: (i) phat hién dua trén chit ky (signature-based), (ii) phan tich ludng
dit liéu nhiém ban (taint analysis) va (iii) hoc may dua trén dic trung (feature-based
machine learning). Phuong phdp dua trén chit ky c6 téc do nhanh nhung khé phat
hién céc bién thé webshell méi; phan tich nhiém ban c6 kha ning theo doi ludng dit
liéu nhung thuong phuc tap va phu thudc moi truong phan tich; trong khi hoc may tan
dung céc dic trung théng ké, cAu tric va hanh vi d€ nang cao kha niing téng quat hoa

ddi v6i cac mau chua ting xuat hién [2, 3].

Bén canh cdc mo hinh hoc mdy truyén thong, nhiéu nghién citu gan day da ap



dung ciac md hinh hoc sau vi mo6 hinh biéu dién ma ngudn nhu CNN, Transformer,
CodeBERT hoic Large Language Model (LLM) nhim ning cao hiéu qua phat hién
webshell. Tuy nhién, cac phuong phdp nay thudng yéu cau tap di liéu 16n, chi phi

huan luyén cao va khé trién khai trong cdc mdi trudng c6 ngudn luc han ché [4, 5].

Xuét phat tif cdc phan tich trén, luan vin tip trung nghién cifu bai todn phat
hién webshell PHP theo hudng phan tich tinh két hop hoc mdy dua trén dic trung.
Hudng tiép cin nay khong yéu cau thuc thi chuong trinh, thuan 1¢i cho viéc quét ma
ngudn trén quy md 16n, dong thdi van dam bao kha ning dién gidi mo hinh va chi
phi trién khai phit hop véi diéu kién thuc té. Cac chuong tiép theo lan lugt trinh bay
bd dif liéu va quy trinh tién xi Iy (Chuong 2), cdc mo hinh phén loai dudc Iva chon
(Chuong 3) va két qua danh gid thuc nghiém theo cdc chi s6 Accuracy, Precision,
Recall, F1-score, ROC-AUC va PR-AUC (Chuong 4).

1.2. Pic di¢ém webshell trong PHP va ky thuit né tranh

1.2.1. Ddc diém méi truong PHP va 1y do webshell thuong nhdm téi PHP

PHP 12 mot ngdn ngit kich ban phia mdy chti ¢6 mic phd bién cao trong céc hé
thong web thuc té. Dic trung van hanh ctia PHP (chay trong moi trudng may chi web,
tuong tac truc tiép véi tham s6 HTTP, va c6 nhiéu ham thao tic hé théng/tép tin) tao
diéu kién thuan 1¢i cho ké tin cong ciy webshell nhidm duy tri truy cip. Cc nghién
ctfu va tdng quan gan day déu xem PHP 12 mot trong cdc muc tiéu trong tim ctia phat
hién webshell, ddng thdi ghi nhén rang su da dang bién thé va k§ thuat che gidu khién
viéc phat hién dua trén luat don gian ngay cang kho khan [3,6].

Mot yéu td quan trong khac 12 PHP c6 hé sinh thdi ung dung 16n (CMS, frame-
work), dong thdi ton tai nhiéu bé mit tn cong lién quan dén tai tép, include, va xt ly
dit liéu tif ngudi dung. Sau khi khai thac thanh cong, ké tin cdng thudng cai webshell
nhu mot co ché duy tri hién dién (persistence) va md rong hoat dong hau khai thac
(post-exploitation), bao gdm thuc thi 1énh, thao tic co s& dif liéu, tai thém ma doc va
che gidu dau vét [6].

1.2.2. Cdc chiic ndng dién hinh ciia webshell PHP

Xét theo géc dd hanh vi, webshell PHP thudng cung cip mdt hoic nhiéu chic

ndng sau:

(i) thuc thi lénh hé diéu hanh (system command execution) hoic thuc thi ma
déng (dynamic code execution), cho phép ké tin cong gti 1énh qua tham s6 HTTP dé

thuc thi trén may chii. Cic co ché thuc thi c6 thé dua vao ham nhay cam (vi du nhém



ham thuc thi) hoic co ché evaluate/interpret trong ngon ngi.

(ii) thao tdc tép tin (file operations), bao gdm doc/ghi/xo4 tép, tai 1én/tai xudng,
nén/giai nén, va thay d6i quyén truy cap. Day la nén tang d€ ké thn cong tai thém cong

cu, trich xuat thong tin nhay cdm hoic ph4 hoai hé thong.

(iii) tuong tdc co sd dit liéu (database interaction), phuc vu danh cép du liéu,

liét ké bang, hoac cheén di liéu phuc vu leo thang.

(iv) duy tri truy cdp va chéng phdn tich (persistence and anti-analysis), bao
gdm tu x04, vo hiéu mot sd co ché kiém tra, hoic thay d6i hanh vi khi phat hién moi

truong phan tich [6].

Diém ddng chi y 1a cing mot muc tiéu thuc thi 1énh, webshell c¢6 thé hién thuc
theo nhiéu kiéu: tit one-liner (one-line backdoor), webshell ngian, dén webshell dai
v6i cAu tric phtc tap va co ché ma hoa hai chiéu cho dit liéu trao d6i [6,7]. Su khéc
biét vé do dai va céu triic ndy anh hudng truc tiép dén cich thiét ké dic trung va mo
hinh hoc mdy 6 cac chuong sau.

1.2.3. Kj thudt né tranh dua trén lam réi va mad hod/gidi ma

Mot nhém k§ thuat né tranh phé bién 12 lam réi (obfuscation) va md hod/gidi
md (encoding/encryption). Muc tiéu la che gidu cac chudi/ham nhay cam va lam cho
mi khé doc ddi véi kiém tra thd cong hoidc do mdu (pattern matching). Luan 4n vé
webshell va hoc sau mo ta webshell c¢6 thé sit dung cac bién thé 1am r6i nhu chén ky
tu ngau nhién, thém doan ma chét (dead code), ddi tén bién/ham, hoic bién ddi ludng
diéu khién dé pha v3 cdc quy tic nhan dang don gidn; dong thdi két hop ma hoa/gidi
ma (vi du base64 va céc co ché ma hoa dbi xing) dé€ che giau payload va thong diép
diéu khién [6].

Trong thuc té, md hod base64 (base64 encoding) thudng dudc dung dé che
gifu chudi 1énh hodc doan ma dudc thuc thi. Khi két hop véi co ché gidi ma trong
runtime, webshell c6 thé chi 10 ra hanh vi doc hai tai thoi di€ém gidi ma va goi ham
thuc thi. Piéu nay 1am gidm hiéu qua clia cac bd luat dua trén tir khod truc tiép. Cac
nghién cifu gan day nhin manh ring nhiéu miu webshell né dudc chit ky bang cach
che giau tit kho4 thuc thi ho#ic tham s6 diéu khién, khién mo hinh phat hién can dua

trén cdc diu hiéu thong ké/ciu triic thay vi chi dua trén chudi ky tu [6,7].

Mot hé quéa quan trong cho thiét k& luan vin la: cac ky thuat che gidu nay

thudng tao ra cac biéu hién thong ké bat thudng nhu ting mat do dau ngoic kép/chudi,



ting entropy, ting do dai dong hoic ting muc “ngau nhién” clia ky tu. Vi vy, nhém
dic trung thdng ké va do phic tap chudi ma luan vin dung & Chuong 2 (vi du en-
tropy, do dai tit 16n nhét, do dai dong) 1a hop ly d€ phan 4nh tic dong clia obfusca-
tion/encoding 1én ma ngudn.

1.2.4. Ky thudt né tranh bdng phd vé quy tdc va bién thé cii phdp

Bén canh obfuscation theo ki€u ma hod chudi, mot huéng né tranh quan trong
12 phd vd truc tiép cac quy tac phat hién dua trén maiu. Nghién ctiu MMFDetect mo ta
bdi canh rule-based thudng dua vao cic budc nhu nhan dién tag PHP, phat hién ham
thuc thi (vi du eval), va nhan dién tham s diéu khién (vi du $_REQUEST). Tuy
nhién, chi can obfuscate tén ham hoic phd v cau triic token (chén comment, thay d6i
cach viét) 1a c6 thé khién so khdp thét bai [7]. Cac k§ thuat nay khong nhét thiét can

ma hoa payload; chi cAn bién d6i ci phdp da d€ 1am “mu” bd luat.

Ngoai ra, mot s6 bién thé c6 tinh “dic thu” (idiosyncratic) c¢é thé 10i dung dic
di€m cta PHP nhu tu ting (self-increment) va toan ti XOR d€ tao hanh vi tuong
duong nhung khong mang diu hiéu ci phdp quen thudc. Trong trudng hdp nay, phat
hién thuan vin ban c6 thé gip kho khin; tir d6, mot s6 nghién cifu dé xuit bd sung
bi€u dién thay thé hoidc két hop da mo thic (vi du trich diic trung cau tric/anh hoa
ma) dé ting kha ning nhin dang [7].

Tir géc nhin luan vin, diéu nay ctng ¢ Iva chon tranh phu thudc hoan toan vao
chit ky, va thay vao d6 st dung tip dic trung da dang (thdng ké, do dai, diu hiéu hanh
vi) két hgp mé hinh hoc may co ban. O Chuong 3, mé hinh rieng ngdu nhién (random
forest) dudc vu tién vi c6 kha ning hoc cic t& hop diéu kién phi tuyén trén nhiéu dic
trung, phu hop khi diu hiéu bi “bé” khoi dang tuyén tinh don gian.

1.2.5. Kj thudt né tranh bang include va ham tw dinh nghia

Mot thach thic dic trung trong PHP 1a co ché include (include) va kha ning
dinh nghia ham tuy y. Coéng trinh WTA chi ra ring cic phuong phap dua trén do
tif khoa/ham nguy hiém c6 thé bi vuot qua biang include-type webshell (include-type
webshell), trong d6 doan ma doc dudc dat 6 tép dudc include; hoac bﬁng user-defined
function-type webshell (webshell ding ham tu dinh nghia), noi ké tin cong boc 15i
goi ham nhay cdm trong ham do minh dinh nghia d€ tranh bi phat hién bdi danh
sach tir khoa/ham nguy hi€ém cb dinh [3]. Piéu nay 1am ndi bat han ché cda phan
tich tinh “ndng” (shallow static scan) néu khong thuc hién phdn tich lién thii tuc

(interprocedural analysis) hodc khong truy vét ludng dit liéu.



Trong bdi canh luin vin theo huéng hoc may cd ban, luan vin khong trién khai
taint analysis ddy dG nhu WTA, nhung cic y tudng tf WTA van rat hitu ich d€ dinh
hudéng dic trung: cac webshell dang include/udf thudng dé lai dAu hiéu vé thao tac
chudi, tham sb diéu khién, hodc chudi “giai ma rdi thuc thi”. Cac diu hiéu nay c6
thé dugc phan 4nh gian tiép qua cac dic trung théng ké/dd dai/entropy va mot sb dic
trung dém (néu dataset c6). Vi vay, viéc danh gid md hinh & Chuong 4 cin xem xét
ky bo sot (false negative), vi cac bién thé include/udf 12 nhém c6 kha ning gy bo sét
cao néu dic trung khong di phan biét.

1.2.6. Ky thudt né tranh bang do dai lén va bién thé'tién hod

Mot xu huéng dang chu y la webshell ngay cang dai va phtc tap, tao thach
thtic cho ca trich dic trung va md hinh hoa. Nghién ctiu vé hoc tdng ddn (incremental
learning) md ta rang bién thé malware/webshell cip nhat nhanh hon téc do cip nhat
quy tic truyén thdng; dong thdi, cac chudi biéu dién (vi du opcode) c6 thé rat dai,
chiia nhiéu thanh phan khong lién quan 1am gidm hiéu niing néu khong c6 co ché xi
1y dai hiéu qua [8]. Nghién cifu ndy ciing nhAn manh nhu cau chuin hod/giai ma nhiéu
16p (URL/Base64) d€ giam tac dong cua encoding obfuscation trudc khi mo hinh hoa
hanh vi [8].

Vé mit tdng quan, diéu ndy goi y hai hudng: (i) cAn bi€u dién ma theo cich
“bén” truéc obfuscation (vi du opcode/bytecode hodc cac dic trung thuc thi), va (ii)
can cap nhat mo hinh theo thdi gian dé theo kip bién thé mdi. Trong pham vi luan vin
hién tai, luin vin tap trung vao mot thiét k& thuc nghiém rd rang va tai 1ap (Chuong 2—
4), do d6 chua trién khai incremental learning. Tuy nhién, cic thdo luan vé bién thé
tién hoa s& dudc néu nhu hudng phat trién tuong lai & phan két luan, dong thoi gitp
giai thich vi sao cdc chi sb ddnh gid & Chuong 4 can bao gdm ROC/PR dé€ quan sat
hanh vi m6 hinh theo ngudng.

1.2.7. Thiét ké tip dit liéu, mé hinh va ddnh gid ciia ludn vin

Téng hop cic dic diém va ky thuét né tranh néu trén cho thiy phat hién web-
shell PHP 12 bai to4n c6 tinh da dang cao vé hinh thdi ma va chién lugc che giau. Piéu

nay dan dén cac muc dich tucng tng véi clu tric cia luin van:

(i) Ve dit liéu (Chuong 2): can uu tién tip dic trung phan 4nh c4 diu hiéu truc
tiép va gidn tiép ctia obfuscation (vi du entropy, do dai chudi/dong, mic do “ngiu

nhién”), vi day 1a hé qua thuong gip cta k§y thuat ma hod/che gidu [6].

(i) V& m6 hinh (Chuong 3): st dung mo hinh hoc mdy c¢o ban nhung c6 kha



nidng hoc tuong tac dic trung (dic biét riung ngdu nhién (random forest)) gitip mo
hinh ho4 tt hon cic trudng hop diu hiéu webshell khong nim & mot tir khoa don 1é

ma nam & t& hop diéu kién [7].

(iii) V& danh gid (Chuong 4): do webshell c6 thé né bang nhiéu cach, chi sb
t6ng hop nhu accuracy khong dii; can bdo cdo precision/recall/F1 cling ma trin nham
1an va céc dudng cong ROC/PR d€ phan tich 16 danh ddi gitta bido dong gia va bo sét

trong bdi canh an toan thong tin [6, 8].

Nho d6, Muc 1.2 tao cau ndi truc tiép tif bdi canh tdng quan (Chuong 1) sang
cac buéc xu ly di liéu (Chuong 2), xay dung mo hinh (Chuong 3) va danh gia (Chuong
4) cda luan van.

1.2.8. Phan loai webshell va ham y déi véi nghién citu

Trong thuc té, webshell khong chi khdc nhau vé ngdn ngi 1ap trinh (PHP, ASP,
JSP) ma con rat da dang vé kich thudc, cu tric va cach thic hoat dong. Su da dang
nay lam cho viéc phat hién webshell trd nén kho khén, bdi cing mot phuong phap
phat hién c6 th€ dat hiéu quéa v6i nhém webshell nay nhung khong phu hgp véi nhom
khac. Do d6, viéc phan loai webshell gitip lua chon huéng tiép can va bd dic trung
phu hgp cho bai toan phat hién.

Mot cach phan loai phd bién 1a dua trén do dai va miic do hoan chinh ctia ma
ngudn. Theo dé, webshell ¢ thé dugc chia thanh ba nhém gdom: one-liner backdoor,
short backdoor va large backdoor [1,7]. Webshell dang one-liner thuong chi gdm mot
cau 1énh thuc thi nén rit ngan gon va kho phat hién bing quan sat truc tiép. Webshell
dang short bd sung thém cac co ché xdc thuc hoic che gidu ma, trong khi webshell
dang large c6 thé tich hgp nhiéu chiic ning quan tri nhu quan 1y tép, thuc thi 1énh hoic
truy cap co s dit liéu. Su khac biét 16n vé kich thudc va ciu tric khién cac phuong
phap phat hién dua trén chit ky hoic dic trung vin ban don thuan gip nhiéu han ché.

Bén canh d6, webshell cling c6 thé dudc phén loai theo muc do tuong tac thanh
hai nhém: thu déng (passive) va chu déng (active). Webshell thu dong chi thuc thi khi
nhan dudc yéu cau hoic tham sb kich hoat phu hop, trong khi webshell chii dong ¢
thé thuc hién thém cac hanh vi nham duy tri quyén truy cap hoic hd trg cic budc tan
cong tiép theo [1]. Mic du luan vin tip trung vao phan tich tinh, cich phan loai nay
gidp ly gidi yéu cau gidm sd luong webshell bi bd sét trong qud trinh ddnh gia mo
hinh.

Tir cac phan tich trén c6 thé thiy webshell c6 tinh da dang cao vé kich thuéc,
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cAu tric va hanh vi. Vi vy, luan vin Iva chon huéng tiép can dua trén cac dic trung
tinh két hdp hoc mdy nhiam khai thac dong thdi nhiéu dau hiéu ciia ma ngudn thay vi
chi dua trén mot s6 mau chit ky cb dinh. Céch tiép cin nay phi hop véi bd dit liéu st
dung trong nghién cifu va tao co sd cho viée xdy dung bd dic trung, huan luyén mo
hinh va danh gia két qua & cac chuong tiép theo.

1.2.9. Cdc ky thudt né tranh phdt hién webshell

Dé tranh bi phat hién, webshell thuong st dung nhiéu k¥ thuat che gidu ma
ngudn va hanh vi thuc thi. C4c k¥ thuét ndy lam giam hiéu qua ctia cac phuong phap
phat hién dua trén chit ky hoidc tit khéa cb dinh, dong thdi 1am ting do khoé clia bai

toan phat hién webshell.

Mot trong nhitng k¥ thuat phd bién nhét 13 ma héa va lam rbi ma ngudn (en-
coding/obfuscation), trong do cdc chudi hodc doan ma dudc ma hoa, chia nhd hoic
bién d6i nhiam che gidu y nghia thuc su ctia chuong trinh. Cac ky thuét nay lam thay
d6i phan b ky tu, do dai chudi va entropy ctia ma ngudn, khién viéc phat hién bang

cdc quy tic don gian tré nén kho khin hon [1,7].

Bén canh d6, webshell c6 thé sit dung cac ky thut che gidu 1i goi ham (func-
tion call bypass), chang han thong qua ham tu dinh nghia, tép include hoic cac 16p
trung gian nham tranh st dung truc tiép cac ham nhay cam nhu eval, system hay
exec [3]. Ngoai ra, viéc thay d6i ct phdp, chén ma du thita hodc thay ddi ciu tric
chuong trinh ciing 14 nhiing ky thuat thudng gip nham qua mit cic cong cu phat hién

dua trén mau vin ban [7].

Su khac biét 16n vé kich thudc gitta cac loai webshell, tif cic webshell mot dong
cho dén cac webshell c6 day du chifc ning quan tri, ciing 1am giam hiéu qua ctia cac
phuong phép phat hién chi dua trén mdt nhém dic trung hodc mot quy tic cb dinh.
Diéu nay cho thiy viéc két hgp nhiéu nhém dic trung khic nhau sé giip mo hinh c6

kha niing thich nghi tot hon trudc cac bién thé webshell.

Tit céc phan tich trén c6 thé thiy khong ton tai mot diu hiéu don 1€ di kha ning
phat hién hiéu qua moi loai webshell. Vi vdy, luan vin lua chon huéng tiép can dua
trén tip hop cac dic trung tinh phan anh nhiéu khia canh cia ma nguodn, sau dé st
dung cdc mo hinh hoc mdy d€ khai thiac dong thdi cic dic trung ndy trong qua trinh
phan loai. Huéng tiép cin nay tao co sd cho viéc xdy dung bd dit liéu dic trung &
Chuong 2, xay dung mo hinh 6 Chuong 3 va danh gid két qua & Chuong 4.
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1.3. Tong quan cac phuong phap phat hién webshell
1.3.1. Khung phdn loai phuwong phdp va tiéu chi so sanh

Cac phuong phap phat hién webshell c¢6 thé duge phan loai theo nhiéu tiéu
chi. Trong pham vi luan van, mét khung phan loai thuc dung va thuong dung la dua
trén: (1) dwa trén chir ky/ludt (signature/rule-based), (i1) phdn tich tinh theo chuong
trinh (program-analysis-based static detection, vi du taint analysis (taint analysis)),
(111) hoc mdy dua trén ddc trung (feature-based machine learning), (iv) hoc sdu (deep
learning) trén cdc bi€u dién ma/bi€u dién trung gian, va (v) phdn tich déng (dynamic
analysis) ho#ic xdm dong (gray-box) khi quan sat hanh vi thuc thi. Khdo sat hé thong
hod cho thay cac huéng nay thudng ducc két hop trong thuc té dé bu trit vu/nhucc

diém, do webshell c6 nhiéu hinh théi va nhiéu chién ludc né tranh [1].

Dé so sanh, luan vin st dung cac tiéu chi: khd ndng téng qudt hod (general-
ization) truSc bién thé méi, chi phi trién khai (deployment cost), khd ndng dién gidi
(interpretability), mitc do phu thudc dit liéu (data dependency) va bé mqit tdn cong né
trdnh (evasion surface). Céc tiéu chi nay ciing 1a ¢6 sd dé€ luan vin lua chon hudng
phdn tich tinh (static analysis) két hop hoc mdy co bdn (basic machine learning) & cac

chuong sau.

1.3.2. Phat hién dua trén chir ky/ludt (signature/rule-based)

Phuong phap dua trén chit ky (signature-based) va dua trén ludt (rule-based) la
hudng tiép can truyén thong va phd bién trong van hanh. Co ché ¢t 16i thudng 1a: so
khSp mau chudi, so khdp bi€u thiic chinh quy, hoic dp dung cac luat heuristic d€ danh
diu nhitng doan ma c6 diu hiéu nguy hiém (vi du xuét hién token/ham nhay cam,
chudi dugc giai ma réi thuc thi). Uu diém cta hudng nay 1a don gian, chay nhanh va
hiéu qua v6i cdc mau da biét. Khao sat hé thong hod ghi nhan nhiéu cong cu van hanh

van dua vao chit ky do tinh dé trién khai va pht hop véi quy trinh phan tng su cb [1].

Tuy nhién, nhudc diém 16n nhit 13 d& bi né tranh bdi lam réi (obfuscation) va
bién thé ci phdp. Chi can thay ddi cach viét, chén comment hodc dong géi 18i goi
trong ham tu dinh nghia, webshell c6 thé vugt qua nhiéu bd luit dua trén mau bé miit.
Diéu nay dic biét 16 trong bdi cdnh PHP, ndi include va bién thé ci phép c6 thé lam
“mu” co ché do don gian. Vi vy, huéng chit ky/luat thusng phit hop nhu tang loc dau
(first-line filter), nhung khé dam bao kha ning tong quat hoa trudc bién thé méi [1,3].
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1.3.3. Phat hién dua trén phdn tich tinh theo chuong trinh (program analysis)
Taint analysis (taint analysis) va phdt hién dua trén luong dit liéu

Phdn tich luong dit liéu nhiém bdn (taint analysis) 12 mot nhanh quan trong ctia
phdn tich tinh (static analysis), tip trung vao viéc truy vét di liéu tif nguon khong tin
ciy (vi du tham s6 HTTP) dén cdc diém nhay cdm (sink) nhu ham thuc thi 1énh hoic
thuc thi ma. Néu ludng dit liéu “ban” di dén sink ma khong qua lam sach phu hop,
doan ma bi xem 12 c6 nguy co webshell hoic tin cong webshell. WTA 12 mot vi du
tiéu bi€u dp dung taint analysis cho PHP webshell va nhin manh nhu cau phdn tich
lién thii tuc (interprocedural analysis) d€ x ly include va ham tu dinh nghia [3,9].
Ngoai ra, mot khung taint analysis tinh khac ciing dugc dé xuit nham phat hién tin
cong dua trén PHP webshell va thao luin cach xay dung chudi ngudn—sink trong ngit
canh web [10].

Uu diém cta huéng program analysis 14 c6 co hoi phat hién cac bién thé chua
gdp trude do, vi dua trén quan hé ngit nghia (semantic relation) thay vi mau chuoi. Tuy
nhién, han ché 12 do phtc tap trién khai va chi phi tinh todn cao hon; ngoai ra, phan
tich tinh day dd trong PHP gip khé do tinh dong ctia ngdn ngit (dynamic features)
va viéc thiéu thong tin khi phan tich khong chay chuong trinh. Trén thuc té, huéng
nay thudng dudc dung trong cic cdng cu chuyén sau hoic két hop véi cic tang loc
khac [1,3].

Phdn tich chuong trinh cho webshell khong tép va webshell da ngon ngir

Mic du luan vin tap trung vao PHP, cin luu y rang webshell ton tai & nhiéu
ngdn ngit (JSP, ASP,...) va c6 ca dang khong tép (fileless) trong mot sd hé sinh
thai. Vi du, JShellDetector tap trung vao Java fileless webshell va ap dung phdn tich
chuwong trinh (program analysis) d€ phat hién hanh vi webshell khi payload khong ton
tai dudi dang tép doc 1ap [11]. Cac huéng nhu vay cho thiy program analysis c6 vai
trd quan trong trong cac mdi trudng ma chit ky tép khong dd, dong thdi goi ¥ ring
thiét ké phat hién can xét ca bdi canh ngdn ngit va hinh thai luu trit ma doc.

1.3.4. Phadt hién dua trén hoc may trong du liéu log va phién lam viéc

Bén canh phan tich ma ngudn, mot huéng tiép can khac 1a phat hién webshell
dua trén du 1iéu van hanh nhu log truy cap va phién lam viéc. Phuong phap nay thuong
coi hanh vi truy cap webshell tao ra diu vét khac thudng (vi du chudi request/response,

pattern tham s6, tn suét truy cap), tif d6 trich dic trung tif log va dp dung hoc may.
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Nghién citu vé& phat hién theo phién (session-based (session-based)) st dung hoc mdy

trén web logs 1a vi du tiéu biéu cho hudng nay [12].

Uu diém ctia phat hién dua trén log 13 c6 thé bat dugc hanh vi tin cong ngay
c4 khi ma webshell bi che gidu t6t trong hé théng file. Tuy nhién, nhudc diém 12 phu
thudc manh vao chat luong log, cau hinh ghi log va bdi canh van hanh. Ngoai ra, mot
webshell thu dong hoic st dung kénh diéu khién tinh vi ¢6 thé tao ra it diu vét hoic
tron 1an véi hanh vi quan tri hop 1&. Trong pham vi luan vin, hudng log-based dudc
xem 12 tham chiéu quan trong, nhung luin vin chon huéng phan tich tinh ma ngudn
d€ phit hgp muc tiéu xay dung pipeline tif di liéu ma (Chuong 2) dén mé hinh va danh
gia (Chuong 3-4).

1.3.5. Phat hién dva trén hoc mdy theo ddc trung (feature-based machine learning)

Hoc mdy dua trén ddc trung (feature-based machine learning) 1a huéng tiép
can trung gian gitta chit ky va program analysis: thay vi so khép mau cb dinh, phuong
phdp nay trich mot vector diic trung tif ma ngudn/biéu dién trung gian va huan luyén
mo hinh phan loai. Pic trung c6 thé gdm: dic trung thdng ké (entropy, do dai), dic
trung tan suét token/ham, hoiic dic trung phan anh tinh “thuc thi dudc” ctia ma. Mot
vi du 1a nghién cdu dua trén ddc tinh dir liéu thuc thi (executable data characteristics)
ctia PHP code dé phat hién webshell, cho thiy viéc thiét k& dic trung phit hop c6 thé
tang kha nang phan biét gitta ma lanh tinh va ma doc [2, 13].

Uu diém ciia huéng feature-based ML la: (i) tuong ddi dé trién khai va md
rong, (ii) phu hgp véi quét dién rong vi khong can chay ma, va (iii) c¢6 thé dat hiéu
qua tot néu bo dic trung du dai dién cho dau hiéu webshell. Nhudc diém 1a chit luong
md hinh phu thudc manh vio cich trich dic trung va tinh dai dién cta di liéu huin
luyén; néu dic trung qua “truc tiép” (gan nhu chit ky), md hinh c6 thé gip nguy co
dep gid do dé ro ri nhan (label leakage). Pay 12 Iy do luan viin & Chuong 2 nhin manh
kiém dinh dit liéu va & Chuong 4 dung nhiéu chi sb d€ danh gid khach quan.

1.3.6. Phdt hién dua trén hoc sdu (deep learning) va biéu dién ma

Hoc sdu trén biéu dién opcode/bytecode va diic trung trung gian

Mot nhanh hoc sau dang chu y 1a st dung biéu dién trung gian (intermediate
representation) nhu opcode/bytecode dé giam phu thudc vao bién thé cii phap va ting
tinh 6n dinh trudc obfuscation. Nghién ctiu SoICT 2019 dé xuét pipeline chuyén PHP
sang opcode roi hudn luyén md hinh hoc sau dé phan loai webshell [4]. Tuong tu, mot

nghién cttu khéc st dung ddc trung bytecode (bytecode features) két hop mang CNN
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cho phat hién webshell [14]. Cdc huéng nay goi y rang viéc tritu tudng hod ma vé biéu
dién thap hon c6 thé gitip mo hinh hoc sau bat dudc ciu triic thuc thi tét hon so véi

vin ban thuan.

Hoc sdu theo chudi va co ché chii ¥ (sequence models and attention)

Ngoai CNN, cdc md hinh theo chudi (sequence models) nhu RNN/GRU/LSTM
va co ché chii y (attention) ciing dudc 4p dung. Mot vi du 13 phuong phdp dua trén
Bidirectional GRU (BiGRU) va attention cho phat hién webshell [15]. Uu diém cta
hudéng nay 1a kha ning mo hinh héa phu thudc theo ngii canh, tuy nhién nhudc di€ém
12 kho xtt Iy tép rat dai va dé bi anh hudng bdi “nhiéu” néu khong c6 co ché chon viing

quan trong.

Hoc sdu duwa trén mé hinh tién hudn luyén md (CodeBERT)

Gan day, cdc mo hinh tién huin luyén cho ma ngudn nhu CodeBERT dugc khai
thdc d€ cai thién bi€u dién ngit nghia ciia ma. Mot nghién ciiu dua trén CodeBERT va
mo hinh hoc sau cho phat hién WebShell 1a vi du cho huéng nay [16]. Nhin chung,
cac huéng deep learning va pre-trained models c6 tiém ning nang hiéu ning, nhung
thudng yéu cau tai nguyén tinh toan va thiét ké di liéu/huén luyén phic tap hon. Vi
yéu cau luin vin theo huéng ing dung co ban va kha ning giai trinh trudc hoi dong,
luan vin hién tai chon huéng feature-based ML va dung deep learning nhu nén tham
khdo trong tdng quan.

1.3.7. Phdt hién dua trén phén tich dong/xdm déong (dynamic/gray-box) va hé thong
hod trién khai

Phdn tich dong (dynamic analysis) quan sat hanh vi khi webshell dudc thuc
thi (vi du sandbox, hook hé théng, theo ddi 1/0), trong khi xdm dong (gray-box) két
hdp quan sat hanh vi v6i mot phan thong tin ndi bd/dic trung moi trudng dé ting hiéu
qua. SmartEagleEye 12 mot hé thong phat hién webshell theo huéng gray-box dong
(dynamic gray-box) két hop hoc sau, dit trong bdi canh mdi trudng dam may [17].
Cac huéng nay cho thiy trong van hanh quy md 16n, phat hién webshell khong chi 1a
vAn dé mo hinh ma con 1a vin dé hé thdng (thu thap tin hiéu, dong bd log, phin ting
su cd).

Trong luan vin, huéng dynamic/gray-box dudc trinh bay nhu tham chiéu quan
trong, nhung khong phai trong tdm trién khai do yéu cau mdi trudng va chi phi van

hanh. Luan vin tip trung vao phdn tich tinh két hop ML d€ c6 thé trinh bay quy trinh



15

rd rang, tai 14p va phu hop ning luc trién khai trén tap dit liéu ma ngudn (Chuong 2—4).
1.3.8. Su dung mé hinh ngon ngit lon (LLM) cho phdt hién webshell

Xu huéng gan day la ting dung mé hinh ngén ngit lén (large language model
— LLM) d€ hiéu va phan loai ma ddc/webshell. Mot cong trinh dit cau hoi liéu LLM
c6 xu ly dugc bai toan webshell detection hay khong va dé xuit khung nhan thic theo
hanh vi ham (behavioral function-aware) dé vudt qua céac thich thic nhu do dai tép va
nhiéu khong lién quan [5]. Hudng nay cho thiy tiém ning két hop hiéu ngit nghia va
lap luan theo bdi canh, nhung dong thdi ciing nhin manh rao can thuc tién: gidi han

ngil canh va yéu cau trich chon doan ma lién quan.

Trong pham vi luan vin, LLM dudc trinh bay nhu huéng phat trién tuong lai.
Luén vin hién tai vu tién mot pipeline c6 tinh tai 1ap cao va dé giai trinh dua trén dic
trung va mo hinh ML c¢o ban.

Két luin

Tir tong quan trén c6 thé rit ra mot két ludn quan trong: cac phuong phéap phat
hién webshell tao thanh mdt phé lua chon tif chit ky/luat (don gian nhung dé né) dén
program analysis/dynamic analysis (manh hon nhung phtc tap), va cac phuong phap
ML/Deep Learning nam & gitta v6i mic danh ddi khac nhau. P& phi hdp muc tiéu
ludn van thac si theo huéng tng dung co ban va dam bao tinh li€n thong gilta cac
chuong, luan van lua chon hudng phdn tich tinh (static analysis) dua trén ddc trung

(feature-level dataset) va ap dung mo6 hinh ML co ban.

Cu thé: Chuong 2 hién thuc hoa hudéng feature-based ML bing céch sit dung tap
dit liéu CSV dic trung va thiét ké pipeline tién xt ly; Chuong 3 trién khai va lua chon
md hinh theo validation (baseline hoi quy logistic (logistic regression) va mo hinh
manh hon ritng ngdu nhién (random forest)); va Chuong 4 danh gia khach quan trén
test bang ma tran nham 14n va cac chi s6/dudng cong ROC—PR, tudng ting vdi cac tiéu

chi danh gia thudng dung trong cac nghién ctiu ML veé phat hién webshell [2,4, 15].
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Bdng 1.3.1. Bang tong hop cac hudng phat hién webshell va lién hé v6i ndi dung luan vin.

Nhom phuong Y tudng chinh (Key Uu/nhugc diém Lién hé vdi ludn

phdp  (Cate- 1idea) (Pros/Cons) van (Link to Chap-
gory) ters 2—4)

Chit  ky/ludt So khdp mau Nhanh, dé trién Chuong 2 dung dic

(signature/rule- chudi/regex, ludt khai; nhung dé trung da dang dé

based) heuristic theo ti né bdi Ilam rdi  gidm phu thudc chit

khéa/ham nhay (obfuscation), mad ky; Chuong 4 danh

cam. [1] hod  (encoding), gid theo nhiéu chi

bién thé ci phdp.  s6 dé tranh “dep

Taint analysis

(taint analysis)

Phdn
chuong
(program

analysis)

tich

trinh

Truy vét dit liéu tu
ngudn khong tin cly
t6i diém nhay cam
(sink),
ludng dif liéu nguy
hiém. [3, 10]

phat  hién

Phan tich ciu

triic/ludng thuc
thi, c6 thé ap dung
cho webshell khong
tép hoac da ngon

ngu. [11]

C6 kha nidng tong
quat hod tdt hon
chtt ky; nhung phuc
tap tri€én khai, chi
phi phan tich cao,
khé do tinh dong
cua PHP.

Manh trong mot s6
boi canh dic thu;
nhung thuong yéu
cau md hinh hod
sau va phu thudc
moéi  trudng/ngodn

ngt.

129

gia”.
Luidn van khong
khai

analysis day du,

trién taint
nhung dung dac
trung phan anh diu
hiéu gian tiép (en-
dai/ham

nhay cam) va ML

tropy/do

co ban dé dat tinh
ung dung.

Luan van tap trung
PHP va feature-
level; muc nay lam
tham chiéu hoc
thuat dé dinh vi
pham vi nghién

cuu.

(Con tiép 6 trang sau)
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Bdng 1.3.1. Bang tdng hop cdc hudng phat hién webshell va lién hé v6i ndi dung ludn vin

(tiép).

Nhom phuong Y tudng chinh (Key Uu/nhugc diém Lién hé voi ludn
phdp  (Cate- 1idea) (Pros/Cons) van (Link to Chap-
gory) ters 2—4)

ML trén Trich dic trung hanh Batdudchanhviké Ludn vin chon
log/phién vi t web logs/phién ca khi ma bi che phdn tich tinh
(log/session- truy cip ro6i hudn gidu; nhung phu (static) d& phu
based ML) luyén md hinh phan thudc chit luong hop muc tiéu xay

ML theo ddc
trung (feature-
based ML)

Hoc sdu
trén op-
code/bytecode

(DL

code/bytecode)

on op-

loai. [12]

Chuyén ma thanh vec-
tor ddc trung (fea-
tures) (théng ké, do
dai, d4u hiéu thyc thi,
dac tinh trung gian).

(2]

Dung op-
code/bytecode
gidm anh hudéng bién
thé ci phdap, huin
luyén CNN/RNN trén
chudi/ma trin biéu

dién. [4, 14]

dé

log, dé nhiéu, kho
ap dung khi log

thiéu.

Dé trién khai, quét
dién rong; nhung
phu thudc chét
lugng feature va
dataset; cO nguy

¢ ro ri nhan
(label leakage) néu
feature

qua truc

tiép.

C6 tiém ning ting
hi€u ndng; nhung
can di lidu 16n, tai
nguyén tinh toan,

kho giai trinh hon.

dung pipeline tu
mi nguodn; céc
chi sb6 dianh gid
¢ Chuong 4 van
tuong
sion/recall/F1).

huéng

tu  (preci-
bay 1la
chinh

van:

cua luén
Chuong 2
xdy dung/tién xiu
CSV;
Chuong 3 huin
luyén LR/RF;
Chuong 4 danh gia

ly dataset

test bang confu-
sion/ROC/PR.

Luan van dung ML
co ban vi yéu cau
thac si ung dung;
cac nghién ctiu nay
lam nén so sanh
va dinh huéng md
rong tuong lai.

(Con tiép 6 trang sau)
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Bdng 1.3.1. Bang tdng hop cdc hudng phat hién webshell va lién hé v6i ndi dung ludn vin

(tiép).

Nhom phuong Y tudng chinh (Key Uu/nhugc

phdp  (Cate-

gory)

idea)

diém

(Pros/Cons)

Lién hé voi ludn
van (Link to Chap-
ters 2-4)

Hoc sdu theo
chuéi + chi ¥
(sequence + at-

tention)

Hoc sdau +
hé thong xdm
dong (dynamic
gray-box +

DL)

Mo hinh ngon
ngit lon (LLM-
based)

Khung nhe
theo mién
ddc thu

(light-weight
/ domain-

specific)

M6 hinh hoa ma/biéu

dién  trung  gian
nhu (Bi-
GRU/LSTM) két hop

chu y (attention). [15]

chudi

Két hop tin hiéu hanh
vi thuc thi v6i mo
hinh hoc sau trong
hé thong trién khai
(cloud-oriented). [17]

Dung LLM d€ hiéu
ngt nghia va suy luin
hanh vi; can xi 1y gidi
han ng canh, chon
ving ma quan trong.

[5]

Thiét ké framework

(13 29

nhe” cho ciac moi
truong dac thu (vi du
mang v€ tinh/UAV).

[18]

Bat ngit canh tét;
nhung kho voi t€p
rat dai va dé bi
nhiéu néu khong c6

cd ché chon viing.

Manh
hanh,

phi trién khai cao,

trong van
nhung chi
phu thuoc moi
truong, kho tai lap

néu thiéu hé thong.

Tiém ning manh,
nhung chi phi va
rui ro dai/ngt canh;
khé 4ap dung néu
khong c6 pipeline

chon loc.

T6i wu tai nguyén,
c6 rang budc mién;
nhung c6 thé kém
tong quat cho moi
truong web thong
thuong.

Luan van uu tién
pipeline don gian,
tai lap; ROC/PR &
Chuong 4 van la
chudn dé so sanh
v6i cac huéng DL
trong tuong lai.

Luan van chon
phdn tich tinh dé
taii l1ap; muc nay
giip néu ro khac
biét gita nghién
ciu md hinh va
trién khai hé théng.
van

Luan xem

nhu hudéng tuong

lai; cac artifacts
(pipeline + test
evaluation) cua

luin vian 12 nén
dé€ so sanh khi mé
rong.
Dung lam tham
chiéu cho tiéu chi
trién khai (chi phi
suy luan), lién hé
v6i lua chon RF/LR

¢ Chuong 3.
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Tir Bang 1.3.1, c¢6 thé thly hudng hoc mdy theo dic trung (feature-based ML)
12 Iva chon phu hop dé dam bao tinh tdi 1ap va tinh ting dung & muc co ban. Do do,
Chuong 2 trinh bay quy trinh chuén ho4 dit liéu va tién xt ly, Chuong 3 xay dung mo
hinh phén loai, vd Chuong 4 danh gia khach quan trén tip test bang cac chi s6 va dd
thi chuan.
1.4. Nhan xét tong hgp va lwa chon hudng nghién citu
1.4.1. Nhan xét tong hop tit tong quan phuong phdp

Tit tng quan & Muc 1.3 va Bang 1.3.1, ¢ thé riit ra mot sb nhan xét quan trong

vé bai toan phét hién webshell trong PHP.

Thit nhit, cac phuong phap dua trén chit ky/ludt (signature/rule-based) van gitt
vai tro thuc tién do don gian va hiéu qua v6i mau da biét, nhung diém yéu 16n 1a dé bi
né tranh bdi lam réi (obfuscation), md hod/bién déi biéu dién (encoding/encryption)
va bién thé cu phap, dic biét trong PHP véi co ché include va ham tu dinh nghia [1,3].
Diéu nay cho thiy néu chi dua vao chit ky, hé théng dé roi vao trang thdi “dudi theo”

bién thé mdi va c6 nguy co bd sét cac mau tinh vi.

Thu hai, cac hudng phdn tich tinh theo chuong trinh (program analysis) nhu
taint analysis (taint analysis) c6 tiém ning tdng quat hod tot hon do dua trén quan hé
ngit nghia va ludng dit liéu, vi du WTA nh4n manh truy vét tif ngudn khong tin cdy t6i
sink trong bdi canh PHP webshell [3]. Tuy nhién, viéc trién khai day di thuong doi
héi mé hinh hod ngdn ngit sau, xt 1y tinh dong ctia PHP va c6 thé tén kém tai nguyén;
do d6, huéng nay phu hop véi cdc cong cu chuyén sau hodc hé théng phan tich bao

mat quy md I6n hon la mot pipeline ting dung cd ban.

Thui ba, ciac phuong phap hoc sdu (deep learning) va cdc bi€u dién ma ning
cao (opcode/bytecode, md hinh chudi, mo hinh tién huén luyén) cho thiy hiéu ning
tiém ning trong nhiéu nghién ctu [4,14—16]. Tuy nhién, ching thudng yéu cau dit liéu
16n, chi phi huin luyén cao va khé giai trinh hon. Véi yéu cau luan vin theo hudng
ting dung hoc may co ban, viéc lua chon hoc sau lam trong tim c6 thé 1am ting r1i ro
khi gidi trinh trudc hoi dong néu khong cé nén tang va tai nguyén thuc nghiém tuong
ung.

Thit tu, cac hé thdng phdn tich déng/xdm dong (dynamic/gray-box) cho thiy
huéng trién khai thuc té€ ¢ thé rit manh khi két hgp da nguon tin hiéu, nhung doi héi
bdi canh hé théng (ha tang log, sandbox, phan ting su cb) va thudng kho tai 1ap trong
pham vi ludn van c4 nhan [17]. Tuong tu, cac huéng méi nhu mé hinh ngon ngir [6n
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(large language model — LLM) md ra tri€n vong hi€u ma theo ngtt nghia, nhung van

gip thach thidc vé do dai, ngit canh va co ché chon loc ving ma lién quan [5].

Cic nghién ctiu gan diy ciing bat dau khai thac hoc ting dan (incremental

learning) nhdm nang cao kha ning thich nghi véi cac bién thé webshell méi [19].

Tit cac phan tich trén c6 thé thiy ring mdi hudng tiép cin déu c6 nhiing uu
diém va han ché riéng. C4c phuong phép dua trén chit ky c6 toc do xi ly nhanh nhung
khoé phét hién cdc bién thé webshell mdi; cac phuong phdp phan tich chuong trinh
va phan tich dong c¢6 kha ning phat hién t6t hon nhung chi phi trién khai cao; trong
khi cdc md hinh hoc sdu doi héi tip dit liéu 16n va tai nguyén tinh todn ding ké.
Trong pham vi cdc tai liéu dudc khdo sat, viéc danh gia cdc md hinh hoc mdy truyén
thong [13] ¢6 kha ning dién giai tot trén bo dit liéu dic trung webshell PHP cong khai
chua dudc dé cap nhiéu. Pay chinh la khoang tréng ma luin vin tip trung nghién ciu
thong qua viéc st dung cac dic trung tinh két hdp hai mo hinh Logistic Regression va
Random Forest d€ ddnh gia kha ning phat hién webshell.

1.4.2. Lua chon hudng nghién citu cua ludn vdn

Tir cac nhan xét tong hop trén, luan vin dinh vi huéng nghién ctu theo nguyén
tac: uu tién mot quy trinh zdi Idp (reproducible), dé trién khai (deployable) va dé gidi
trinh (explainable) & mic co ban, dong thdi vAn du stic phan dnh cdc diu hiéu né tranh
phd bién ctia webshell PHP.

Cu thé, luan vin lua chon hudng phdn tich tinh (static analysis) két hop hoc
mdy theo ddic trung (feature-based machine learning). Huéng nay c6 ba diém phu

hop:

(i) C6 thé xt Iy ma ngudn & quy mo 16n ma khong can thuc thi chuong trinh,

phu hop véi quy trinh ki€m tra ma va ra soat an toan.

(ii) Cho phép thiét ké tap dic trung phan dnh dong thdi diu hiéu truc tiép (lién
quan ham nhay cam/tit khoa hanh vi) va diu hiéu gin tiép (thdng ké do dai/entropy/do
phtic tap), gitip gidm phu thudc vao chit ky thuan tuy va ting kha niing phat hién trudc

bién thé lam r6i [2,6].

(iii) C6 thé ap dung cidc md hinh ML cd ban nhu hdi quy logistic (logistic
regression) va ritng ngdu nhién (random forest) dé cin bang giita hiéu ning va tinh
giai trinh; dong thoi danh gia khach quan theo cdc chi sd chuin trong phan loai nhi
phan nhu precision/recall/F1 va ROC/PR [8, 15].
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Véi dinh vi nay, lun vin khong nhiam thay thé cac hé théng phan tich dong
hodc cdc phuong phap program analysis chuyén sau, ma tap trung dé xuét va kiém
chiing mot pipeline ting dung ¢d ban, ro rang, c6 thé trién khai va téi 1ap trén di liéu
dang dac trung.

1.4.3. Muc dich nghién cvu cua ludn vin

Dua trén khéo sat va so sanh, c6 thé mo ta khoang trong nghién ctiu nhu sau:
nhiéu cong trinh hoic tip trung vao chit ky/luat, hoic tip trung vio cac mo hinh ning
cao (deep learning, hé thong dong) yéu cau tai nguyén va do phic tap 16n. Trong khi
d6, van can mdt quy trinh tng dung & mifc cd ban nhung c6 tinh chit ché vé dit liéu,

danh gia va tai 1ap, nham phuc vu bdi canh dao tao va trién khai ban dau.
Trong pham vi luan van, cac déng gép chinh dugc mo ta nhu sau:

(i) Xay dung quy trinh chuin hod dit liéu dang ddc trung (feature-level dataset),
kiém dinh chét luong dit lidu va thiét ké chia train/validation/test nhat quan (Chuong 2).

(i1) Xay dung va Iya chon mo6 hinh ML ¢ ban dua trén tap validation, dam bao
tranh ro ri dit liéu (data leakage) va han ché qud khdp (overfitting) (Chuong 3).

(iii) Panh gia khach quan trén tap test bang cac chi sd dinh luong va hinh minh
hoa chuén (confusion matrix, ROC, PR), tit d6 dua ra két luan mo hinh phu hop trong
bdi canh phat hién webshell PHP (Chuong 4).

1.5. Két luin

Chuong 1 da trinh bay bbi canh, dic diém ky thuat va téng quan cic huéng
phét hién webshell, dong thdi phan tich cac di€ém manh/yéu va bé mit né tranh cla
tiing nhém phuong phap. Qua téng hop, c6 thé thay phat hién webshell 13 bai todn ¢
tinh da dang cao vé hinh th4i va chién lugc che gidu; do d6 cac phuong phap dua trén
chit ky/luat tuy hitu ich nhung khé dam béo téng quat hod trudc bién thé méi [1]. Cac
huéng program analysis va phan tich dong c6 kha nang phat hi€én manh hon trong mot
s6 bdi canh, nhung di kém do phtc tap va chi phi trién khai, trong khi cdc huéng hoc
sau va md hinh tién huin luyén c6 tiém ning nhung thudng doi hoi dit liéu/tai nguyén
dang k& [3,16,17].

Trén co sé d6, luan vin lua chon hudng phdn tich tinh (static analysis) két hop
hoc mdy theo dic trung (feature-based machine learning) dé€ ddm béo tinh tai 1ap, phu
hop yéu cau ting dung hoc mdy co ban, va van phan anh dudc cac dau hiéu né tranh

thudng giip clia webshell PHP. Binh huéng nay dudc cu thé hod trong cic chuong tiép
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theo nhu sau:

(i) Chuong 2 trinh bay qud trinh thu thap, kiém dinh va tién xt ly tap dif liéu
dang CSV, xay dung pipeline chuin hoa va chia train/validation/test theo Idy mdu
phdn tang (stratified sampling). DAy 1a nén ting dé€ ddm bao cac thi nghiém c6 thé tai

lap va cac md hinh dudc so sanh cong bang.

(i1) Chuong 3 xay dung cac md hinh hoc mdy cd ban trén tap train va lua chon
tham s6 dua trén tap validation. Viéc lua chon mo hinh dua trén tiéu chi phi hop (vi
du FI-score (Fl-score) cho 16p duong webshell) gilip can bang giita giam bo sét
va giam bao dong gia.

(iii) Chuong 4 md phéng va ddnh gia cubi trén tap test ddc 14p, bdo cdo cic chi
s6 dinh lugng (accuracy, precision, recall, F1-score, ROC-AUC, PR-AUC) va minh
hoa bang confusion matrix cung cac dudng cong ROC/PR. Trén co s d6, luin vin
dua ra nhan xét va két luan vé md hinh phi hgp trong pham vi nghién cttu, dong thai

néu céc gidi han va huéng phat trién tuong lai.
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CHUONG 2. THU THAP, XU LY VA XAY DUNG TAP DU LIEU

2.1. Gioéi thiéu va muc tiéu xay dung tap du liéu

Trong bai toan phat hién webshell trong ma ngudn PHP, chit luong tdp dit liéu
(dataset) va quy trinh tién xiz [y (preprocessing) c6 vai tro quyét dinh ddi v6i kha niing
huén luyén, ddnh gia va tdi 1ap mo hinh. Luan viin nay lua chon huéng tiép cn phdn
tich tinh (static analysis), trong d6 m6i mau ma dudc biéu dién dudi dang mot vector
ddc trung (feature vector). Trén cd s§ dd, bai toan dugc mo hinh hoéa thanh phdn loai

nhi phdn (binary classification) gdom hai 16p: webshell v normal.

Muc tiéu cua Chuong 2 la xay dung mdt quy trinh xt ly di li€éu 6 miic ¢ ban
nhung chit ché, bao gom: (i) mo ta ngudn dit liéu va clu tric dif lidu si dung trong
luan vin, (ii) ki€ém dinh toan ven dit liéu (data integrity) thong qua ki€m tra gia tri
thiéu va trung lip, (iii) sang loc céc ddc trung (features) khong mang thong tin (vi du
cot hang (constant columns)), (iv) chuin héa thang do dic trung d€ phu hop véi cac
m6 hinh hoc mdy tuyén tinh, va (v) thiét ké chia tap train/validation/test theo Idy mdu

phdn tdng (stratified sampling) nhim dim bao danh gia khach quan.

Két qua ctia chuong nay 12 cic tao phdm dit liéu (data artifacts) gom tap dit lidu
da tién xu ly va pipeline (pipeline) tién xt ly dudc luu lai. Cdc tao phadm nay dudc st
dung xuyén subt Chuong 3 trong qud trinh huin luyén/lua chon mé hinh va Chuong

4 trong qua trinh danh gia cubi trén tap test.

Tiép theo, Muc 2.2 trinh bay nguon dif liéu, cau tric file CSV va cac thong ké
mo ta quan trong cua tap di liéu st dung trong luan van.
2.2. Nguon dit liéu va mé ta cau tric tap dit liéu
2.2.1. Nguén dit liéu va dinh nghia nhén

Luén van st dung mot tap dit li€u phuc vu bai toan phat hién webshell trong
ma ngudn PHP, dudc ké thira tit nguodn dit liéu cong khai va dugc biéu dién duési dang
bang dcic trung (feature-level dataset) [20]. Mdi mau dii liéu dugc gan mdt nhan thudc
tdp {webshell,normal}, trong d6 webshell bi€u thi ma c6 hanh vi webshell,
con normal bi€u thi ma binh thuong (benign/normal). Viéc chuin héa nhan theo hai
16p gitp mo hinh hoéa bai toan dudi dang phdn loai nhi phdn (binary classification),

pht hdp v6i muc tiéu ctia luan vin va thuén 1di cho viéc ddnh gid bing céc chi sb nhu
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do diing (precision), do bao phi (recall) va FI-score (Fl-score) & cdc chuong tiép
theo.

2.2.2. Cdu tric file dataset dang CSV

Tap dit liéu st dung trong luan vin dudgc luu dudi dang file CSV, trong d6 moi
dong tuong tng mot mau dii liéu. Cot 1abel la nhan phan 16p, va céc cdt con lai 1a
cac ddc trung (features) dang s6 (int/float) biéu dién thudc tinh théng ké va dau hiéu
hanh vi ctia ma nguén. Dang biéu dién theo vector dic trung cho phép dp dung truc
tiép cac mo hinh hoc mdy co ban ma khong can xd ly ci phdp ma ngudn (parsing)
hoic biéu dién theo chudi token & mic ning cao.

Pé dam bdo tinh tdi 1ap, cac théng ké tong quan cua tap dif lidu (sb6 mau, sb
dic trung, sd 16p, phan bd nhan, kiém tra thiéu dit liéu va trung lip) dudc trich xuit
tu dong bing ngdn ngit 1ap trinh Python va xuit ra dudi dang bang hoic hinh vé.
Béng 2.2.1 trinh bay tong quan tap di liéu CSV sit dung trong luén vin.

Bdng 2.2.1. Tong quan tap dit liéu (dataset) dang CSV st dung trong luan vin.

Thudc tinh (Attribute) Gia tri (Value)

S6 mau (Number of samples) 1984

S6 cot (Number of columns) 101 (gém 100 dac trung (features) + 1 nhan (label))
S6 16p (Number of classes) 2

Phan b6 nhan (Class distribution) normal: 992, webshell: 992

S6 6 thiéu (Missing cells) 0

S6 dong trung (Duplicate rows) 0

2.2.3. Phdn bé nhan va nhén xét ban dau

Phan bb nhin 12 mot yéu t6 quan trong, vi dif liéu mit can bing (class imbal-
ance) c6 thé gy sai 1éch khi huén luyén va 1am cho cdc chi s6 danh gid trd nén thiéu
tin cdy. Trong tap dit li€u su dung, hai 16p webshell va normal cé quy md tuong
duong nhau. Hinh 2.2.1 minh hoa phan bd nhin cda tip dit liéu va cho thdy dit liéu
dugc can bang theo hai 16p, qua d6 thuin 1di cho viéc so sanh mo6 hinh § Chuong 3 va
danh gia § Chuong 4.
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Hinh 2.2.1. Phan b nhin webshell va normal trong tip dif lidu.

2.3. Phan tich nhom dac trung theo hudng phat hién webshell

Do dif liéu trong luin vin dudc biéu dién duéi dang bang ddc trung (feature-
level dataset), trong tdm cua muc nay la phan tich y nghia cia cdc nhom déc trung
nham 1y gidi co sé khoa hoc cho bai todn phan loai. M&i mau ma nguén PHP dudc
dnh xa thanh mot vector dic trung X € R?, trong d6 mdi thanh phan phan anh mot
khia canh ctia ma ngudn nhu mic do phic tap chudi, do dai, diu hiéu thuc thi, hoic

cdc chi bdo lién quan dén hanh vi bat thudng.

Céc nhom dic trung trong tap di liéu c6 thé dugc phan loai theo hudng truc
quan nhu sau: (i) nhém dic trung thdng ké& va do phic tap chudi, (ii) nhém dic trung
lién quan dén ham nhay cdm va diu hiéu thuc thi, va (iii) nhém dic trung mang tinh
chit ky/heuristic. Viéc nhém héa nay gitip lun vin trinh bay rd rang, dong thoi thuin
1i cho viéc dién giai két qua & Chuong 4.

2.3.1. Nhom ddc trung thong ké va do phiic tap chudi

Nhém dic trung thong ké va do phic tap chudi phan anh xu huéng lam rdi
(obfuscation) va che gidu payload thudng gip trong webshell. Trong thuc té, webshell
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c6 thé chia cac chudi dai (vi du chudi ma héa), cac dong ma cé dd dai bat thudng,
hoic cac ky tu dic biét xuat hién véi tan suat cao. Nhitng diic diém nay lam thay d6i
dang k€ phan phdi cla céc dic trung nhu entropy (entropy), ty Ié nén (compression
ratio), do dai tir I6n nhdt (longest word), hoic do dai dong I6n nhdt (maximum line

length).

D€ minh hoa su khdc biét giita hai 16p webshell va normal, luin vin st
dung biéu dd histogram theo 16p cho mdt s6 dic trung tiéu biéu. Hinh 2.3.1 cho thiy
phan phdi clia cac dic trung nay c6 xu hudng tach biét, qua d6 tao co sé cho viéc st

dung cac md hinh hoc mdy cd ban trong Chuong 3.
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2.3.2. Nhom ddc trung lién quan ham nhay cam va dau hiéu thuc thi

Bén canh cic dic trung thong ké, mot nhém dic trung quan trong khéc 1a cac
dic trung phan dnh diu hiéu st dung nhitng ham nhay cidm trong PHP. Trong bdi
canh ma doc va webshell, cic ham nhu eval (thuc thi ma dong), system/exec
(thuc thi 1énh hé diéu hanh) hoiic cdc thao tac md héa/gidi ma (encoding/decoding)

nhu base64_decode thudng dudc xem 1a chi bao manh cho hanh vi nguy hiém.

Trong tap dif lidu, cac dic trung thudc nhoém nay c6 thé xuat hién dudi dang
bién dém (s6 1an xuét hién) hoic bién nhi phan (c6/khong). Khi két hop v6i nhém dic
trung théng k&, md hinh hoc may c6 thé hoc dudc ca hai khia canh: diu hiéu hanh vi
“rd” (vi du goi ham nhay cam) va diu hiéu “gidn tiép” (vi du chudi dai, entropy cao).

2.3.3. Nhom ddc trung dang chit ky va luu y vé dé ro ri nhan

Mot sb dic trung trong tip dif liéu c6 thé mang tinh chit ky (signature) hoic
heuristic (heuristic), tic 1a phan dnh mic do “nghi ngd” dua trén cic quy tac nhin
dang c6 san. Cac dic trung dang chi ky c6 wu di€ém la gidp mo hinh dat hiéu ning
cao trong nhiéu trudng hop; tuy nhién ching ciing c6 thé gy ra nguy co dé ro ri nhan
(label leakage), khi mo hinh dua qua nhiéu vao mot diu hiéu gan tuong duong véi
nhan thay vi hoc ban chit phan biét gitta hai 16p.

P& ddm bio tinh khich quan ma vin ddm bio co s6 ly thuyét hoc mdy co ban,
luan vin thiét ké mot thi nghiém dbi ching & cac Chuong 3, 4: huin luyén mo hinh
trong hai kich ban (c6 va khong c6 nhom dac trung dang chit ky), tu d6 danh gia mic
do phu thudc cia mo hinh vao céc dic trung nay. Thiét ké ddi chiing gitip ting do tin
ciy khoa hoc ctia két qua ma khong yéu cau phuong phap hoc mdy ning cao.

2.4. Kiém dinh chit lugng di liéu

Trude khi tién hanh huin luyén mo hinh hoc mdy, viéc kiém dinh chdt luong
dit liéu (data quality) 1a can thiét nham dam bao di liéu ddu vao c6 dd tin ciy va
han ché céc sai 1éch do 15i ky thuat. Trong pham vi luan vin, kiém dinh chit luong
tAp trung vao ba nhém tiéu chi cd ban nhung quan trong: (i) ki€m tra gid tri thiéu
(missing values), (ii) ki€ém tra trung ldp (duplicate samples), va (iii) sang loc cdc ddc
trung (features) khong mang thong tin, dién hinh 12 cot hang (constant columns).

Céc kiém dinh trén dudc thuc hién tu dong bang ngdn ngit Python dé dam bao
tinh t4i 1ap. Két qua kiém dinh sé dudc st dung truc tiép trong quy trinh tién xt ly &
Muc 2.5 va gép phan dam béo thiét ké thi nghiém & Chuong 3, Chuong 4 dién ra nhét
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quan.
2.4.1. Kiém tra gid tri thiéu va dit liéu tring

Trén tap dit liéu CSV, luan vin kiém tra tdng s6 6 dif liéu bi thiéu nham dam
bio cdc md hinh hoc may khong bi 4nh hudng bdi cac gia tri rdng hoidc bi khuyét.
Pong thdi, luan vin kiém tra s6 luong dong trung ldp dé tranh trudng hop mot mau

xuat hién nhiéu 1an, gy sai 1éch trong qua trinh hu4n luyén va danh gia.

Két qua kiém dinh cho thay tap dit liéu khong c6 gia tri thiéu va khong c6 dong
trung lip. Diéu ny cho phép thuc hién cac budc tién xit ly tiép theo ma khong can ap
dung céc k¥ thuat dién khuyét (imputation) hoic loai bd miu tring, tit d6 gidm nguy
6 phat sinh sai 1éch do x 1y bo sung.

2.4.2. Phdt hién va loai bé cét hang

Mot sb diic trung (features) trong tap dif liéu c6 thé nhin cling mot gia tri trén
toan bd mau (thudng 1a 0). Cac cot hdng (constant columns) nay khong dong gép
thong tin cho bai todn phan loai do phuwong sai (variance) bang 0, dong thdi c¢6 thé

gay nhiéu hodc 1am ting chi phi tinh toan khong can thiét trong qua trinh huén luyén.

Do d6, luan vin thuc hién budc sang loc dic trung co ban biang cach loai bd
cdc cot c6 s6 luong gid tri khac nhau bang 1. Sau bude sang loc nay, sb ludng dic
trung hiitu ich dudc giit lai d€ dua vao pipeline tién xi 1y & Muc 2.5. Cach tiép cn nay
phu hop véi muc ti€u ung dung hoc mdy (applied machine learning) 6 miic cd ban va
giip md hinh 6n dinh hon khi huin luyén.

Danh sich ddy du cic cdt hang (constant columns) bi loai bd dudc cung cip
trong Phu luc.

2.4.3. Tong hop két qud kiém dinh chdt luong

Bang 2.4.1 tdng hop két qua kiém tra gid tri thiéu, di liéu trung va sb luong

cot hang (constant columns) dugc phat hién trong tap dit liéu. Trén co sé d6, luan vin

gitt lai cdc dic trung c6 bién thién d€ phuc vu huin luyén mo hinh & Chuong 3.

Bdng 2.4.1. Két qua kiém dinh chét lugng va sang loc dic trung & mtic cd ban.

Chi s6 kiém dinh (Quality check) Két qua (Result)
Téng s6 6 thiéu (Missing cells) 0

S6 dong trung (Duplicate rows) 0

S6 cot hang (Constant columns) 17

S6 dic trung sau loai cot hiang (Remaining features) 83
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Bdng 2.5.1. Thiét ké chia tap dit liéu.

Tap con (Subset) Ty 1é (Ratio) | S6 mau (Count) | Phan bd nhan (Class distribution)
Train (huan luyén) (training) 70% 1388 normal: 694, webshell: 694
Validation (xac thuc) (validation) | 15% 298 webshell: 149, normal: 149
Test (ki€m thi¥) (test) 15% 298 webshell: 149, normal: 149

2.5. Quy trinh tién xit Iy dit liéu cho hoc may
2.5.1. Tdch bién dau vao va nhan

Tir file CSV ban dau, dit liéu dudc tach thanh hai thanh phan: (i) ma tran dic
trung X gom tit ca cdc cot mo ta thudc tinh ma nguodn, va (ii) vector nhin y ldy tir
cOt label. Viéc tach riéng X va y nham dam bao tinh rd rang giita di liéu dau vao
va muc tiéu phan 16p, dong thdi 1a thao tac chuin trong quy trinh huan luyén mo hinh

hoc may.

Trong luin vin, cdc dic trung trong X déu la bién sb (int/float), phit hop d€ ap
dung truc tiép cdc mo hinh hoc may co ban nhu hoi quy logistic (logistic regression)
va ritng ngdu nhién (random forest) 3 Chuong 3.

2.5.2. Chia tdp train/validation/test theo ldy mdau phdn ting

Dé ddnh gia md hinh mot cach khach quan va han ché qud khdp (overfitting),
tap dit liéu dudc chia thanh ba tip con: hudn luyén (training), xdc thuc (validation) va
kiém thit (test). Luan vin lua chon ty 1& chia 70/15/15, trong d6 tap train dung dé huin
luyén tham s6 md hinh, tip validation dung dé Iva chon mo hinh/tham s6 & Chuong

3, va tap test chi sit dung & Chuong 4 dé bao cdo két qua cubi.

Qua trinh chia tap st dung Idy mdu phdn tdng (stratified sampling) nham gitt
nguyén phan bd nhan giita cac tp con. Cach thiét ké nay gitip ddm bao tap validation
va test phan 4nh diing diic tinh dif liéu ban dAu va tranh sai 1éch khi so sainh m6 hinh.

2.5.3. Chudn héa thang do ddc trung va xdy dung pipeline tién xit ly

Do cac ddc trung (features) c6 thang do khac nhau (vi du: dic trung do dai co
thé dat gid tri rat 16n, trong khi mot s dic trung khac chi nhan gia tri 0/1), luan vin
ap dung budc chudn hoa (standardization) dé dua cac dic trung vé cling mién gia tri
tuong dbi. Viéc chuin héa gitip cdc mo hinh tuyén tinh nhu hoi quy logistic (logistic
regression) hoat dong 6n dinh hon va gidm dnh hudng cta su chénh léch thang do.

Quy trinh tién xt ly dudc dong géi thanh mdt pipeline (pipeline) gdom hai budc
chinh: (i) loai bo céc dic trung cé phuwong sai (variance) bang 0 (tuong tGng véi cot

hdng (constant columns)), (ii) chudn héa dic trung bﬁng StandardScaler (chudn héa
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theo trung binh va do 1éch chuan). Quan trong hon, pipeline chi dudc fit (fit) trén
tap train va sau d6 ap dung nhit quan cho validation/test d€ tranh ro ri dit liéu (data
leakage) trong danh gia.

2.5.4. Luu trit tao phdm dit liéu dé'tdi si dung

Pé dam bao tinh tdi 14p va duy tri sy nhit quan giita cic chuong, luan vin luu
lai cac tao phdm di liéu (data artifacts) sau khi tién xit Iy. C4c tao phdm nay dugc sinh
tu dong bang Python va dudc st dung truc tiép trong toan bd quy trinh huin luyén va
danh gia:

(i) dataset_splits.npz: chia Xyain, Xva, Xest sau tién xi ly va céc
vector nhan tuong dng, giip Chuong 3 va Chuong 4 st dung ding mot thiét ké chia
tap cd dinh.

(ii) preprocess. joblib: luu pipeline (pipeline) tién xit ly (loai cot hing
va chudn hda), ddm bao khi 4p dung cho dit liéu méi hoic khi tdi chay thi nghiém sé

thu dudc két qua nhat quan.

(ili) selected_features.csv: danh sach dic trung dugc git lai sau bude

sang loc, phuc vu viéc truy vét va dién gidi dic trung khi can thiét.

Viéc Iuu céc tao pham dit liéu néu trén gitip Chuong 3 tip trung vao xay dung
mo hinh va lya chon tham s trén tp train/validation, dong thdi gitip Chuong 4 ddnh
gia cudi trén tap test ma khong thay d6i bat ky budc tién xit 1y nao.

2.6. Két luan

Chuong 2 da trinh bay quy trinh xay dung tap du liéu dang ddc trung (feature-
level dataset) phuc vu bai to4an phat hién webshell trong ma nguén PHP. Tru6c hét,
tap dit liéu dugc mo ta rd rang vé cau tric file CSV va phan bb nhan (Muc 2.2), qua

d6 cung cap biic tranh tong quan vé quy md dif liéu va tinh can bang giita hai 16p.

Tiép theo, luan vin thuc hién kiém dinh chdt luong dit liéu (data quality) &
mtic co ban nhung can thiét, bao gdm ki€m tra gid tri thiéu (missing values), tring
ldp (duplicates) va sang loc cét hang (constant columns) (Muc 2.4). Cic budc nay
nhidm dam bao dit liéu dau vao c6 dd tin ciy, giam nhiéu va han ché sai léch trong qua
trinh huén luyén.

Trén co sé dit liéu da kiém dinh, Chuong 2 xdy dung quy trinh tién xit Iy
(preprocessing) cho hoc mdy (Muc 2.5), bao gém: chia tip train/validation/test theo

ldy mdu phdn tang (stratified sampling) véi ty 1€ 70/15/15, chuin héa thang do dic
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trung va dong goi toan bd quy trinh dudi dang pipeline (pipeline). Ddc biét, lun van
luu lai cac tao phdm dit liéu (data artifacts) gom (i) tap dit liéu da chia va tién xa ly,
va (ii) pipeline tién xt ly, nham dam bao kha nang tai 1ap va duy tri su nhét quan giita

cac chuong.

Tir cac két qua ctia Chuong 2, Chuong 3 sé st dung tip train va validation
(dudc tao ra & Muc 2.5.2) dé xay dung cic mo hinh hoc mdy co béan, lua chon tham
s6 phut hop va dé xuit cai tién & mic quy trinh/dic trung trén cling mot thiét ké tién
xt 1y cb dinh. Sau d6, Chuong 4 sé st dung tap test (dudc tach riéng tit Chuong 2) dé
thuc hién md phong, danh gia cubi va so sanh md hinh bing céac chi sé nhu do chinh
xdc (accuracy), do dung (precision), dé bao phu (recall) va F1-score (F1-score), kem

theo cac hinh minh hoa nhu ma tran nham 1an va dudng cong ROC/PR.
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CHUONG 3. NGHIEN CUU MO HINH PHAT HIEN WEBSHELL

3.1. Gidi thiéu va muc tiéu mo hinh phat hién

Trén co s3 tap dit liéu da dudc xay dung va tién xi Iy & Chuong 2, chuong
ndy tap trung vao viéc xay dung mo hinh hoc may dé phat hién webshell trong ma
ngudn PHP. Do muc tiéu ctia luin vin 1a theo huéng ting dung hoc mdy & mic co
bén, luan vin lya chon cdc mo hinh phd bién, dé dién gidi va phit hdp véi dit liéu dang
vector dic trung (feature vector), bao gdm: hoi quy logistic (logistic regression) va

ritng ngdu nhién (random forest).

Muc tiéu ctia Chuong 3 gdm: (i) xay dung cic md hinh co ban trén tap train, (ii)
lua chon tham s6 don gian dua trén tap validation dé han ché qud khdp (overfitting), va
(iii) lua chon mo hinh/thiét 1ap tt nhét 1am co s& cho danh gi cudi trong Chuong 4.
Toan bd quy trinh huin luyén va lua chon moé hinh dugc thuc hién trén cling mot
pipeline (pipeline) tién xit ly va cung thiét ké chia tap dit liéu (70/15/15), nham dam

bao cac mo hinh dudc so sainh mdt cach nhét quan.

Dit liéu dau vao cho huln luyén va danh gia trong chuong nay dudc lay tit
cac tao phdm dit liéu (data artifacts) da ducgc dé cap trong Chuong 2, bao gdm
dataset_splits.npz (cdc tip train/validation/test sau tién xii y) va prepro—
cess. joblib (pipeline tién X 1y).

3.2. Thiét ké thi nghiém va céu hinh huén luyén

3.2.1. Thiét ké dit liéu hudn luyén va xdc thuc

Theo thiét ké & Chuong 2, tap dit liéu dudc chia thanh ba phan: train/validation/test
theo ty 18 70/15/15 va st dung Idy mdu phdn tdng (stratified sampling) d€ gilt 6n dinh
phan bd nhin. Trong Chuong 3, luan vin chi sit dung hai tap train va validation cho
qua trinh huin luyén va lua chon md hinh. Tap test dudc gitt doc 14p va chi st dung
cho danh gia cubi & Chuong 4, nham tranh ro ri dit liéu (data leakage) va dam bao
tinh khach quan ctia két qua.

D& didm béo tinh nhét quan gitta cdc mo hinh, toan bd dit liéu dau vao da dudc
tién xt Iy theo cling mot pipeline (pipeline) dudc md ta tif Chuong 2. Nhd d6, moi md

hinh dugc huin luyén va danh gi4 trén cuing khong gian dic trung va ciing thang do.
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3.2.2. Tiéu chi lwva chon mé hinh va ly do lua chon

Trong bai toan phat hién webshell, viéc tdi uu héa dé chinh xdc (accuracy) don
thuan c6 thé khong phan anh diy da chit lugng phat hién, dic biét khi can nhac yéu
cAu gidm bdo dong gia va giam bo sét. Vi vay, luan vin st dung F1-score (F1-score)
trén tap validation 1am tiéu chi chinh d€ Iva chon mo hinh va tham sb. Chi s6 F1-score
két hop dong thdi do diing (precision) va do bao phi (recall), phu hop dé danh gia

nang luc phat hién 6 muc canh bao.

Viéc lua chon hai md hinh Logistic Regression va Random Forest trong luan
viin khong nhiam chiing minh day 1a cdc thudt toan c6 hiéu ning cao nhét d6i véi bai
toan phat hién webshell, ma nham dai dién cho hai huéng tiép can phd bién trong hoc
may 12 mo hinh tuyén tinh va mo hinh phi tuyén. Hai thuit todn déu di dudc st dung
rong rii trong cic bai todn phan loai nhi phan, c6 cAu triic tuong dbi don gian, dé trién
khai, dé dién giai két qua va phu hop v6i quy mo cia bo dit liéu st dung trong nghién
ctfu. Logistic Regression dugc lua chon 1Am md hinh co s& (baseline) do ¢6 toc do
huin luyén nhanh, kha ning dién giai t6t va thuong ducc st dung nhu mot chuin so
sanh trong cac nghién ctu phan loai. Trong khi d6, Random Forest c6 kha nang hoc
dudc cdc quan hé phi tuyén va su tuong tdc giita nhiéu dic trung, phit hop véi bai toan
phat hién webshell khi cdc diu hiéu doc hai thuong khong xuét hién riéng 1é ma 1a
su két hop ctia nhiéu dic trung théng ké, dic trung hanh vi va dic trung dang chit
ky. Mic du c4c phuong phap hoc siau hoidc cdc md hinh bi€u dién ma ngudn hién dai
(Transformer, CodeBERT, Graph Neural Network...) di cho thiy nhiéu két qua tich
cuc trong cdc nghién cifu gan day, cac phuong phap nay thudng yéu cau bd dit liéu c6
quy mo 16n, chi phi huén luyén cao va khé dién gidi hon. Vi vy, trong pham vi luan
vin, hai mo hinh Logistic Regression va Random Forest dudc Iva chon nhiam dam bao
tinh don gian, kha ning ti 14p va thuan 16i trong qua trinh phan tich két qua.

3.2.3. Cdu hinh hudn luyén mé hinh

Luan van lya chon hai mo6 hinh hoc may co ban nhu sau:

(i) Hoi quy logistic (logistic regression): md hinh tuyén tinh, dé trién khai va
dé dién gidi. Luan viin khao sit tham s6 diéu chuin C' & mot tap gid tri nhé nhiam kiém
soat miic do diéu chudn (regularization).

(ii) Ritng ngdu nhién (random forest): mo hinh dua trén tap hop cay quyét dinh,
c6 kha ning mo hinh héa quan hé phi tuyén tinh gitta cdc dic trung. Luin vin khao

sat mot sd thiét 1ap co ban nhu s6 ludng cay va do sau t6i da nham can bing giita hiéu
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nang va do phuc tap.

Viéc gi6i han sb lugng tham sd khdo sat & miic nhd giip dam bio quy trinh
phtl hodp vé6i dinh hudng ing dung hoc mdy ctia luan vin, dong thdi van thé hién dudc
buée Iya chon mo hinh dua trén dit li€u validation thay vi lya chon cam tinh.

3.2.4. M6 hinh hoa bai toan phdn loai nhi phdan

V6i mbi mau ma ngudn PHP, sau budc trich xuét va tién xi 1y & Chuong 2, dit
liéu dugc biéu dién béi mot vector dic trung z € R? va nhin tuong ing y € {0,1},
trong d6 y = 1 dai dién cho 16p webshell va y = 0 dai dién cho I6p normal. Bai

toan dat ra 1a hoc mot ham phan loai f(-) sao cho:

J=flx),

trong d6 ¢ 1a nhan du doan. Trong pham vi luan vin, cac md hinh dugc lua chon déu
thudc nhém hoc cé gidm sdt (supervised learning), nghia 12 mo6 hinh hoc tham sb tir
du liéu da gan nhan.

Ngoai du doan nhin, mot s6 md hinh (vi du hoi quy logistic (logistic regres-
sion)) c6 thé sinh ra xac suit du doan p(y = 1 | z). Gia tri xdc suit ny c6 thé hd trg
diéu chinh ngudng canh bao trong trién khai thuc té, tuy nhién trong luan vin ngudng
phan loai mic dinh dudc st dung theo thiét 1ap cia thu vién (thuong 13 0.5) d€ dam
b4o tinh don gidn va nhit quan trong so sainh mo hinh.

3.3. Huén luyén va lua chon mé hinh trén tip validation

3.3.1. Quy trinh hudn luyén va so sdnh mé hinh

Trén co sé dit liéu da dugc tién xi ly va chia tip & Chuong 2, luan vin tién
hanh huin luyén cac mo hinh hoc mdy co ban trén tip train va danh gid tam thoi trén
tap validation. Quy trinh thuc nghiém dugc thuc hién theo nguyén tic sau: (i) md
hinh dugc huln luyén (fit) trén tap train, (ii) du dodn trén tip validation d€ tinh chi
s6 F1-score (Fl-score), va (iii) lua chon thiét 1ap tham s6 c6 Fl-score t6t nhat. Tap
test khong tham gia vio qud trinh Iwa chon nhim dam bao danh gia cubi § Chuong 4

mang tinh khach quan.

Déi v6i hoi quy logistic (logistic regression), luan viin khio sat tham sé diéu
chuin C v6i mot s gid tri tiéu bi€u nham quan sat anh hudng ctia miic do diéu chuin
dén kha ning phan loai. Dbi véi ritng ngdu nhién (random forest), luan vin khéo sat

mot s thiét 1ap co ban gom sb luong cay va do sau téi da, 12 cac tham sb c6 anh hudng
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truc tiép dén do phiic tap va kha ning tdng quat héa ctia mo hinh.
3.3.2. Két qud lua chon mé hinh/tham sé

Bang 3.3.1 trinh bay két qua Iva chon mo hinh va tham s6 don gian dua trén
F1-score (F1-score) trén tap validation. M&i md hinh dudc bao cdo kém thiét 1ap tham
s6 tot nhit va gid tri F1-score tuong dng. Thiét 1ap dudc lua chon & muc nay sé dudc
gitt cb dinh dé€ danh gid cudi trén tap test trong Chuong 4.

Bdng 3.3.1. Két qua lua chon m6 hinh/tham sb dua trén tap validation.

M6 hinh (Model) Thiét 1ap (Setting) F1 trén validation
(Validation F1)

Logistic Regression C=10.0 0.9324

Random Forest n=100, depth=10 0.9695

3.3.3. Két lugn lwa chon mé hinh

Tir két qua trén tap validation, luin vin lua chon hai mé hinh véi thiét 1ap tham
s6 tuong ting d€ dua vao danh gia cudi. Trong Chuong 4, cdc mo hinh sé dudc danh
gia trén tap test bﬁng cac chi sb dé chinh xdc (accuracy), dé diing (precision), dé bao
phii (recall), FI-score (F1-score), dong thdi minh hoa bﬁng ma trin nham 14n va cic
dudng cong ROC/PR nham quan sat hanh vi phan loai & cac ngudng khac nhau.

3.4. Phan tich mé hinh héi quy logistic

3.4.1. Nguyén ly va biéu dién xdc sudt

Hoi quy logistic (logistic regression) 12 mot mo hinh tuyén tinh phd bién cho
bai todn phdn loai nhi phédn (binary classification). V6i mot mau dau vao dudc biéu
dién bdi vector dic trung € R?, md hinh u6c luong xdc suat mau thude 16p duong
(webshell) thong qua ham sigmoid:

1

_ T
gt z=w = +b,

ply=1]z)=o0(2)

trong d6 w € RY 1a vector trong s6 va b 12 hé s chéch (bias). Du doan nhin dudc suy
ra dua trén nguong 7:
L oply=1|z) =,

Na¥
I

0, ply=1]z) <.
Trong nghién cifu ndy, ngudng phan loai dugc st dung 1a 7 = 0.5, tuong ting véi thiét
1ap mic dinh cla thu vién Scikit-learn. Khi xdc suét du dodn p(y = 1|z) > 0.5, miu

dudc phan loai 1a webshell; ngugc lai sé duge phan loai 1a mau binh thudng. Gia tri
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ngudng nay phu hop véi bd dit liéu can bang giita hai 16p dudc st dung trong luan vin

va giup thuin 101 khi so sanh véi cac nghién ctiu lién quan.

Ddi véi bai toan phat hién webshell, 16p webshell dugc xem 1a 16p duong
(positive class). Do d6, cac chi s6 do diing (precision), do bao phii (recall) va F1-score

(F1-score) trong cac chuong sau déu dudc tinh theo 16p duong nay.

3.4.2. Ham mat mdt va vai tro cua diéu chudn

Muc tiéu huin luyén ctia hdi quy logistic 1a tim bo tham sb (w, b) sao cho xé4c
suét du doan phil hdp nhét véi nhan that trén tip huin luyén. Trong thuc té, md hinh
thuong két hop diéu chudn (regularization) d& han ché qud khdp (overfitting), dic biét
khi dit liéu c6 nhiéu dic trung hodc cic dic trung c6 tuong quan. Vé mit truc gidc,
diéu chuén gitip tranh trudng hgp md hinh “phéng dai” trong s6 ctia mot sd dic trung

dé khép chit dit liéu huin luyén nhung lai kém téng quat trén dit liéu mdi.

Trong thu vién scikit-learn, tham s6 C' diéu khién miic do diéu chuin theo
dang nghich ddo: C cang 16n thi diéu chudn cang yéu, C' cang nhé thi diéu chuin
cang manh. Trong luan van, C' dudc khao sat trén mot tap gia tri nho va lua chon dua
trén hiéu ning validation (Muc 3.3), nham dam bao quy trinh lua chon tham sb don
gidn, ¢4 co sG thuc nghiém va dé giai trinh.

3.4.3. Tinh phi hop ctia héi quy logistic véi dit liéu ddc trung

V6i dit liéu dang vector dic trung, hdi quy logistic c6 mot s6 vu diém phu hop
v6i muc tiéu luan vin: (i) don gian va hiéu qua, chi phi huan luyén thip; (ii) dé trién
khai trong thuc té do toc do suy luan nhanh; (iii) c6 kha ning dién gidi miic do anh

hudng cla dic trung thong qua trong sd w (muc do dong gép tuong doi).

Mic du 1a mo hinh tuyén tinh, héi quy logistic van c6 thé dat hiéu qua tot néu
cac diic trung dau vao di phan anh dudc su khac biét giiia hai 16p. Trong bai todn phat
hién webshell, cic dic trung thudng két hop ca diu hiéu truc tiép (vi du su xuat hién
clia cdc ham nhay cam) va diu hiéu gian tiép (vi du do dai chudi, dd phic tap thong
ké). Su két hop nay lam ting kha ning tach biét tuyén tinh giita hai 16p trong khong
gian dic trung, qua d6 gitp hoi quy logistic trd thanh mot mo hinh nén tang (baseline)
phu hop.

3.4.4. Gidi han ctia hoi quy logistic trong boi canh phdt hién webshell

Do ban chat tuyén tinh, hdi quy logistic c¢6 thé gip han ché khi ranh gidi phan
tach gitta hai 16p c6 dang phi tuyén manh hodc khi hanh vi webshell bi che gidu theo
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nhiéu bién thé phic tap. Ngoai ra, mo hinh c6 thé nhay véi cac dic trung c6 phan
phdi 1éch va ngoai 1& néu khong chuin héa thang do. Vi viy, luan vin két hop st dung
pipeline chuin héa dic trung (Muc 2.5) va dong thi st dung mdt mo hinh phi tuyén
(ritng ngdu nhién (random forest)) d€ so sanh va bo sung goc nhin.

3.5. Phan tich mé hinh rirng ngau nhién

3.5.1. Nguyén ly mé hinh va truc gidc hoat dong

Ring ngdu nhién (random forest) 12 mot mo hinh #6 hop (ensemble) dua trén
nhiéu cdy quyét dinh (decision tree). Moi ciy quyét dinh hoc mot tap cac quy tic phan
tach dit liéu dua trén céc dic trung dau vao dé€ di dén du dodn nhan. Khi du dodn, riing
ngau nhién két hop két qua ctia nhiu cay (thudng bang bd phiéu da s6 d6i véi phan

loai) dé dua ra du dodn cudi cung.

Truc gidc quan trong clia ring ngau nhién 1a giam sai 1éch do mot cay don 18
bing cich tao ra nhiéu cy “da dang” va tdng hop ching. Po da dang nay dén tir hai
co ché ngiu nhién: (i) mdi ciy dudc huin luyén trén mot mau di licu duogc iy lai
¢6 hoan (bootstrap sampling), va (ii) tai moi nut phan tach, md hinh chi xét mot tap
con ngau nhién cua céac dic trung. Nhd d6, mo hinh c¢6 xu huéng gidm phuong sai

(variance) so Vi cay quyét dinh don, va cai thién kha niing tdng quat hoa.

Random Forest dudc xay dung tif nhiéu ciy quyét dinh (decision tree) doc 1ap.
Mai cay khong dudc huan luyén trén toan bo tap dif liéu ma trén mot tap dit liéu con
dudc tao bang k¥ thuat Bootstrap (liy mau c6 hoan lai). Vi phuong phap nay, mot
méau dif liéu c6 thé dudc lua chon nhiéu lan trong cing mot tip huin luyén, trong khi
mot s6 mau khac c6 thé khong dugc lua chon. Diéu nay tao ra su khac biét giita cac
ciy quyét dinh, gép phan lam gidm hién tuong qua khép (overfitting). Bén canh viéc
lidy mAiu ngiu nhién di liéu, tai mbi nit ctia cdy quyét dinh, Random Forest chi Iva
chon ngiu nhién mdt tip con céac dic trung dé€ tim phép chia tot nhat thay vi st dung
toan bo dic trung. Co ché nay gilp giam sy tuong quan gifta cdc cdy quyét dinh va
nang cao khd ning tdng quat héa ctia md hinh.

3.5.2. Cd ché biéu dién quan hé phi tuyén va tuong tdic ddc trung

Khéc véi hoi quy logistic (logistic regression) von tao ranh gidi phan tach tuyén
tinh trong khong gian diic trung, ring ngau nhién c6 thé mo hinh héa céc quan hé phi
tuyén va cdc tuong tac phuc tap giiia cac dic trung. Diéu nay dic biét phu hop vé6i bai
toan phat hién webshell trong thuc t&, khi hanh vi webshell c6 thé dudc che gidu bang

nhiéu ky thuat lam réi (obfuscation) va bién thé ma khac nhau.
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Trong bbi canh dit lidu dang vector dic trung, cic quy tic phan tich ctia ciy
quyét dinh c6 thé xem nhu céc diéu kién dang “néu—thi” (if-then) trén céc dic trung,
vi du: néu mot sb dic trung vé do dai chudi/entropy vudt ngudng va dong thdi xuat
hién mot dau hiéu thuc thi nhay cdm, mau c¢6 xu huéng thudc 16p webshell. Cich
biéu dién theo quy tic nay gitp riing ngdu nhién c6 kha ning xi ly cdc mau ma diu
hiéu khong hoan toan tuyén tinh.

3.5.3. Tham sé co bdn va y nghia trong ludn vin

Trong pham vi luan vin, md hinh riing ngiu nhién dudc khao sat véi mot sd
tham s6 cd ban nham dam bao tinh don gian va dé giai trinh: (i) s6 ludng cy (number

of trees (n_estimators)), va (ii) do sau tbi da ctia ciy (maximum depth (max_depth)).

S6 lugng cay 16n hon thudng gitip md hinh &n dinh hon do gidm dao dong gitta
céc 1an huin luyén, tuy nhién ciing 1am ting chi phi tinh toan. Do sau tdi da clia cay
4nh huéng truc tiép dén do phic tap ctia md hinh: cdy cang sau cang c6 kha ning
khép dit liéu hun luyén chi tiét hon, nhung nguy co qud khdp (overfitting) ciing ting.
Do d6, luan vin Iya chon tham s dua trén FI-score (F1-score) trén tip validation
(Muc 3.3), dam bao viéc diéu chinh tham s6 c6 co s thuc nghiém va khong st dung
tap test trong giai doan lya chon.

3.5.4. Tinh phi hop va gidi han ciia ritng ngdu nhién

Ring ngau nhién c¢6 mot sd uu diém phu hdp véi muc tiéu phat hién webshell:
(i) m6 hinh héa quan hé phi tuyén tdt, (ii) tuong dbi bén viing trudc nhiu va outlier
do co ché tdng hop nhiéu cay, va (iii) khong qua nhay vé6i viéc chuin héa thang do
nhu md hinh tuyén tinh. Trong lun vin, mic du pipeline tién xi& 1y vin chuin héa
thang do d€ ddm bdo nhit quéan vé6i cdc mo hinh khéc, ritng ngiu nhién van c6 thé tan

dung tt cac dic trung da dang d€ phan biét gitta hai 16p.

Tuy nhién, riing ngau nhién ciing c6 mot sb gi6i han: (i) chi phi suy luan thudng
cao hon so véi hdi quy logistic, dic biét khi sd ludng cay 16n; (ii) miic do dién gii
truc tiép thuong khé hon mo hinh tuyén tinh, do du dodn 1a két qua tdng hop nhiéu
ciy; va (iii) néu thiét 1ap tham s6 khong hop 1y (vi du cdy qua siu), mo hinh c6 thé
tdng nguy co qua khép. Vi vy, luan vin st dung chién ludc lya chon tham s don

gian dua trén validation dé€ cin bang giita hiéu ning va kha ning tdng quat hoa.
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3.6. Thao luén vé tiéu chi lua chon va nguy co sai léch
3.6.1. Lua chon chi sé ddnh gid: vi sao uu tién Fl-score

Trong bai toan phat hién webshell, hai dang sai s6t déu c6 chi phi: (i) bdo dong
gid (false positive) 1am ting khoi luong cong viéc ra soat ma nguodn va cé thé gay
“nhiéu” cho ngudi quan tri, va (ii) b4 sot (false negative) c6 thé dan t6i rui ro an ninh
nghiém trong do webshell khong bi phat hién. Do d6, néu chi t6i uu do chinh xdc
(accuracy) thi c6 thé khong phan 4nh day di chat lugng mo hinh trong bdi canh an

toan thong tin.

Vi ly do trén, luan vin lua chon FI-score (Fl-score) lam tiéu chi chinh d€ so
sanh va Iua chon md hinh trén tap validation. F1-score la trung binh diéu hoa cta dé
diing (precision) va dé bao phii (recall), phan 4nh miic cAn bang gifta gidm bdo dong
gia va giam bo sot. Trong luan van, 16p webshell dudc xem la 16p duong (positive

class) khi tinh céc chi s6 precision/recall/F1.
3.6.2. Nguy co qud khdp va cdc dau hiéu can luu y

Qud khdp (overfitting) xay ra khi mo hinh hoc qua st cic miu trong tap huin
luyén, din dén hiéu ning cao trén train nhung giam dang ké trén di liéu méi. Nguy
o nay thuong ting khi mo hinh c6 do phiic tap cao hoic khi diéu chinh tham sb qua

nhiéu 1an dua trén mot tap validation cb dinh.

Trong luan vin, mot s6 bién phdp co ban dudc st dung d€ han ché qua khép:
(i) thiét ké chia di liéu train/validation/test tich biét ngay tif Chuong 2, (ii) gidi han
khong gian tham s6 khao sat & mifc nho dé phit hop dinh huéng ting dung co ban, va
(iii) lya chon md hinh dua trén tip validation thay vi dua trén tap train. Pdi véi mo
hinh ritng ngdu nhién (random forest), viéc gidi han do sau tdi da cling gép phan gidm

nguy co qua khép do cdy quyét dinh qua phiic tap.

Mot ddu hiéu thuc nghiém thudng gip ctia qua khdp la su chénh 1éch 16n gitta
F1-score trén train va F1-score trén validation. Trong ludn van, viéc st dung validation
cho Iva chon mo hinh (Bang 3.3.1) gitip cung cAp mot diém kiém tra doc 1ap d€ quan
sat xu hudng nay.

3.6.3. Nguy cd ro ri dit liéu va cdch kiém sodt

Ro ri dit liéu (data leakage) 12 mot trong nhitng nguyén nhan phd bién din dén
két qua “dep gia”, khi thong tin tif tip danh gid vo tinh dudc st dung trong qud trinh

huin luyén hoic lua chon mé hinh. Mot s6 dang ro ri thudng gip gém: (i) chuin héa
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dac trung trén toan bo du liéu trude khi chia tap, (ii) lua chon dac trung dua trén toan

bd dit liéu, hoic (iii) st dung tap test d€ diéu chinh tham sd.

Trong ludn vin, nguy co ro ri dif liéu dudc kiém soat theo nguyén tac: moi budc
c6 thé hoc tham sb tir dit lidu, vi du chudn hoa (standardization) hodc sang loc dic
trung theo phuwong sai (variance) chi dudc fit trén tap train. Sau d6, cac phép bién doi
dudc 4p dung nhit quin cho validation/test bang ciing mét pipeline (pipeline). Ngoai
ra, tap test dudc gilt doc 1ap va chi dung cho bdo cdo két qua cudi & Chuong 4, tranh
viéc “tdi uu” md hinh theo test.

3.6.4. Thién léch dit liéu va gidi han cua bé du liéu

Mic du tap dif liéu dudc can bang theo hai 16p, van c6 thé ton tai thién léch
(bias) do nguodn dit liéu va cach dit liéu dudc thu thap/tién xd ly. Vi du, néu cac mau
webshell trong tap dit lidu chii yéu thudc mot s6 ho webshell phd bién hoic st dung
mot s6 k¥ thuat 1am r6i dién hinh, mo hinh c6 thé hoc tdt trén céc kiéu d6 nhung kém
tong quat vSi cac bién thé méi.

Bén canh d6, dif liéu can bang gitip thuan Igi cho nghién ciiu va so sinh mo
hinh, nhung trong trién khai thuc té, ty 1& webshell trong ma ngudn thudng thap hon
nhiéu so v6i ma binh thudng. Do d6, khi 4p dung thuc té, c6 thé can diéu chinh
ngudng canh bdo hoic uu tién giam bo sét tiy bdi canh. Trong pham vi luin vin, cac
thi nghiém dudc thiét ké nham so sinh mo6 hinh mdt cach nhat quan trén cung tip
dit liéu chuén, va phan danh gid & Chuong 4 sé cung cip thém goéc nhin thong qua
ROC-AUC/PR-AUC va ma tridn nham lan.

3.6.5. Ddc trung mang tinh chit ky va nguy co dep gia

Mot luu y quan trong trong phat hién webshell 12 mot s6 dic trung c6 thé
mang tinh chiz ky (signature) hodc heuristic (heuristic). Cac ddc trung nay c6 thé gitip
mo hinh dat hiéu ning cao nhanh chéng, nhung ciing tiém 4n nguy c6 mo hinh phu
thudc qua nhiéu vao diu hiéu gan tuong duong nhan. Trong luan vin, d&€ ddm bao
két quéa c6 y nghia, phan danh gid & Chuong 4 sé dudc trinh bay theo nhiéu chi sb
(precision/recall/F1 va ROC/PR), dong thdi luan vin thdo luin rd gi6i han cia dit lidu

va mo hinh trong bbi canh phat hién dua trén dic trung tinh.
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3.7. Quy trinh ap dung moé hinh cho du liéu méi
3.7.1. Yéu cdu nhdt qudn vé khong gian ddc trung

Trong trién khai thuc té, muc tiéu ctia hé thong 13 danh gia mot doan ma PHP
mdi va dua ra du doan webshell hodac normal. Tuy nhié€n, do mo hinh trong luan
viin dugc huin luyén trén dif liéu dang vector ddc trung (feature vector), dit liéu dau
vao cua giai doan suy lun (inference) phéi dugc bi€u dién dung theo cung khong gian

dic trung nhu dif liéu huén luyén.

N6i cch khéc, néu € R? 1a vector dic trung sau tién xd 1y, thi mot miu ma
ngudn méi phai dudc trich xuat dic trung theo cling bd tiéu chi (cling tén dic trung,
cung dinh nghia) va sau d6 di qua ding quy trinh tién xt ly da st dung khi huan luyén.
Diéu nay gitip bdo dam tinh nhit quéan va tranh sai 1éch do khac biét thang do hoic
thiéu dic trung.

3.7.2. Pipeline suy ludn tong qudt

Quy trinh suy luan tdng quat dugc mo ta theo cac budc sau:

(i) Thu thdp dit liéu ddu vao (input acquisition): iy ma ngudn PHP can kiém

tra (vi du file hoac doan ma).

(ii) Trich xudt dcic trung (feature extraction): chuyén ma ngudén PHP sang dang
bang dic trung theo ding dinh nghia dataset. Trong pham vi luan van, budc nay dudgc
gid dinh da thuc hién d€ tao ra dit liéu dang CSV/row tuong ting véi mot mau.

(iii) Tién xit Iy ddic trung (preprocessing): ap dung pipeline tién xt ly da luu dé&
(a) loai bd céc dic trung khong phu hop (vi du ¢t hang (constant features) da bi loai
trong huén luyén), va (b) chuin héa thang do dic trung bang StandardScaler. Budc
nay bao dam dit liéu méi c6 cung thang do va ciing cach biéu dién vé6i dif liéu huin
luyén.

(iv) Dy dodn (prediction): dua vector diic trung sau tién xi ly vao md hinh da
huén luyén d€ thu dudc nhin du dodn ) € {webshell, normal}. V6i cdc mo hinh
c6 kha ning sinh x4c sut, hé thdng c6 thé thu dudc thém gia tri p(webshell | z)

dé hd tro dién gidi hoic diéu chinh ngudng canh bdo.

(v) Xudt két qud (output): tra vé nhan du doan va (néu c6) xac suat/tin hiéu hd

trg d€ phuc vu ra quyét dinh.
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3.7.3. Si dung cdc tao phdm dit liéu da luu dé'tdi lap suy ludn

D& dim bio quy trinh suy luin c6 thé tai 1ap va nhit quan véi qud trinh huin
luyén, luan vin luu va st dung cic t&p tao phdm dit liéu (data artifacts) sau day ducc

sinh ra sau qua trinh xi ly bang ngon ngit Python:

(i) preprocess. joblib: luu pipeline tién xi ly gom sang loc dic trung
theo phuong sai va chuin héa thang do. Khi d4p dung cho dit liéu méi, pipeline nay
giip ddm bao dit liéu dugc bién d6i gidng hét nhu trong huin luyén.

(ii) best_1r.joblib v best_rf.joblib: luu md hinh hdi quy logis-
tic va riing ngiu nhién tuong ding véi thiét 1ap tham s6 tot nhit trén tip validation
(Muc 3.3). Trong trién khai, c6 thé sit dung mot mo hinh hoidc két hgp hai mo hinh
tlly muc tiéu vu tién (vi du uu tién téc do hodic uu tién kha ning mod hinh héa phi

tuyén).

(ili)) selected_features.csv: luu danh sach dic trung dudc git lai sau
budc sang loc. Tép nay gitip kiém tra tinh nhat quan cta dif liéu dau vao (vi du ddm
b4o dif liéu méi c6 dii cac dic trung can thiét) va ho trd truy vét khi phan tich 16i du

doan.

Nho co ché luu cic tao phadm dif liéu, toan bo quy trinh tif tién xi ly dén suy
luan c6 thé dugc tdi chay nhit quan gitta c4c 1an thuc nghiém va phu hgp véi yéu cau
tai 1ap trong nghién ctu khoa hoc.

3.7.4. Lién két sang giai doan ddnh gid cuoi

Trong Chuong 4, cac md hinh da lva chon s€ dugc danh gia trén tap test doc
1ap bang céc chi s6 tdng hop va hinh minh hoa (ma tran nham 1an, ROC/PR). Cic két
qua danh gid nay phan anh truc tiép chit luong clia quy trinh suy luin néu trén khi ap
dung cho dit liéu chua tiing xuét hién trong hun luyén va Iya chon mo hinh.

3.8. Kétluan

Chuong 3 da trinh bay diy di quy trinh xdy dung mo hinh phat hién webshell
theo huéng ing dung hoc mdy (applied machine learning) ¢ mic c¢o ban, bam sat dit
liéu dang vector ddc trung (feature vector) dudc tao ra 6 Chuong 2. Trong tam cua
chuong 12 thiét ké mot quy trinh huin luyén va Iva chon md hinh nhit quén, c6 kha

ning tdi 1ap, dong thdi tranh cac sai 1éch thudng gip trong thuc nghiém hoc may.

Tru6e hét, chuong da xac 1ap rd nguyén tic tach biét train/validation/test va st

dung tap validation d€ Iva chon mé hinh/tham sb, nham han ché qud khdp (overfitting)
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va tranh 70 ri dit liéu (data leakage). Quy trinh nay ddm bao ring tip test dudc git
doc 1ap va chi dung cho déanh gid cudi, qua d6 gitp cac két luan & Chuong 4 c6 gid tri
khach quan. Bén canh d6, luan van st dung FI-score (F1-score) lam ti€u chi lga chon
m6 hinh, phan dnh cin bang giita dé duing (precision) va dé bao phii (recall) trong
bdi canh phat hién ma doc, trong d6 16p webshe 11 dudc xem la 16p duong (positive

class).

Tiép theo, chuong da trién khai hai mo hinh hoc may co ban nhung c6 y nghia
so sanh rd rang: hoéi quy logistic (logistic regression) va rung ngdu nhién (random
forest). Hoi quy logistic dong vai trd md hinh tuyén tinh nén tang, c6 uu diém vé tinh
don gian, téc do suy luin va kha ning dién gidi tuong d6i. Riing ngiu nhién bd sung
g6c nhin phi tuyén, c6 kha niing mé hinh héa tuong tic dic trung va xit 1y cc truong
hgp ma ranh gidi phan tich khong tuyén tinh. Viéc dit hai mo6 hinh nay canh nhau
gidp ludn vin vira dap ting yéu cau cd ban veé ly thuyét hoc mdy, vira 1am co s6 dé thao

luan vé wu/nhudc diém cla cac hudng tiép can.

Két qua lua chon mo hinh va tham s don gian dua trén tap validation da dudc
tong hop trong Bang 3.3.1. Trén co sé d6, luan vin luu lai mo6 hinh da lwa chon va
pipeline (pipeline) tién xt ly dudi dang cac tao phdm dit liéu (data artifacts), ddm bao
tinh nhit quan khi 4p dung suy luan trén dit liéu méi (Muc 3.7). Viéc chuin héa quy
trinh suy luin bang cdc t&p luu trit mo hinh/pipeline ciing gép phan ting tinh ting

dung va tai lap cua nghién ctu.

Tir cac két qua ctia Chuong 3, Chuong 4 sé tién hanh mo phdng va danh gia
trén tap test doc 1ap. Cu thé, Chuong 4 sé& trinh bay: (i) Bang chi s6 danh gid trén tap
test cho titng mo hinh (precision, recall, Fl-score, accuracy va cdc chi sd tdng hop
nhu ROC-AUC/PR-AUC), (ii) Ma tran nham 14n d& quan sat truc tiép sb luong bao
dong gia va bo sot, (iii) Puong cong ROC va PR dé danh gia hanh vi phan loai theo
ngudng va lam rd kha ning phan biét 16p trong bdi cdnh phat hién webshell.
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CHUONG 4. MO PHONG VA PANH GIA KET QUA

4.1. Thiét ké danh gia va chi s6
4.1.1. Nguyén tdc ddnh gid trén tap test doc lip

Muc tiéu cua chuong nay la danh gia khach quan kha nang phat hién webshell
clia cic mo hinh da lva chon & Chuong 3. D€ ddm bdo tinh khéach quan, toan bo két
qué trong chuong dudc bdo céo trén tip kiém thir (test) doc 1ap da dudc tach ra ngay
tit Chuong 2 theo thiét ké 70/15/15. Tap test khong tham gia vao bét ky budc lua chon
m6 hinh hay tham s6 nao & Chuong 3, do d6 két qua trén test phan dnh kha ning tdng

quat héa ctia mo hinh trén dif liéu chua tiing xuét hién trong qua trinh huén luyén.

Trong luan vin, viéc tién xit Iy dit liéu (loai dic trung phuong sai bang 0 va
chuin héa thang do) dudc déng goi thanh pipeline (pipeline) va chi dudc fit (fit) trén
tap train. Tap validation va test chi dudc transform (transform) biang pipeline da fit
nham tranh ro ri dit liéu (data leakage). Nho d6, cac danh gid trinh bay trong chuong
c6 tinh nhét quan va tai 1ap.

4.1.2. Ma trdn nhdm ldn va cdc khdi niém TP/FP/TN/FN

D& phan tich chi tiét hanh vi phan loai, luan vin st dung ma trdn nhdm ldn
(confusion matrix) véi bon dai luong co ban: duong tinh ding (true positive - TP),
duong tinh sai (false positive - FP), dm tinh diing (true negative - TN) va dm tinh sai
(false negative - FN). Trong bbi canh phat hién webshell, 16p webshell dudc xem
1a 16p duong (positive class). Do dé: TP 1a s6 mau webshell du doan diing, FP 1a sb
mau normal bi du doan nham thanh webshell (bdo dong gia), FN 1a s6 mau webshell

bi du doan nham thanh normal (bd s6t), va TN 12 s6 mau normal du doan ding.

Ma tran nham 14n cho phép quan st truc tiép mic do bao dong gia va bd sét,
tlt d6 ho trg thao luan wu, nhude diém cla tirng mo hinh.

4.1.3. Cdc chi s6 ddnh gid chinh

DéE danh gia toan dién, luan vin st dung nhém chi s6 co ban va phd bién trong

bai toan phan loai nhi phan:
(i) P chinh xdc (accuracy): ty 1& du doan diing trén toan bd mau.

(ii) Do ding (precision): ty 16 mau du dodn 1a webshell ma thuc su 1a webshell,
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chi s6 nay phan anh mifc do bao dong gia.

(iii) DY bao phii (recall): ty 1& webshell dugc phat hién ding trén tdng s6 web-

shell, chi s6 ndy phan dnh mifc d6 b sot.

(iv) F1-score (F1-score): trung binh diéu hoa clia precision va recall, phan dnh
can bang gilta bdo dong gia va bo sot.

Ngoai ra, d€ quan sat hanh vi phan loai theo ngudng va danh gia chit luong
phan biét 16p, luan van su dung: (v) ROC-AUC va duong cong ROC (receiver oper-
ating characteristic), (vi) PR-AUC va dudng cong PR (precision—recall). Céc chi sd
va dudng cong nay hd trg so sanh md hinh mot cach truc quan, dic biét khi can nhic
muc do uu tién gitta giam bd s6t va giam bao dong gia.

4.1.4. Thiét lap thuc nghiém va tdi lap két qua

Toan bo két qua trong chuong dudc sinh tu dong bang kich ban thuc nghiém
dugc 1ap trinh biang ngdn ngii Python, dua trén cling mot tap test ¢d dinh va cling
pipeline tién xi 1.

4.2. Danh gia dinh lugng trén tap test
4.2.1. Két quad ddnh gid ciia mé hinh hoi quy logistic

Trong muc nay, luan vin trinh bay két qua danh gid dinh lugng ctia mo hinh
hoi quy logistic (logistic regression) trén tap kiém thit (test). Céac chi sd bao gom do
chinh xdc (accuracy), do diing (precision), do bao phu (recall), F1-score (F1-score),
cung céc chi s6 téng hop ROC-AUC va PR-AUC nhu di md ta § Muc 4.1.3. Cic chi
s6 nay cung cip cai nhin tdng quat vé ning luc phat hién webshell ctia md hinh trong

diéu kién dit liéu chua tiing xuét hién trong huén luyén.

Bang 4.2.1 téng hop két qua dinh lugng cia md hinh hdi quy logistic trén tap
test nhu sau.

Bdng 4.2.1. Két qua danh gia trén tap test ctia mo hinh hoi quy logistic (Logistic Regression).

Chi s6 (Metric) Gia tri (Value)
Accuracy (do chinh xac) (accuracy) 0.8960
Precision (d0 ding) (precision) 0.9338
Recall (d6 bao pht) (recall) 0.8523
F1-score (F1-score) 0.8912
ROC-AUC (ROC-AUC) 0.9337
PR-AUC (PR-AUC) 0.9487
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4.2.2. Két qud ddnh gid ciia mé hinh ricng ngdu nhién

Tuong tu, md hinh ritng ngdu nhién (random forest) dugc danh gia trén cung
tap test doc 14p nhim dam bdo tinh so sianh cong bing gilta cdc md hinh. Do riing
ngau nhién c6 kha ning mo hinh héa quan hé phi tuyén va tuong tac dic trung, viéc
danh gia dinh lugng gitip quan sat liéu md hinh nay cé céi thién dudc can bang giita
bdo dong gid (false positive) va bé sot (false negative) so v6i mo hinh tuyén tinh hay

khong.

Bang 4.2.2 téng hop két qua dinh lugng ctia md hinh riing ngiu nhién trén tap
test nhu sau.

Bdng 4.2.2. Két qua danh gid trén tap test cia mo hinh riing ngau nhién (Random Forest).

Chi s6 (Metric) Gia tri (Value)
Accuracy (do chinh xac) (accuracy) 0.9430
Precision (d0 ding) (precision) 0.9459
Recall (d6 bao pht) (recall) 0.9396
F1-score (F1-score) 0.9428
ROC-AUC (ROC-AUC) 0.9875
PR-AUC (PR-AUC) 0.9896

4.2.3. Nhdn xét tong qudt

Tit cac két qua dinh lugng trén tap test, c6 thé nhan xét rang ca hai md hinh déu
thé hién kha ning phan loai webshell  mic nhit dinh, tuy nhién mdi md hinh c6 thé
c¢6 uu thé khac nhau tity theo tiéu chi vu tién. Trong bdi canh an toan thong tin, viéc
lwa chon md hinh khong chi dua trén gia tri tong hop nhu accuracy hay F1-score, ma

con can xem xét truc tiép miic bdo dong gid (false positive) va bé sot (false negative).

Do d6, cac muc tiép theo sé phan tich chi tiét hon thong qua ma trdn nhdam ldn
(confusion matrix) va cdc dudng cong ROC/PR nham lam rd hanh vi du dodn ctia mo
hinh theo ngudng va ho trg lua chon mo hinh phit hop cho kich ban trién khai.

4.3. Phan tich ma tran nham lan

4.3.1. Ma trdn nhdam ldn ciia mé hinh hoi quy logistic

Mic du cdc chi sb téng hop nhu F1-score (F1-score) hay ROC-AUC cung cap
cai nhin tdng quat, ma trdn nham ldn (confusion matrix) cho phép phan tich truc tiép
hai loai sai léch quan trong trong phat hién webshell: bdo dong gid (false positive) va
b6 sot (false negative). Trong bbi canh an toan thong tin, bd sét webshell thudng gy

rdi ro cao hon do mau doc hai c6 thé tiép tuc ton tai trong hé thdng; trong khi d6 bao
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dong gia 1am ting khdi luong kiém tra thi cong.

Hinh 4.3.1 trinh bay ma trin nham 1an cia md hinh hdi quy logistic (logistic
regression) trén tap test. Thong qua ma tran nay, c6 thé quan sit s6 luong mau web-
shell dugc phat hién ding (TP), sé lugng miu normal bi canh bdo nham (FP), s6
lugng webshell bi bd s6t (FN) va sb luong normal du doan ding (TN). Két qua nay
bd trg cho cic chi s6 dinh luong & Bang 4.2.1 va gitp luan vin thdo luan 1o hon vé

dic tinh 16i cia md hinh tuyén tinh.

Confusion Matrix (Ir)
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Hinh 4.3.1. Ma tran nham lan (confusion matrix) ctia md hinh hoi quy logistic (logistic
regression) trén tap test.

4.3.2. Ma trdan nhdam lan ctia mé hinh ricng ngdu nhién

Hinh 4.3.2 trinh bay ma trin nham 1an ctia m6 hinh ritng ngdu nhién (random
forest) trén tap test. Do riing ngau nhién c6 kha ning mo6 hinh héa quan hé phi tuyén
va két hop nhiéu cdy quyét dinh, mo hinh nay c6 thé biéu hién khac biét vé miic bao

dong gia va bd sét so vdi hdi quy logistic.

Viéc so sanh hai ma tran nham lan gitp 1am r& mo6 hinh nao phi hop hon véi
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muc tiéu trién khai. Chang han, néu vu tién giam bo sét webshell (giam FN), mo hinh
c6 FN thip hon sé dugc uu tién; ngudc lai, néu vu tién gidm bdo dong gia (giam FP)
d€ gidm tai kiém tra thii cong, md hinh c6 FP thip hon sé phit hgp hon. Phan tich nay
cho phép dién giai két qua theo huéng gan vé6i bdi canh an toan thong tin thay vi chi
dua trén mot chi s téng hop.

Confusion Matrix (rf)
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Hinh 4.3.2. Ma tran nham lan (confusion matrix) ciia mo hinh ring ngdu nhién (random
forest) trén tap test.

4.3.3. Nhdn xét va lién két sang phén tich ROC/PR

Tu ma tran nham 14n ctia hai mé hinh, luan vin c6 thé rut ra nhan xét dinh tinh
vé su danh ddi gita bao dong gia va bd sét. Tuy nhién, ma trin nham 14n chi phan 4nh
hiéu ning tai mot ngudng phan loai cu thé. Trong khi d6, & céac kich ban trién khai
khéac nhau, ngudng cinh bio c6 thé can diéu chinh d€ uu tién gidm bd sét hodc gidm
bao dong gia.

Vi vay, cac muc tiép theo sé st dung dudng cong ROC va PR dé danh gia hanh
vi phan loai cia md hinh theo nhiéu ngudng khac nhau, qua d6 cung cip co sé lua

chon mo hinh va nguéng phu hgp cho bbi canh phat hién webshell.
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4.4. Phan tich duong cong ROC va PR
4.4.1. Puong cong ROC va chi s6 ROC-AUC

Puong cong ROC (receiver operating characteristic) md ta mdi quan hé gitta
ty I¢é duong tinh gid (false positive rate — FPR) va ty I¢é duong tinh diing (true positive
rate — TPR) khi thay d6i ngudng phan loai. Trong d6, TPR tuong tng véi do bao phii
(recall) dbi vé6i 16p duong webshell, con FPR phan d4nh mic bao dong gia trén 16p
normal. Chi s6 ROC-AUC (ROC-AUC) la dién tich duéi duong ROC, thé hién kha
ning phan biét hai 16p mot cach téng quat theo nhiéu ngudng khac nhau: ROC-AUC

cang cao thi mo hinh cang c6 kha niing xép hang mau webshell cao hon mau normal.

Trong luan vin, ROC dudc st dung nham quan sat hanh vi phan loai khi diéu
chinh ngudng cinh bao. Piéu niy quan trong trong bdi cinh trién khai thuc té, khi
ngudi van hanh c6 thé vu tién gidm bo sot (tang TPR) hodc gidm bdo dong gid (giam
FPR) tuly theo yéu cau hé thong.

4.4.2. Puong cong ROC cua cdc mo hinh

Hinh 4.4.1 va Hinh 4.4.2 1an luct trinh bay dudng cong ROC ctia md hinh hdi
quy logistic (logistic regression) va mo hinh ritng ngdu nhién (random forest) trén
tap test. Cac dudng cong niy bd trg cho chi s6 ROC-AUC da dudc bio cdo trong
Béang 4.2.1 va Bang 4.2.2, dong thdi cung cap minh hoa truc quan vé su danh ddi gitta
bo sot va bao dong gia theo ngudng.
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Hinh 4.4.1. Buong cong ROC ctia m6 hinh héi quy logistic (logistic regression) trén tip test.
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Hinh 4.4.2. Pudng cong ROC cta md hinh ritng ngdu nhién (random forest) trén tap test.

4.4.3. Puong cong PR va chi sé PR-AUC

Puong cong PR (precision—recall) md td mbi quan hé gitta do diing (precision)
va dé bao phii (recall) khi thay d6i nguéng phén loai. So v6i ROC, dudng PR thudng
dudc st dung d€ nhin manh truc tiép danh ddi gitta bdo dong gia va bd sét, dic biét
khi quan tdm dén 16p duong webshell. Chi s PR-AUC (PR-AUC) la dién tich dudi
duong PR, phan anh chit luong phat hién 16p duong theo nhiéu ngudng.

Trong bdi canh phat hién webshell, viéc dong thdi quan sat PR-AUC va dudng
PR gidp luin vin d4nh gia rd hon liéu md hinh c6 duy tri dudc precision tot khi ting
recall hay khong, tit d6 ho trg Iua chon md hinh phu hdp v6i muc tiéu vu tién giam b
sot hoac giam bao dong gia.
4.4.4. Duong cong PR cua cdc mé hinh

Hinh 4.4.3 va Hinh 4.4.4 1an ludt trinh bay dudng cong PR clia hai mo6 hinh
trén tap test. Cac dudng cong nay bd trg cho chi s6 PR-AUC trong Bang 4.2.1 va
Béang 4.2.2, dong thdi cung cip minh hoa truc quan d€ so sanh hanh vi precision—

recall gitta cac md hinh.
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Hinh 4.4.3. Budong cong PR ctia md hinh héi quy logistic (logistic regression) trén tap test.
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Hinh 4.4.4. Pudng cong PR ctia md hinh ritng ngdu nhién (random forest) trén tap test.
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4.4.5. Nhdn xét tong hop tit ROC/PR

Két hop két qua tif ma tran nham 1an (Muc 4.3) va c4c dudng cong ROC/PR,
luan vin c6 thé danh gia md hinh khong chi tai mdt ngudng cb dinh ma con theo
xu huéng thay ddi ngudng. Diéu niy dic biét hitu ich trong bbi canh trién khai, khi
ngudng canh bdo cé thé diéu chinh d€ vu tién gidm bd s6t webshell hodc gidm bao
dong gia.

Phan tiép theo sé tdng hop cac két qua va dua ra nhan xét cudi cing vé mo hinh
phtl hop, dong thdi néu céc gidi han va hudng phat trién trong tuong lai.

4.5. Tong hop, so sanh va danh gia két qua thit nghiém
4.5.1. Tong hop két qud dinh lwgng va dinh tinh

Trong phan nay, luan vin tng hop két quéa danh gid trén tap kiém thit (test) theo
cé hai huéng dinh lugng va dinh tinh. Nhin chung, mé hinh ritng ngdu nhién (random
forest) thé hién uu thé nhit quan hon so vé6i hoi quy logistic (logistic regression) trén
cac chi s6 quan trong dbi véi bai toan phat hién webshell, trong khi m6 hinh hdi quy
logistic vin dong vai trdo mo hinh nén tang (baseline) d& tham chiéu vé tinh don gian

va chi phi tinh toan.

Két qua danh gia trén tap kiém thit (test) da dugc trinh bay theo hai huéng: (i)
danh gid dinh luong thong qua céc chi s6 tong hop (Muc 4.2), va (ii) danh gid dinh
tinh thong qua phan tich ma trdn nhdam ldn (confusion matrix) va cic dudng cong
ROC/PR (Muc 4.3 va Muc 4.4).

Vé mit dinh luong, Bang 4.2.1 va Bang 4.2.2 cho thdy hai mo hinh hoi quy
logistic (logistic regression) va ritng ngdu nhién (random forest) déu dat dudc cac
chi s6 & muc phi hop cho bai todn phat hién webshell dua trén ddc trung tinh (static
features). Cac chi s precision (precision), recall (recall) va F1-score (F1-score) phan
anh truc tiép mic danh ddi giita bido dong gia va bo sot, trong khi ROC-AUC va PR-
AUC cung clp géc nhin tdng quat vé kha ning phan biét 16p theo nhiéu ngudng khac

nhau.

Vé mit dinh tinh, Hinh 4.3.1 va Hinh 4.3.2 gitip quan sat tryc tiép s6 luong
bdo dong gid (false positives) va bo sot (false negatives) cia ting mo hinh tai nguong
phan loai mic dinh. Pong thdi, cac duong cong ROC (Hinh 4.4.1, Hinh 4.4.2) va PR
(Hinh 4.4.3, Hinh 4.4.4) cung cip thong tin vé hanh vi md hinh khi thay ddi ngudng,
tlf d6 hd tro lua chon md hinh/thiét 1ap phit hop véi uu tién trién khai.
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Tir cac két qua tdng hop trén, phan tiép theo tap trung phan tich cac khia canh
trién khai va van hanh ctia hai mo hinh, trong d6 nhin manh vi sao ritng ngdu nhién
(random forest) 12 lua chon phit hgp hon trong bdi canh uu tién gidm b6 sot (false
negative) khi phat hién webshell, dong thdi vin xem xét chi phi suy luin va miic bdo
dong gid (false positive).

4.5.2. So sdnh hai mé hinh vé kha ndng trién khai

Trong bbi canh phat hién webshell, Iya chon m6 hinh trién khai can cin nhéc
dong thdi hai yéu t6: (i) hiéu ning phat hién, dic biét 1a giam bd sot (false negative)
ddi v6i 16p webshell, va (ii) chi phi van hanh, bao gdm thdi gian suy luin va miic
bdo déng gid (false positive) dan dén chi phi ra soat thi cong. Do d6, viéc so sanh
mo hinh trong luan vin khong chi dua trén mot chi s6 tong hop, ma dua trén tap hop
céc chi s6 (Bang 4.2.2, Bang 4.2.1) va hanh vi 16i quan sit dugc ¢ ma tran nham 14n
(Hinh 4.3.2, Hinh 4.3.1).

Hoi quy logistic (logistic regression) c6 uu diém ndi bat vé tinh don gin, toc
do suy luan nhanh va khé ning tich hgp thun tién vao cac quy trinh quét ma ngudn
quy mo 16n. Véi dit liéu dang vector ddc trung (feature vector), mo hinh tuyén tinh
ciing dé gidi trinh & miic tdng quan. Tuy nhién, do gi6i han tuyén tinh, mé hinh c6 thé
kém linh hoat khi giip cdc bién thé webshell c6 quan hé phi tuyén hoidc tuong tic dic
trung phiic tap; diéu nay thé hién & hiéu ning phat hién thip hon so v6i mé hinh riing
ngau nhién trén tap test (Bang 4.2.1).

Rirng ngdu nhién (random forest) c6 kha ning mo hinh héa quan hé phi tuyén
va tuong tac giffa cdc dic trung, nhd d6 thé hién uu thé 16 rét vé hiéu ning phat hién
trén tap test. Pic biét, viéc dat recall (recall) va F1-score (F1-score) cao hon cho thay
mo hinh c6 kha ning gidm bod sét webshell tot hon trong kich ban trién khai thuc té,
ndi bo s6t thudng gly rii ro an ninh 16n. Mic du chi phi suy luan cta ritng ngau nhién
c6 thé cao hon hoi quy logistic, két qua danh gid cho thay 1oi ich vé mit giam rdi ro

an ninh 1a déng k€ trong pham vi dit liéu nghién ciu.

T cac phan tich trén, luin van dinh huéng st dung ritng ngdu nhién (random
forest) nhu md hinh trién khai khuyén nghi trong pham vi nghién ctu, trong khi hoi
quy logistic (logistic regression) dudc st dung nhu md hinh nén tang (baseline) dé so

sanh va 1am mdc tham chiéu vé tinh don gian va chi phi tinh toan.
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4.5.3. Két lugn lwa chon mé hinh

Dua trén két qua danh gia trén tap kiém thit (test), luan vin lua chon ring ngdu
nhién (random forest) lam mo hinh phat hién webshell chinh. Co s& ctia quyét dinh

nay thé hién rd qua cac chi s6 dinh luong trong Bang 4.2.2 va Bang 4.2.1.

Cu thé, md hinh riing ngiu nhién dat FI-score (Fl-score) bing 0.9428, cao
hon dang ké so v6i 0.8912 clia hoi quy logistic (logistic regression). Bén canh do, do
bao phii (recall) cta riing ngau nhién dat 0.9396, trong khi hdi quy logistic chi dat
0.8523. Trong bdi cinh an toan thong tin, recall cao hon dong nghia véi viéc gidm
b6 sot (false negative) dbi v6i 16p webshell, qua d6 gidm rii ro d€ webshell ton tai
ma khong bi phét hién. Pong thdi, riing ngau nhién ciing duy tri dé diing (precision)
& mifc cao (0.9459), cho thiy mo hinh khong danh d6i qua nhiéu bing cach ting bdo

dong gia (false positive).

Ngoai cdc chi s tai ngudng phan loai mic dinh, cic chi s6 tdng hop theo
ngudng cling Ging ho lya chon nay. M6 hinh riing ngau nhién dat ROC-AUC = 0.9875
va PR-AUC = 0.9896, déu cao hon dang ké so v6i ROC-AUC = 0.9337 va PR-AUC
= 0.9487 ctia hdi quy logistic. Piéu nay cho thiy riing ngau nhién c6 kha ning phan
biét hai 16p webshell va normal tot hon mdt cich 6n dinh theo nhiéu ngudng,

phit hdp cho cac kich ban trién khai can diéu chinh ngudng canh béo.

Tir cac phan tich trén, luan vin két luan mo hinh ring ngdu nhién (random
forest) 1a lua chon phi hop hon dé st dung 1am mo hinh phat hién webshell trong
pham vi dif liéu va quy trinh tién x@ 1y clia nghién cifu. Mo hinh héi quy logistic
(logistic regression) van c6 gia tri nhu mot mo hinh nén tang (baseline) nhd tinh don
gian va toc do, tuy nhién khong dudc chon 1am mo hinh khuyén nghi chinh do hiéu
ning phat hién thip hon rd rét trén tap test.

4.5.4. Gidi han va hudng phiit trién

Miic du dat dudc két qua kha quan trén tap test, nghién ctiu van con mot sb gidi

han:

Thit nhét, bo dit lidu st dung trong luan vin chi gdm 1.984 miu va dudc can
bang gitta hai 16p (992 webshell va 992 mau binh thudng), trong khi & mdi trudng
thuc té, webshell thuong chiém ty 1& rit nho so véi tdng s6 tép ma nguodn. Vi viy, két
qua thuc nghiém trén bo dit liéu can bang chua phan anh day di hiéu qua ctia md hinh

khi trién khai trong diéu kién dit liéu léch 16p.
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Tha hai, dit liéu dudc biéu dién theo cic ddc trung tinh (static features) nén
hiéu qua ctia mo hinh phu thudc vao chit lugng clia qua trinh trich xuat dic trung.
Cac dac trung nay chua phan anh dugc cac thong tin dong trong qua trinh thuc thi
chuong trinh nhu ludng dif liéu, 15i goi hé thdng hodc hanh vi thdi gian chay, do d6
kha niing phat hién mot s6 bién thé webshell sit dung k¥ thuat 1am rdi phic tap con

han ché.

Thit ba, md hinh mdéi dudc danh gid trén mot bo dit liéu cong khai duy nhat va
chua dudc ki€m chung trén cac bd dit liéu doc 1ap hodc cac mau webshell c6 miic do
obfuscation khic nhau. Do d6, kha ning téng quét héa clia md hinh dbi véi cac bién

thé webshell mdi van can dudc tiép tuc danh gid trong cic nghién cifu tiép theo.

Céc nghién cifu gan day cho thiy xu hudng phat hién webshell dang chuyén
dan sang cdc md hinh hoc siu va cdc md hinh bi€u dién ma ngudn hién dai nhu
Transformer, CodeBERT hoac Graph Neural Network. Cac phuong phap nay c6 kha
ning tu hoc dic trung tif ma nguodn va c6 tiém ning nang cao kha ning phat hién cac
bién thé webshell méi, tuy nhién thudng yéu cau bo dit lidu 16n, chi phi huin luyén
cao va tai nguyén tinh toan dang k€. Trong pham vi ctia ludn vin, Logistic Regression
va Random Forest van 13 lua chon phu hop nhd kha ning dién gidi tot, tbc d6 huin

luyén nhanh va thuén 1¢i khi trién khai trén bd dit liéu c6 quy mo vira phai.

Trong tuong lai, huéng phat trién c6 thé bao gdm: mé rong bd dit liéu va danh
gia trén cdc tap dit liéu doc lap nham kiém ching kha ning tdng quat héa cia md
hinh; két hop cac dic trung dong vé6i cac dic trung tinh; khio st anh hudng cla di
liéu 1éch 16p va cac ngudng phan loai khac nhau; dong thdi nghién ciiu, so sanh véi
cac mo hinh hién dai nhu Transformer, CodeBERT hodc Graph Neural Network trén

cac bd du li€u c6 quy mo 16n hon.
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MA NGUON PYTHON SU DUNG TRONG LUAN VAN

1 import os, json, warnings

»  warnings.filterwarnings("ignore")

4 import numpy as np
5 import pandas as pd

¢ import matplotlib.pyplot as plt
s from google.colab import drive

10 from sklearn.model_selection import train_test_split

11 from sklearn.feature_selection import VarianceThreshold
12 from sklearn.preprocessing import StandardScaler

13 from sklearn.pipeline import Pipeline

14 from sklearn.metrics import (

15 confusion_matrix, ConfusionMatrixDisplay,

16 accuracy_score, precision_score, recall_score, fl_score,
17 roc_auc_score, roc_curve,

18 average_precision_score, precision_recall_curve

19 )

20 from sklearn.linear_model import LogisticRegression

21 from sklearn.ensemble import RandomForestClassifier

2 import joblib

23

u  # 0. Mount Google Drive.

25 drive.mount('/content/drive')

26

7 # 1. Config paths.

s DRIVE_ROOT = "/content/drive/MyDrive/webshell/dataset"
2  INPUT_CSV = os.path.join(DRIVE_ROOT, "php_webshell_dataset.csv")
30

31 OUT_ROOT = os.path.join(DRIVE_ROOT, "output_data')

» OUT_FIG = os.path.join(OUT_ROOT, "figures")

33 OUT_TAB = os.path.join(OUT_ROOT, "tables")

3+ OUT_ART = os.path.join(OUT_ROOT, "artifacts")
33 OUT_LOG = os.path.join(OUT_ROOT, "logs")

36

3 for p in [OUT_ROOT, OUT_FIG, OUT_TAB, OUT_ART, OUT_LOG]:

38 os.makedirs(p, exist_ok=True)

39

40 def safe_print(msg):

41 print (msg)

2

43 # 2. Helpers: LaTeX table writer.

4 def write_latex_table_full(filepath, caption, label, df, col_format):

45 tabular = df.to_latex(index=False, escape=True, column_format=col_format)
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tabular = tabular.replace("\\toprule", "\\hline").replace("\\midrule",
— "\\hline").replace("\\bottomrule", "\\hline")
content = f£"""J, Auto-generated by Colab (one-cell thesis script)

\\begin{{table}}[!t]

\\centering
\\resizebox{{\\linewidth}}}H{!}}}H{%
{tabular/

Y4

\\caption{{{caption/}}
\\label{{{label /}}
\\end{{tablel}}

nnn

def

def

def

with open(filepath, "w", encoding="utf-8") as f:

f.write(content)

save_bar_label_distribution(series_counts, out_pdf):
plt.figure()

series_counts.plot(kind="bar")

plt.title("Label Distribution")

plt.xlabel("Label")

plt.ylabel("Count")

plt.tight_layout()

plt.savefig(out_pdf, bbox_inches="tight")
plt.close()

save_hist_by_class(df, label_col, feature, out_pdf, bins=40):
if feature not in df.columns:
return False
plt.figure()
for cls in sorted(df[label_col].unique()):
df [df [label_col] == cls][feature] .plot(kind="hist", bins=bins, alpha=0.5, label=cls)
plt.title(f"Histogram of {feature/ by class")
plt.xlabel (feature)
plt.ylabel("Frequency")
plt.legend()
plt.tight_layout ()
plt.savefig(out_pdf, bbox_inches="tight")
plt.close()

return True

plot_and_save_confusion(y_true, y_pred, labels, title, out_pdf):

cm = confusion_matrix(y_true, y_pred, labels=labels)

disp = ConfusionMatrixDisplay(confusion_matrix=cm, display_labels=labels)
plt.figure()

disp.plot(values_format="4d")

plt.title(title)

plt.tight_layout ()

plt.savefig(out_pdf, bbox_inches="tight")

plt.close()

return cm
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def

def

def

compute_metrics(y_true, y_pred, y_score, positive_label):

acc = accuracy_score(y_true, y_pred)

prec = precision_score(y_true, y_pred, pos_label=positive_label, zero_division=0)
rec = recall_score(y_true, y_pred, pos_label=positive_label, zero_division=0)

fiv

f1_score(y_true, y_pred, pos_label=positive_label, zero_division=0)

y_bin = (np.array(y_true) == positive_label).astype(int)
roc_auc = roc_auc_score(y_bin, y_score)
pr_auc = average_precision_score(y_bin, y_score)
return {
"Accuracy": float(acc),
"Precision": float(prec),
"Recall": float(rec),
"F1": float(fiv),
"ROC-AUC": float(roc_auc),
"PR-AUC": float(pr_auc)

save_roc_curve(y_true, y_score, positive_label, out_pdf, title):
y_bin = (np.array(y_true) == positive_label).astype(int)
fpr, tpr, _ = roc_curve(y_bin, y_score)

plt.figure()

plt.plot(fpr, tpr)

plt.plot([0, 1], [0, 1], linestyle="--")
plt.title(title)

plt.xlabel("False Positive Rate')

plt.ylabel("True Positive Rate")

plt.tight_layout()

plt.savefig(out_pdf, bbox_inches="tight")

plt.close()

save_pr_curve(y_true, y_score, positive_label, out_pdf, title):
y_bin = (np.array(y_true) == positive_label).astype(int)
prec, rec, _ = precision_recall_curve(y_bin, y_score)
plt.figure()

plt.plot(rec, prec)

plt.title(title)

plt.xlabel("Recall")

plt.ylabel("Precision")

plt.tight_layout ()

plt.savefig(out_pdf, bbox_inches="tight")

plt.close()

# 3. Load dataset.
if not os.path.exists(INPUT_CSV):

raise FileNotFoundError(f'"Cannot find input CSV at: {INPUT_CSV}")

df = pd.read_csv(INPUT_CSV)

if "label" not in df.columns:

raise ValueError("CSV must contain a 'label' column.")



17 labels = sorted(df["label"].unique().tolist())

s if len(labels) != 2:

149 raise ValueError (f"Expected binary labels, got: {labels}")

150

151 positive_label = "webshell" if "webshell" in labels else labels[1]

152

155 X_raw = df.drop(columns=["label"]).copy()

df ["label"].copy ()

154 y_raw
155
15 missing_cells = int(df.isna().sum().sum())

157 duplicate_rows = int(df.duplicated().sum())

155 label_counts = df["label"].value_counts()

159

1o n_samples = int(df.shape[0])

161 n_cols = int(df.shape[1])

12 n_features = int(n_cols - 1)

1 n_classes = int(df["label"].nunique())

164

16s nunique = X_raw.nunique(dropna=False)

166 constant_cols = nunique[nunique == 1].index.tolist()

167 n_constant = int(len(constant_cols))

168

169 # 4. CHAPTER 2 outputs.

10 safe_print("=== Chapter 2: Generating tables, figures, artifacts ===")

171

12 fig_label = os.path.join(OUT_FIG, "fig_label_distribution.pdf")

173 save_bar_label_distribution(label_counts, fig_label)

174

175 fig_entropy = os.path.join(OUT_FIG, "fig_feature_entropy_hist.pdf")

176 fig_longest = os.path.join(OUT_FIG, "fig feature_longestword_hist.pdf")

17 entropy_ok = save_hist_by_class(df, "label", "Entropy", fig_entropy)

173 longest_ok = save_hist_by_class(df, "label", "LongestWord", fig_longest)

179

150 tabl = pd.DataFrame([

181 ["S6 mAu (Number of samples)", str(n_samples)],

182 ["S6 cot (Number of columns)", f"{n_cols} (gdm {n_features} dic trung (features) + 1

< nhan (label))"],

183 ["S6 16p (Number of classes)", str(n_classes)],

184 ["Phén bé nhin (Class distribution)", ", ".join([f"{k}: {v}" for k, v in
. label_counts.to_dict().items()1)],

185 ['S6 & thiéu (Missing cells)", str(missing_cells)],

186 ['S6 déng tring (Duplicate rows)", str(duplicate_rows)],

157 1, columns=["Thudéc tinh (Attribute)", "Gia tri (Value)"])
188

189 write_latex_table_full(

190 filepath=os.path.join(OUT_TAB, "tab_dataset_summary.tex"),
191 caption="Tdng quan tap dit liéu CSV s& dung trong ludn van.",
192 label="tab:dataset-summary",

193 df=tabl,

194 col_format="|p{0.40\\1linewidth}|p{0.55\\1linewidth}|"

195 )
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tab2 = pd.DataFrame ([
["Tdng sb6 6 thidu (Missing cells)", str(missing_cells)],
["S6 dong tring (Duplicate rows)", str(duplicate_rows)],
["S6 cot hing (Constant columns)", str(n_constant)],
['S6 dic trung sau loai cdt hing (Remaining features)", str(n_features - n_constant)],

1, colums=["Chi sé kiém dinh (Quality check)", "K&t qua (Result)"])

write_latex_table_full(
filepath=os.path.join(OUT_TAB, "tab_data_quality.tex"),
caption="K&t quad kiém dinh chdt ludng va sing loc dic trung & mic cd ban.",
label="tab:data-quality",
df=tab2,
col_format="|p{0.55\\1linewidth}|p{0.35\\1inewidth}|"

pd.Series(constant_cols, name="constant_column").to_csv(os.path.join(OUT_ART,

< '"constant_columns.csv"), index=False)

X_temp, X_test, y_temp, y_test = train_test_split(

X_raw, y_raw, test_size=0.15, random_state=42, stratify=y_raw
)
X_train, X_val, y_train, y_val = train_test_split(

X_temp, y_temp, test_size=(0.15 / 0.85), random_state=42, stratify=y_temp

split_info = pd.DataFrame([
["Train (hudn luyén) (training)", "70%", £"{X_train.shape[0]}",
", " join([f"{k}: {v}" for k, v in y_train.value_counts().to_dict().items(0]1)],
["Validation (xac thuc) (validation)", "15%", £"{X_val.shape[0]}",
", " join([f"{k}: {v}" for k, v in y_val.value_counts().to_dict().items(01)],
["Test (kiém thit) (test)", "15%", f"{X_test.shapel[0]}",
", ".join([f"{k}: {v}" for k, v in y_test.value_counts().to_dict().items(0]1)],

1, columns=["Tép con (Subset)", "Ty 1& (Ratio)", "S6 mdu (Count)", "Phan bd nhin (Class

< distribution)"])

write_latex_table_full(
filepath=os.path.join(OUT_TAB, "tab_split_summary.tex"),
caption="Thiét k& chia tdp dit 1iéu phuc vu Chuong 3 va Chuong 4.",
label="tab:split-summary",

df=split_info,

— col_format="|p{0.30\\linewidth}|p{0.12\\1linewidth}|p{0.15\\1linewidth}|p{0.38\\1linewidth}|"
preprocess = Pipeline(steps=[

("var", VarianceThreshold(threshold=0.0)),

("scaler", StandardScaler())

D

X_train_p = preprocess.fit_transform(X_train)
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X_val_p = prep
X_test_p = pre

selected_mask

selected_featu

np . savez(
os.path. jo
X_train=X_
y_train=y_
)
joblib. dump (pr
pd.Series(sele

— "selected_

rocess.transform(X_val)

process.transform(X_test)

= preprocess.named_steps["var"].get_support()

res = X_train.columns[selected_mask].tolist()

in(OUT_ART, "dataset_splits.npz"),
train_p, X_val=X_val_p, X_test=X_test_p,

train.values, y_val=y_val.values, y_test=y_test.values

eprocess, os.path.join(OUT_ART, "preprocess.joblib"))
cted_features, name="selected_feature").to_csv(os.path.join(OUT_ART,

features.csv"), index=False)

# 5. CHAPTER 3: Basic ML models, simple selection on wvalidation.

safe_print ("\n

1r_C_list = [0
[1
rf_depth_list

rf_n_list

best_lr, best_
for C in 1r_C_
1r = Logis

Ir . fit(X_t
y_val_pred

fiv = f1_s

if fiv > b
best_1

best_1

best_1

best_rf, best_
for n_estimato
for max_de

rf = R

n_

ma.

=== Chapter 3: Training basic ML models and selecting by validation F1
.1, 1.0, 10.0]
00, 300]

= [None, 10]

1lr_info, best_lr_f1 = None, None, -1.0

list:

ticRegression(max_iter=2000, C=C, solver="liblinear")

rain_p, y_train)

= 1lr.predict(X_val_p)

core(y_val, y_val_pred, pos_label=positive_label, zero_division=0)
est_lr_f1:

r_fl = float(fiv)

r = 1r

r_info = {"model": "LogisticRegression", "C": C, "val_Fi1": float(fiv)}

rf_info, best_rf_f1 = None, None, -1.0
rs in rf_n_list:

pth in rf_depth_list:
andomForestClassifier(
estimators=n_estimators,

x_depth=max_depth,

random_state=42,

n_
)
rf.fit
y_val_
flv =
if fiv
be
be
be
N

jobs=-1

(X_train_p, y_train)
pred = rf.predict(X_val_p)

f1_score(y_val, y_val_pred, pos_label=positive_label, zero_division=0)

> best_rf_ f1:

st_rf_f1 = float(fiv)

st_rf = rf

st_rf_info = {"model": "RandomForest", "n_estimators": n_estimators,
"max_depth": str(max_depth), "val_F1": float(fiv)}
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joblib.dump(best_lr, os.path.join(OUT_ART, "best_lr.joblib"))
joblib.dump(best_rf, os.path.join(OUT_ART, "best_rf.joblib"))

sel_df = pd.DataFrame ([
["Logistic Regression", f"C={best_lr_info['C']}", £f"{best_lr_info['val F1']:.4f}"],
["Random Forest", f'"'n={best_rf_info['n_estimators']},
< depth={best_rf_info['max_depth']}", f"{best_rf_infol['val_F1']:.4f}"],

1, columns=["M& hinh (Model)", "Thiét 14p (Setting)", "F1 trén validation (Validation F1)"])

write_latex_table_full(
filepath=os.path.join(OUT_TAB, "tab_model_selection.tex"),
caption="Ké&t qud lua chon mé hinh/tham sé don gidn dva trén tép validation.",
label="tab:model-selection",
df=sel_df,
col_format="|p{0.30\\linewidth}|p{0.45\\1inewidth} |p{0.18\\linewidth}|"

# 6. CHAPTER 4: Final evaluation on TEST set.
safe_print ("\n=== Chapter 4: Final evaluation on TEST set (confusion matrix, ROC/PR, metrics

< tables) ===")

def eval_and_export(model, short_name):

y_pred = model.predict(X_test_p)

if hasattr(model, "predict_proba"):
proba = model.predict_proba(X_test_p)
class_list = model.classes_.tolist()
pos_idx = class_list.index(positive_label)
y_score = probal:, pos_idx]
else:
if hasattr(model, "decision_function"):
y_score = model.decision_function(X_test_p)
y_score = (y_score - y_score.min()) / (y_score.max() - y_score.min() + le-12)
else:

y_score = (y_pred == positive_label).astype(float)

fig_cm = os.path.join(OUT_FIG, f"fig confusion_{short_name/.pdf")
plot_and_save_confusion(y_test.values, y_pred, labels, f"Confusion Matrix

— ({short_name /)", fig_cm)
fig_roc = os.path.join(OUT_FIG, f"fig_roc_{short_name/.pdf")
save_roc_curve(y_test.values, y_score, positive_label, fig_roc, f"ROC Curve

< ({short_name})")

fig_pr = os.path.join(OUT_FIG, f"fig pr_{short_name/.pdf")

save_pr_curve(y_test.values, y_score, positive_label, fig pr, f"PR Curve ({short_name/)")

m = compute_metrics(y_test.values, y_pred, y_score, positive_label)

metrics_df = pd.DataFrame([

["Accuracy (d6 chinh xéac) (accuracy)", f£"{m['Accuracy']:.4f}"],
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["Precision (8% ding) (precision)", f"{m['Precision']:.4f}"],
["Recall (46 bao phd) (recall)", f"{m['Recall']:.4f}"],
["Fi-score (Fl-score)", f"{m['F1']:.4f}"],
["ROC-AUC (ROC-AUC)", f"{m['ROC-AUC']:.4f}"],
["PR-AUC (PR-AUC)", f"{m['PR-AUC']:.4f}"],

], columns=["Chi s6 (Metric)", "Gia tri (Value)"])

tab_path = os.path.join(OUT_TAB, f'"tab_test_metrics_{short_name/.tex")
write_latex_table_full(
filepath=tab_path,
caption=f"K&t qud danh gia trén tdp test clla md hinh {short_name/.",
label=f"tab:test-metrics-{short_name /",
df=metrics_df,
col_format="|p{0.60\\linewidth}|p{0.30\\1linewidth}|"

)

return {
"model": short_name,
"metrics": m,
"fig_cm": fig_cm,
"fig_roc": fig_roc,
"fig_pr": fig_pr,
"tab_metrics": tab_path

}

res_lr = eval_and_export(best_lr, "lr")

res_rf = eval_and_export(best_rf, "rf")

# 7. Logs + what to include in LaTeX.
run_summary = {
"input_csv": INPUT_CSV,
"output_root": OUT_ROOT,
"chapter2": {
"tables": {
"tab_dataset_summary": os.path.join(OUT_TAB, "tab_dataset_summary.tex"),
"tab_data_quality": os.path.join(QUT_TAB, "tab_data_quality.tex"),
"tab_split_summary": os.path.join(OUT_TAB, "tab_split_summary.tex"),
1,
"figures": {
"fig_label_distribution": fig_label,
"fig _feature_entropy_hist": fig_entropy if entropy_ok else None,

"fig_feature_longestword_hist": fig_longest if longest_ok else None,

1,

"chapter3": {
"model_selection_table": os.path.join(OUT_TAB, "tab_model_selection.tex"),
"best_lr_info": best_lr_info,
"best_rf_info": best_rf_info,

1,

"chapter4d": {

"lr": res_1lr,
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"rf": res_rf

with open(os.path.join(0UT_LOG, "run_summary.json"), "w", encoding="utf-8") as f:

json.dump(run_summary, f, ensure_ascii=False, indent=2)

safe_print("\n=== FINISHED. Outputs are in: /content/drive/MyDrive/output_data ===\n")
safe_print ("CHAPTER 2 (Tables):")
safe_print("- \\input{output_data/tables/tab_dataset_summary.tex} 7 Table 2.1")
safe_print("- \\input{output_data/tables/tab_data_quality.tex} % Table 2.2")
safe_print ("- \\input{output_data/tables/tab_split_summary.tex} % Table 2.3")
safe_print ("\nCHAPTER 2 (Figures):")
safe_print ("-
—  \\includegraphics[width=\\linewidth] {output_data/figures/fig_label_distribution.pdf} //
— Figure 2.1")
if entropy_ok:
safe_print("-
— \\includegraphics[width=\\linewidth] {output_data/figures/fig_feature_entropy_hist.pdf}
— / Figure 2.2a")
if longest_ok:
safe_print("-
— \\includegraphics[width=\\linewidth] {output_data/figures/fig_feature_longestword_hist.pdf}
— J Figure 2.2b")

safe_print ("\nCHAPTER 3 (Table):")
safe_print ("- \\input{output_data/tables/tab_model_selection.tex} J model selection on

< validation")

safe_print ("\nCHAPTER 4 (Tables):")
safe_print("- \\input{output_data/tables/tab_test_metrics_lr.tex} % LR metrics on test")
safe_print ("- \\input{output_data/tables/tab_test_metrics_rf.tex} ), RF metrics on test")

safe_print ("\nCHAPTER 4 (Figures):")

safe_print ("- \\includegraphics[width=\\1linewidth]{output_data/figures/fig_confusion_lr.pdf}
— // confusion matrix LR")

safe_print("- \\includegraphics[width=\\linewidth]{output_data/figures/fig_confusion_rf.pdf}
— / confusion matrix RF")

safe_print ("- \\includegraphics[width=\\linewidth]{output_data/figures/fig_roc_lr.pdf} % ROC
— LR")

safe_print ("- \\includegraphics[width=\\linewidth]{output_data/figures/fig_roc_rf.pdf} J% ROC
— RF")

safe_print("- \\includegraphics[width=\\linewidth]{output_data/figures/fig_pr_lr.pdf} 7% PR
— LR

safe_print ("- \\includegraphics[width=\\linewidth]{output_data/figures/fig_pr_rf.pdf} 7 PR
— RF")

safe_print ("\nLog file:")

safe_print(f"- {os.path.join(OUT_LOG, 'run_summary.json')}")
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